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Disclaimer

Any views or opinions presented in 
this presentation are solely those of 
the author and do not necessarily 
represent those of the employer.



About me

• Information Security Consultant and CSOC Team Lead

• Experienced in DFIR, CTI, TH, ITSM, and ISMS

• Technical writer and public speaker



[REDACTED]



Purposes of this presentation

• Review current standards, frameworks, and guidelines

• Discuss theory and practice in the real world

• Sharing of mistakes and lessons learned
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Topics

• DFIR review
• Processes, techniques, limitations, and workarounds

• Cooperation between CSIRT and LE

• Case studies
• Case #1: Live incident response

• Case #2: Investigating banking trojan

• Q&A
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What is DFIR?

Digital Forensics and Incident Response (DFIR) is a field within cybersecurity that focuses on the 
identification, investigation, and remediation of cyberattacks.

DFIR has two main components:

• Digital Forensics: A subset of forensic science that examines system data, user activity, and other 
pieces of digital evidence to determine if an attack is in progress and who may be behind the 
activity.

• Incident Response: The overarching process that an organization will follow in order to prepare 
for, detect, contain, and recover.

CrowdStrike - Digital Forensics and Incident Response (DFIR)
https://www.crowdstrike.com/cybersecurity-101/digital-forensics-and-incident-response-dfir/
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https://www.crowdstrike.com/cybersecurity-101/digital-forensics-and-incident-response-dfir/


Comparison of incident response frameworks

Incident response step NIST SP 800-61r2 SANS IR ISO/IEC 27035:2023

Planning
Preparation Preparation Plan and Prepare

Preparation

Detection

Detection and Analysis Identification

Detect and Report
Reporting

Assessment
Assess and Decide

Decision

Containment

Containment, Eradication, 

and Recovery

Containment

RespondEradication Eradication

Recovery Recovery

Lesson learned Post-incident Activity Lesson learned Learn lessons
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NIST incident response life cycle

Preparation
Detection and 

Analysis

Containment, 
Eradication, and 

Recovery Post-incident Activity

NIST SP 800-61 Rev. 2 Computer Security Incident Handling Guide
https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf
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https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf


https://www.publicpower.org/system/files/documents/Public-Power-Cyber-Incident-Response-Playbook.pdf 
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https://www.publicpower.org/system/files/documents/Public-Power-Cyber-Incident-Response-Playbook.pdf


ATT&CK, D3FEND, and RE&CT

• MITRE ATT&CK
• Stands for Adversarial Tactics, Techniques, and Common Knowledge.

• MITRE D3FEND
• Stands for Detection, Denial, and Disruption Framework Empowering 

Network Defense.

• ATC RE&CT
• Based on the MITRE's ATT&CK framework.

• Designed for accumulating, describing and categorizing actionable Incident 
Response techniques.

FourCore - ATT&CK + D3FEND = D.E.A.T.H
https://fourcore.io/blogs/mitre-attack-mitre-defend-detection-engineering-threat-hunting
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https://fourcore.io/blogs/mitre-attack-mitre-defend-detection-engineering-threat-hunting
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MITRE ATT&CK
https://attack.mitre.org/

https://attack.mitre.org/
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MITRE D3FEND
https://d3fend.mitre.org/

https://d3fend.mitre.org/
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ATC RE&CT
https://atc-project.github.io/atc-react/

https://atc-project.github.io/atc-react/


https://www.nist.gov/publications/digital-investigation-techniques-nist-scientific-foundation-review 
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https://www.nist.gov/publications/digital-investigation-techniques-nist-scientific-foundation-review


16

NISTIR 8354 - Digital Investigation Techniques: A NIST Scientific Foundation Review
https://www.nist.gov/publications/digital-investigation-techniques-nist-scientific-foundation-review 

https://www.nist.gov/publications/digital-investigation-techniques-nist-scientific-foundation-review


Steps in digital forensic investigations

• Collection
• Protect original data from unintended modification

• Acquire digital data

• Ensure the integrity of acquired data

• Interpretation
• Recover deleted data

• Navigate and examine the acquired data

• Identify and extract data artifacts

• Analyze the artifacts
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NISTIR 8354 - Digital Investigation Techniques: A NIST Scientific Foundation Review
https://www.nist.gov/publications/digital-investigation-techniques-nist-scientific-foundation-review 

https://www.nist.gov/publications/digital-investigation-techniques-nist-scientific-foundation-review


Ransomware Criminals Targeted in Ukrainian Police Raids
https://www.youtube.com/watch?v=ANL1Kz3MuGk 18

https://www.youtube.com/watch?v=ANL1Kz3MuGk


Evidence handling

• Evidence preservation
• Identify affected activities when acquiring data on a running system

• Determine whether to use a write blocker or loading tool into memory

• Evidence acquisition

• Storage device, mobile device, embedded device, etc.

• Remote and cloud acquisition

• Data integrity verification

• Evidence documentation

• Technical/Legal/Operational limitations

• Chain of custody
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Evidence preservation
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Photos: https://lifars.com/2021/05/how-to-acquire-digital-evidence-for-forensic-investigation/ Photo: https://www.forensicstore.com/product/black-hole-faraday-bag-kit/

https://lifars.com/2021/05/how-to-acquire-digital-evidence-for-forensic-investigation/
https://www.forensicstore.com/product/black-hole-faraday-bag-kit/


Evidence acquisition
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Photos: https://en.wikipedia.org/wiki/Forensic_disk_controller Photo: https://mashable.com/article/used-iphone-hacking-tools-sale-ebay

https://en.wikipedia.org/wiki/Forensic_disk_controller
https://mashable.com/article/used-iphone-hacking-tools-sale-ebay


Evidence acquisition (cont.)
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NIST – JTAG & Chip-off
- https://www.nist.gov/system/files/documents/2020/08/21/CFTT%20-%20JTAG%20and%20Chip-Off%202019.pdf
- https://www.nist.gov/system/files/documents/2020/08/21/JTAG%20and%20Chip-Off%20Data%20Analysis%20and%20Testing_AAFS_2020.pdf

https://www.nist.gov/system/files/documents/2020/08/21/CFTT%20-%20JTAG%20and%20Chip-Off%202019.pdf
https://www.nist.gov/system/files/documents/2020/08/21/JTAG%20and%20Chip-Off%20Data%20Analysis%20and%20Testing_AAFS_2020.pdf


Chip-Off ISP JTAG Training
https://www.youtube.com/watch?v=Vv-CYwwGpuE 23

https://www.youtube.com/watch?v=Vv-CYwwGpuE


Evidence documentation
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Photos: https://www.omnigo.com/blog/3-risk-factors-that-could-break-the-chain-of-custody Photo: 
https://www.sciencephoto.com/media/1148797/view/

chain-of-custody-evidence-container

https://www.omnigo.com/blog/3-risk-factors-that-could-break-the-chain-of-custody
https://www.sciencephoto.com/media/1148797/view/chain-of-custody-evidence-container
https://www.sciencephoto.com/media/1148797/view/chain-of-custody-evidence-container


Guidelines for first responders

Interpol - Guidelines for Digital Forensics First Responders
https://www.interpol.int/content/download/16243/file/Guidelines
%20to%20Digital%20Forensics%20First%20Responders_V7.pdf
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Topics
• Search and seizure preparation and execution
• On-scene digital evidence collection and handling
• Technical considerations
• Procedures

• Server, PC, laptop, external storage
• Smartphone, smartwatch, tablet, SIM card, memory card
• Digital camera, dash camera, GPS
• IoT devices (smart TV, smart speaker, home kit)
• Gaming console
• Drone
• CCTV, IP camera
• Virtual assets device (cryptocurrency wallet)
• Automotive vehicle

https://www.interpol.int/content/download/16243/file/Guidelines%20to%20Digital%20Forensics%20First%20Responders_V7.pdf
https://www.interpol.int/content/download/16243/file/Guidelines%20to%20Digital%20Forensics%20First%20Responders_V7.pdf


Guidelines for first responders (cont.)
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Guidelines for evidence examination

A Study of Guidelines in Digital Forensic Evidence Examination
https://so02.tci-thaijo.org/index.php/forensic/article/download/247001/168712/
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Live vs post-mortem forensics

• To pull or not to pull the plug?
• Attacker can change or destroy the evidence

• Examiner's tools and acts may overwrite data or cause data loss

• Can the system go back to normal operation after an unplanned switch off?

• Advantages and risks of live forensics
• Can capture malware and encryption passwords from RAM

• Can conduct live imaging of an encrypted drive, RAID, or non-supported file systems

• The live system may be untrustworthy

• Must run the forensic tool with Administrator privilege

• Might affect the admissibility of digital evidence for cybercrime investigation
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Incident Response: Live Forensics and Investigations
https://scitechconnect.elsevier.com/wp-content/uploads/2013/09/Incident-Response-Live-Forensics-and-Investigations.pdf
Sam Bowne CNIT 121 (Summer 2023): Computer Forensics (Module 7) – Admissibility of Digital Evidence
https://samsclass.info/121/121_Sum23.shtml

https://scitechconnect.elsevier.com/wp-content/uploads/2013/09/Incident-Response-Live-Forensics-and-Investigations.pdf
https://samsclass.info/121/121_Sum23.shtml


Triaging and live data acquisition
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Forensic Artifact Live Collection Tool Matrix
https://github.com/swisscom/ArtifactCollectionMatrix

Magnet RESPONSE
https://www.magnetforensics.com/blog/
getting-started-with-magnet-response

https://github.com/swisscom/ArtifactCollectionMatrix
https://www.magnetforensics.com/blog/getting-started-with-magnet-response
https://www.magnetforensics.com/blog/getting-started-with-magnet-response


DFIR frameworks for cloud services

CSA – Cloud Incident Response Framework
https://cloudsecurityalliance.org/artifacts/cloud-incident-response-framework/
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NIST Cloud Computing Forensic Reference Architecture
https://csrc.nist.gov/pubs/sp/800/201/ipd

https://cloudsecurityalliance.org/artifacts/cloud-incident-response-framework/
https://csrc.nist.gov/pubs/sp/800/201/ipd


DFIR frameworks for OT systems
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NISTIR 8428 – Digital Forensics and Incident Response (DFIR) Framework 
for Operational Technology (OT)
https://www.nist.gov/publications/digital-forensics-and-incident-
response-dfir-framework-operational-technology-ot

Mandiant Digital Forensics and Incident Response Framework for 
Embedded OT Systems
https://www.mandiant.com/resources/blog/mandiant-dfir-framework-ot

https://www.nist.gov/publications/digital-forensics-and-incident-response-dfir-framework-operational-technology-ot
https://www.nist.gov/publications/digital-forensics-and-incident-response-dfir-framework-operational-technology-ot
https://www.mandiant.com/resources/blog/mandiant-dfir-framework-ot


Evidence interpretation

• Data recovery
• Recover deleted file/record
• File carving

• Parsing and navigation
• File system
• Data stream

• Identification and extraction of 
artifacts
• Keyword search
• Data extraction
• Decryption

• Analysis of results
• Timeline analysis
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Photo: https://www.sleuthkit.org/autopsy/

https://www.sleuthkit.org/autopsy/


Digital forensics report
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Photo: https://twitter.com/AlexisBrignoni/status/1390539300748603392 

https://twitter.com/AlexisBrignoni/status/1390539300748603392


Limitations and concerns

• Dependent on an understanding of how the computer activities, 
tools, and techniques work

• Every digital forensic technique should undergo peer review, formal 
testing, or error rate analysis.
• It is not feasible to test all combinations of tools, run time environments, and 

digital evidence sources.

• Standard operating procedure and legal
• Will pieces of evidence and processes accept in the court?
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Asymmetry between attackers and defenders
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Photo: https://twitter.com/z3r0trust/status/1394765371303862276 

https://twitter.com/z3r0trust/status/1394765371303862276


Computer Forensics Tool Testing (CFTT)

https://www.nist.gov/itl/ssd/software-quality-group/computer-forensics-tool-testing-program-cftt
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https://www.nist.gov/itl/ssd/software-quality-group/computer-forensics-tool-testing-program-cftt


Computer Forensic Reference DataSet (CFReDS)

https://cfreds.nist.gov/
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https://cfreds.nist.gov/


https://csrc.nist.gov/pubs/sp/800/86/final 
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https://csrc.nist.gov/pubs/sp/800/86/final


Evidence examination & analysis

• Using data from data files
• File system, MAC times, data integrity

• Using data from operating systems
• Volatile/Non-volatile data
• OS data

• Using data from network traffic
• Identifying network data sources
• collecting and examining network activities

• Using data from applications
• Email, web, file sharing, security applications
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Attack kill chain

Microsoft – Advanced Threat Analytics
https://learn.microsoft.com/en-us/advanced-threat-analytics/ata-threats
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https://learn.microsoft.com/en-us/advanced-threat-analytics/ata-threats


Adversary tactics, techniques, and data sources

CISA - Federal Government Cybersecurity Incident and Vulnerability Response Playbooks
https://www.cisa.gov/resources-tools/resources/federal-government-cybersecurity-incident-and-vulnerability-response-playbooks
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https://www.cisa.gov/resources-tools/resources/federal-government-cybersecurity-incident-and-vulnerability-response-playbooks


Competency requirements for investigator

NCSC Announcement https://drive.ncsa.or.th/s/rB7CGDmmc55yJQ6
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EC-Council CHFI
https://www.eccouncil.org/train-certify/computer-hacking-
forensic-investigator-chfi/

https://drive.ncsa.or.th/s/rB7CGDmmc55yJQ6
https://www.eccouncil.org/train-certify/computer-hacking-forensic-investigator-chfi/
https://www.eccouncil.org/train-certify/computer-hacking-forensic-investigator-chfi/


INTERPOL – Global guidelines for digital forensics laboratories
https://www.interpol.int/content/download/13501/file/INTERPOL_DFL_GlobalGuidelinesDigitalForensics
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https://www.interpol.int/content/download/13501/file/INTERPOL_DFL_GlobalGuidelinesDigitalForensics


http://correlatedsecurity.com/cyber-security-analyst-maturity-curve/ 

http://correlatedsecurity.com/cyber-security-analyst-maturity-curve/


Cooperation between CSIRT and LE
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ENISA - Roadmap on the cooperation between CSIRT and LE
https://www.enisa.europa.eu/publications/support-the-fight-against-cybercrime-roadmap-on-csirt-le-cooperation

https://www.enisa.europa.eu/publications/support-the-fight-against-cybercrime-roadmap-on-csirt-le-cooperation


CSIRT and LE: Cooperation problems
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ENISA - Roadmap on the cooperation between CSIRT and LE
https://www.enisa.europa.eu/publications/support-the-fight-against-cybercrime-roadmap-on-csirt-le-cooperation

https://www.enisa.europa.eu/publications/support-the-fight-against-cybercrime-roadmap-on-csirt-le-cooperation


Traditional vs Enterprise forensics
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Traditional forensics Enterprise forensics

Scope
• Small amount of machines/devices

Process
• Memory acquisition
• Storage/Disk acquisition
• Network artifacts collection

Concerns
• Business continuity
• Time consumption

Scope
• Large scale DFIR
• Varies environment (remote, cloud, VM, etc.)

Process
• Isolation, snapshot, triage, etc.
• Remote/live forensics

Concerns
• Evidence preservation
• Legal and court testimony

Forensic Focus - Enterprise Forensics: Traditions vs Reality in Modern DFIR
https://www.forensicfocus.com/webinars/enterprise-forensics-traditions-vs-reality-in-modern-dfir/ 

https://www.forensicfocus.com/webinars/enterprise-forensics-traditions-vs-reality-in-modern-dfir/


Anti-forensics
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Awesome anti-forensics 
https://github.com/shadawck/awesome-anti-forensic 

Purposes
• Making investigation more complicated and 

time-consuming

• Making evidences difficult or impossible to 
obtain

Methods
• Artifact wiping
• Data hiding
• Trail obfuscation
• Encryption
• Steganography
• Attack against forensic tool and methods
• Self-destruction/kill-switch

Photo: https://www.wired.com/2016/07/mr-robot-hack-check-s2e2/

https://github.com/shadawck/awesome-anti-forensic
https://www.wired.com/2016/07/mr-robot-hack-check-s2e2/
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Anti-forensics: Furthering digital forensic science through a new extended, granular taxonomy
https://www.sciencedirect.com/science/article/pii/S1742287616300378

https://www.sciencedirect.com/science/article/pii/S1742287616300378


Case Studies



Case #1: Live incident response
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Scenarios
• A large organization has been informed by a security researcher 

that their email server have been compromised

• Admin reviewed network log and found suspicious activities that 
indicate backdoor and data exfiltration

• The organization will conduct the most important event in the next 
few days



(Simplified) DFIR activities
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Past Present Future

Mitigation

Impact assessment

Review current IR plan, 
asset inventory, 

network topology, etc.

Conduct digital forensics Service restoration

Review relevant 
artifacts, logs, and data

Continuous monitoring

Security hardening

Review anomaly sign 
and action taken

(Focuses on previous events) (Focuses on current events) (Focuses on forthcoming events)



Artifact and information collection – host
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CISA - Technical Approaches to Uncovering and Remediating Malicious Activity
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-245a

https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-245a


Artifact and information collection – network
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CISA - Technical Approaches to Uncovering and Remediating Malicious Activity
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-245a

https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-245a


Common mistakes in incident handling
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CISA - Technical Approaches to Uncovering and Remediating Malicious Activity
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-245a

https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-245a


Limitations and concerns
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[REDACTED]



Virtual machine data acquisition
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BlueCapeSecurity - Practical Windows Forensics
https://github.com/bluecapesecurity/PWF

https://github.com/bluecapesecurity/PWF


Memory acquisition – planning
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Fast artifact collection
• Prepare a batch script to acquire server information, process, 

network, and user activities
Full memory acquisition

• Require inserting and mounting USB storage to a physical server
• Require remote upload and execute forensic tool on the server
• Disable the energy-saving feature on the workstation



Memory acquisition – on-site problems
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[REDACTED]



[REDACTED]



Attack scenario summary
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[REDACTED]



Findings
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[REDACTED]



Findings (cont.)
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[REDACTED]



Active Directory hardening and recovery
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Best Practices for Securing Active Directory
https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-
practices/best-practices-for-securing-active-directory

Practical Compromise Recovery Guidance For Active Directory
https://m365internals.com/2021/04/27/practical-compromise-
recovery-guidance-for-active-directory/

https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/best-practices-for-securing-active-directory
https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/best-practices-for-securing-active-directory
https://m365internals.com/2021/04/27/practical-compromise-recovery-guidance-for-active-directory/
https://m365internals.com/2021/04/27/practical-compromise-recovery-guidance-for-active-directory/


Case #1: Lessons learned
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• Evaluate the need for full memory acquisition
• Explain when and why it is required or not required

• Ensure a safe and clean working environment
• Scope of the compromise might not be limited to the server zone

• Consider alternative methods
• Snapshot, duplicate, and conduct live analysis

• Prepare for the worst-case scenario



Case #2: Investigating banking trojan
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Scenarios
• A bank’s customer chatted with an attacker and has been tricked 

to install malware on their computer, amount of money has been 
transferred to an attacker’s account

• The victim ran multiple antimalware tools on their machine, some 
artifacts have been deleted

• An infected machine has been shut down before the forensics 
team arrived at the scene



Remaining artifacts and limitations
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Artifacts and supporting information
• Windows event log
• Web browser history
• Antimalware log

• All quarantined files were encrypted
• Chat history log

• All chats were encrypted
• Online banking activity log

• Provided by the victim’s bank



Findings
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[REDACTED]



Decrypting the encrypted files

70

Where is the key?
• Quarantined malware files -> Unlock via Windows account password
• Chat history log -> Unlock via viewing with the chat app

Booting up the machine
• Restore the disk image to another hard drive and then boot it from an original 

machine
• Convert a raw disk image to a VM disk and then start the VM



Converting a raw image to a VM disk
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OpenStack - Converting between image formats
https://docs.openstack.org/image-guide/convert-images.html

https://docs.openstack.org/image-guide/convert-images.html


Findings (cont.)
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[REDACTED]
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njRAT
https://www.youtube.com/watch?v=nxnPkTubdNQ

https://www.youtube.com/watch?v=nxnPkTubdNQ


Follow the traces
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What have we known about the suspect
• Domain and IP of the C2 server
• IP of the chat user account
• Destination bank account
• etc.



Analyzing the suspected machines
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[REDACTED]



Using CCleaner as an anti-forensic tool
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CCleaner forensics
https://www.synacktiv.com/en/publications/ccleaner-forensics

https://www.synacktiv.com/en/publications/ccleaner-forensics


Sample victim’s data in the suspected machine
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[REDACTED]



Case #2: Lessons learned

78

• Remediation actions might affect forensic capabilities
• Important data could be lost

• Learn more about the limitations of anti-forensic tools
• Some privacy cleaner tools can be used to wipe attacker’s traces

• Look for the places that might contain data in RAM



Questions?



Thank you
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