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Background of Kerberos

About Active Directory
Management system for window
domain network
Centralize management

Client 1

Client 2

Domain
Controller

Mail Server

Database Server 1



Background of Kerberos

Active Directory authentication protocol
Kerberos
NTLM (NT LAN Manager)
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Background of Kerberos

About Kerberos
Ticket Base Authentication
Use ticket to proof identity
Got KDC (Key Distribution Center) as centralize server management

Ticket
TGT (Ticket Granting Ticket)
TGS (Ticket Granting Service)
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TGT

Here is your TGS Bob

Bob

TGT

TGS

TGS

Here is your TGT Bob

Here is my TGT. Give me TGS

Background of Kerberos

Bob Request for TGT

Ref. https://www.ionos.ca/digitalguide/server/security/kerberos/

Here is your service Bob

I want to use hosting service. This is my TGS

Service

4



Background of Kerberos

Kerberos Authentication Flow

AS-REQ1.

AS-REP2.

TGS-REQ3.

TGS-REP4.

AP-REQ5.

AP-REP6.

Bob

5Ref. https://www.manageengine.com/products/active-directory-audit/kb/images/event-4771-kerberos-authentication-illustration.jpg



Roasting Attack



AS-REP Roasting
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What is AS-REP Roasting
An attack that aim to cracking the user password with AS-REP

AS-REP

Encrypt with user password

TGT



AS-REP Roasting
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Normal flow for get TGT ticket
Client sent AS-REQ to KDC1.
KDC validate the AS-REQ from client  2.
KDC issue TGT ticket, session key and sent
AS-REP to Client

3.

AS-REQ structure
Authenticator (encrypt with
user password)

timestamp
Username

AS-REP structure
Session key A(encrypt with user
password)
TGT ticket (encrypt with KDC key)

user information
session key A



AS-REP Roasting
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Not require pre-authen flow 
Client sent AS-REQ to KDC1.
KDC validate the AS-REQ from client 2.
KDC issue TGT ticket, session key and sent
AS-REP to Client

3.

AS-REQ structure
Username

AS-REP structure
Session key A (encrypt with user
password)
TGT ticket (encrypt with KDC key)

user information
session key A



Not require pre-authen flow 
Client sent AS-REQ to KDC1.
KDC validate the AS-REQ from client 2.
KDC issue TGT ticket, session key and sent
AS-REP to Client

3.

KDC

AS-REP Roasting

9Attacker

Bob

AS-REP of Bob

AS-REP of BobAS-REP of Bob

Hashcat



Impact
Gain user password

Tools for enumerate
PowerView, Rubeus (For window)
GetNPUsers.py (For linux)
Hashcat

Condition
Weak password user
Not require pre-authentication user
Valid domain joined user

AS-REP Roasting Window Tools

Linux Tools

Hash
cracking
Tools
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AS-REPRoasting
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Mitigations
use strong password for user account
set not require pre-authentication

AS-REP Roasting



Kerberoasting
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What is Kerberoasting
An attack that aim to cracking the service password on Ticket Grain Service
(TGS)

TGS-REPEncrypt with service account key

TGS



Misconfiguration
Use user account instead of machine account to manage the services
Use weak password on user account

Database Server

password1234

sqldev

Kerberoasting
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What target that we will focus
Find user that SPN is not empty and manually check the result

Query command

Kerberoasting

SPN (Service Principal Name)
Identify service
Account that got SPN

Service account
Computer account
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What target that we will focus
Service account that SPN is associate with service account

Example 1

Example 2

Kerberoasting
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Request for TGS with Powerview
Service account that SPN is associate with service account

Kerberoasting
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Normal flow for get TGS ticket
Client sent TGS-REQ to KDC1.
KDC validate the TGS-REQ from client and 2.
KDC issue TGS ticket, session key and sent
TGS-REP to Client

3.

TGS-REQ structure
Authenticator (encrypt with
session key A)

timestamp
TGT (encrypt with KDC key)

user information
Session key A

Name of service that will access

TGS-REP structure
Session key B 
TGS ticket (encrypt with service key)

user information
Session key B 

SPN of service

Kerberoasting
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Attack flow of kerberoasting
Attacker find target account1.
Attacker get TGS of target from TGS-REP2.
Attacker crack the TGS with password
cracking tools

3.

Kerberoasting

KDCAttacker

TGS-REP TGS-REP 

Hashcat



Impact
Gain user password

Tools for enumerate
PowerView, Rubeus (For window)
GetNPUsers.py (For linux)
Hashcat

Condition
Weak password service account
Valid domain joined user

Window Tools

Linux Tools

Hash
cracking
Tools
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Kerberoasting



21

Mitigations

Use strong password for service account

Try to use machine account for manage services instead of use user

account if possible

Kerberoasting



Delegation Attacks



Unconstrained Delegation
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What is Unconstrained Delegation
An attack that aim steal TGT ticket that forwarded to service machine

Client 1 Web server

Database Server

TGT TGT

File server
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What is Unconstrained Delegation
An attack that aim steal TGT ticket that forwarded to service machine

Unconstrained Delegation
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Use service on non-constrain delegation
Client sent TGS for request service

Client 1 Web server

Database Server

TGT

File server

TGS TGS

Unconstrained Delegation
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Use service on unconstrained delegation
Client sent TGS for request service
And client also sent a TGT to service for
request access to another service as a client

Client 1 Web server

Database Server

TGT

File server

TGS TGSTGT

Domain
controller

AP-REQ AP-REQ

AP-REQ

Unconstrained Delegation



TGT

TGS TGS

TGT

Domain
controller 26

Attack flow for unconstrained delegation
Attacker compromised service that allown
Unconstrain Delegation
Attacker can dump TGT ticket from service
machine memory

Client 1 Web server
(compromised)

Database Server

File server

Attacker

TGT

AP-REQ AP-REQ

AP-REQ

Unconstrained Delegation



Impact
Allow attacker to impersonate as user
that use compromised machine service

Tools for enumerate
Rubeus 

Condition
Compromise machine that allow
unconstrained delegation

Window Tools
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Unconstrain Delegation
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Mitigations

Disable Unconstrained delegation If Possible 

Monitor and Detect Delegation Misuse

Unconstrain Delegation



Domain
controller

Constrained Delegation
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What is Constrained Delegation
An attack that aim to compromise constrained delegation service account to
perform privilege escalation and lateral movement

Database Server

File serverWeb server
(compromised)

Attacker

Privilege
escalation



30

What is Constrain Delegation
An attack that aim to compromise constrained delegation service account to
perform privilege escalation and lateral movement

Constrained Delegation
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Normal flow of constrained delegation
Client sent AP-REQ to service
Service use S4U2Self to request new TGS to access another service
Service account use S4U2Proxy to access another service as client

Constrained Delegation

Client 1 Web server

Database Server

TGT

File server

TGS
TGS

Domain
controller

AP-REQ

TGS

S4U2Proxy

S4U2Self
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Attack flow for constrained delegation
Find constrained delegation service account
Compromise target service account
Impersonate Any User (only work for allow service)

Constrained Delegation

Domain
controller

Database Server

File serverWeb server
(compromised)

Attacker

Privilege
escalation



Impact
Allow attacker to impersonate as any
user with specific service

Tools for enumerate
PowerView, Mimikatz, Rubeus
findDelegation.py, getST.py,
psexec.py

Condition
Compromise machine that allow
unconstrained delegation
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Linux Tools

Window ToolsConstrained Delegation
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Mitigations

Disable Constrained delegation If Possible 

Monitor and Detect Delegation Misuse

Constrained Delegation



Ticket Abuse



Golden ticket
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What is Golden ticket
An attack that aim to forging the TGT ticket by use privilege of krbtgt account
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Normal flow for get TGT ticket
Client sent AS-REQ to KDC1.
KDC validate the AS-REQ from client and 2.
KDC use key of krbtgt to encrypt TGTs3.
KDC sent AS-REP to Client4.

AS-REQ structure
Authenticator (encrypt with
user password)

timestamp
Username

AS-REP structure
Session key (encrypt with user
password)
TGT ticket (encrypt with KDC key)

user information
Session key

Golden ticket
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Goldent ticket flow for get TGT ticket
Client sent AS-REQ to KDC1.
KDC validate the AS-REQ from client and 2.
KDC use key of krbtgt to encrypt TGTs3.
Client got krbtgt key4.
Client issue TGTs ticket by use krbtgt key to
encrypt data

5.

Golden ticket

Elements that require for forge golden ticket
Domain name1.
Domain SID2.
Username to Impersonate3.
KRBTGT's hash4.



Impact
Can issue any TGTs in this domain
Can be any user in this domain

Tools for enumerate
PowerView, mimikatz (For window)
lookupsid.py, ticketer.py (For linux)

Condition
krbtgt account
valid domain joined user

Window Tools

Linux Tools
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Golden ticket



DCSync privilege

Enterprise admins Domain admins Backup operators

Golden ticket

DCSync privilege

DC1
(Headquarter)

DC2 DC3

simlab.local
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Mitigations

Use Endpoint Detection and antivirus for prevent and detect tools

like Mimikatz 

Implement a least privilege access model

Golden ticket



Silver ticket
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What is Silver ticket
An attack that aim to forging the TGS ticket by get NTLM hash of machine
account (service account)
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Normal flow for get TGS ticket
Client sent TGS-REQ to KDC1.
KDC validate the TGS-REQ from client and2.
KDC encrypt TGS with service key 3.
KDC issue session key and sent TGS-REP to
Client

4.

TGS-REQ structure
Authenticator (encrypt with
session key A)

timestamp
TGT (encrypt with KDC key)

user information
Session key A

Name of service that will access

TGS-REP structure
Session key B 
TGS ticket (encrypt with service key)

user information
Session key B 

Silver ticket
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Silver ticket flow for get TGS ticket
Client sent TGS-REQ to KDC1.
KDC validate the TGS-REQ from client and2.
KDC encrypt TGS with service key 3.
KDC issue session key and sent TGS-REP to
Client

4.

Compromise service account and get
NTLM hash

5.

Issue TGS ticket6.

Elements that require for forge silver ticket
Domain name1.
Domain SID2.
NTLM hash (service key)3.
Target service4.

Silver ticket
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Attack flow for forging silver ticket
Attacker compromised service service
account
Attacker Get NTLM hash of service account 
Attacker Get Domain SID from Domain
controller

Web server
(compromised)

Attacker

Silver ticket

NTLM hash

Domain SID

mimikatz

NTLM hash



Attack flow for forging silver ticket
Attacker compromised service service account
Attacker Get NTLM hash of service account 
Attacker Get Domain SID from Domain controller

44

Silver ticket



Attack flow for forging silver ticket
Attacker compromised service service account
Attacker Get NTLM hash of service account 
Attacker Get Domain SID from Domain controller

45

Silver ticket



Impact
Can direct access to compromised
service without exist log on
Domain controller

Tools for enumerate
PowerView, mimikatz, rubeus (For window)
lookupsid.py, ticketer.py (For linux)

Condition
compromised service account
valid domain joined user

Linux Tools
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Window ToolsSilver ticket
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Mitigations
Do not place service accounts within privileged groups like domain
administrators
Use strong password for service accounts
Utilize Managed Service Accounts and ensure passwords rotate
regularly

Silver ticket



Q&A
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