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Background of Kerberos

Active Directory

About Active Directory
e Management system for window
domain network
e Centralize management

Client1 Domain Mall Server
Controller

Client 2

Database Server 1



Active Directory authentication protocol . .

e Kerberos : :
e NTLM (NT LAN Manager) Active Directory

Background of Kerberos
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Background of Kerberos

About Kerberos
e Ticket Base Authentication
e Use ticket to proof identity
e Got KDC (Key Distribution Center) as centralize server management

Ticket
e TGT (Ticket Granting Ticket)
e TGS (Ticket Granting Service)

KERBEROS




Background of Kerberos

Kerberos authentication process

‘ Key Distribution Center (KDC)
Bob Authentication Server Ticket Granting Server
iiii‘iiiii‘iiii E?EE! EEEE!.
: -

Client AS TGS Service

o. Bob Request for TGT :
: Here is your TGT Bob e

Here ismy TGT. Give me TGS i

| want to use hosting service.:This is my TGS

Here is your service Bob o

cEERE EHREE

Ref. https://www.ionos.ca/digitalguide/server/security/kerberos/



Background of Kerberos

Kerberos Authentication Flow

1.AS-R EQ © Request TGT Windows
2 AS-REP © TGT + Session Key ormain Hontroter
B T ———
3 TGS REQ e Request Ticket + Auth
. = —-
O Ticket + Session Key
‘—
4.TGS-REP Bob
© Request Service + Auth KDC =AS + TGS
5.AP-REQ
Gﬂewer
6.AP-REP Authentication

Resource
Server

Ref. https://www.manageengine.com/products/active-directory-audit/kb/images/event-4771-kerberos-authentication-illustration.jpg



Roasting Attack



AS-REP Roasting

What is AS-REP Roasting
e An attack that aim to cracking the user password with AS-REP

Encrypt with user passw/mhl

AS-REP



AS-REP Roasting L nows
+ Session Key
—

Normal flow for get TGT ticket . A
1.Client sent AS-REQ to KDC DTSR v
2.KDC validate the AS-REQ from client o‘s&
3.KDC issue TGT ticket, session key and sent puhenticater

AS-REP to Client l hSscue:

/



o .
AS- R E P R O astl n Account options:
—g [ ] Usze anly Kerberoz DES enciyption twpes for thiz account ™

] T|"|IE account supparts Eerberos AES 128 bit encryphion.
E Bt encryphion.,

Not require pre-authen flow :
1.Client sent AS-REQ to KDC hecount expies

2 KPBCveticatethe = fromebent @ Never

() End of: Friday . September 11, 2020 [
3.KDC issue TGT ticket, session key and sent
AS-REP to Client

Q. Cancel Applhy Help
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AS-REP Roasting

Not require pre-authen flow
1.Client sent AS-REQ to KDC
2. '

3.KDC issue TGT ticket, session key and sent

to Client
Bob
AS-REP of Bob

&
& | © |

Hashcat Attacker

(e

Account options:;

Account expires

(@) Mever

= willla mimln =T A T=] Rl
Lo not require Kerberoz preauthentication

[ ] Uze anly Kerberoz DES enciyption twpes for thiz account
[ ] Thiz account supportz Kerberos AES 128 bit encryption,

E Bt encrpption.

() End of: Friday . September 17, 2020

aE.

Cancel

Apply

Help

AS~REP of Bop

AS-REP of Bob
—

KDC




AS-REP Roasting Window Tools

Condition
e Weak password user
e Not require pre-authentication user
e Valid domain joined user

Tools for enumerate Linux Tools

e PowerView, Rubeus (For window)

e GetNPUsers.py (For linux) fortra/impacket

e Hashcat Genhgennamen et
Impact

e Gain user password

Hash
cracking IE
Tools




AS-REPRoasting

RecyWindows PowerShell

"Copyright (C) Microsoft . All rights reserved.

RPS Ci\Use AS5-REPRoasting Properties

i File Action View Help

Wlindows |

.J'-. i'-l_:‘q

Ethernet

Connec

BUIEN ~ 53 simlab01.local

IPv4 A
Subnet
Defaul

PS C:\Use

-

| & X L4

. Active Directory Users and Com|| Name
Saved Quenes

&, As-REPRo asting

ADCS

Builtin

Computers

Domain Controllers
ForeignSecuntyPrincipal:
golden ticket
Granting_right

Keys

LostAndFound

Managed Service Accow
Program Data

system

Users

NTDS Quotas

TPM Devices

Roasting

R_RET d

Type
User

Publshed Cerificates Member Of Password Replication [Dialin  Object
Securnty Envimnment Sessons Remote control
Remote Desktop Services Profile COM- Atirbute Editor

General Address Account  Profile Telephones  Organization

Liser logon name

Liser logon name (pre-\Windows 2000)
SIMLABDTY AS-REPRoasting

| @simiabo1oca

Logon Hours. Log On To

[ ] Unlock account

Account opltions

] Use only Ketberos DES encryption types for this account
[] This account supports Kerberos AES 128 bit encryption
(] This account supports Kerberos AES 256 bit encryption
1] Do not require Kerberos preauthentication

Account expires
(@) Never

) End of

019 Standard Evaluation
License valid for 46 days
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AS-REP Roasting

Mitigations
e use strong password for user account
e set not require pre-authentication

Account options:

[ Uze only Kerberoz DES encryption twpes For thiz account ™

[ ] Thiz account supports Kerberaz AES 128 bit encryption.
- 2 5 mill|a mimlm . =rhErm s O C g Eﬂc[_lrlljt"jﬂ

Do nat require K.erberos preauthentication

Account expires

(@) Mever
() End of: Friday . September 17, 2020

aF., Cancel Apply Help




Kerberoasting

What is Kerberoasting
e An attack that aim to cracking the service password on

(TGS)

icket Grain Service

TGS-REP
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Kerberoasting

Misconfiguration
e Use user account instead of machine account to manage the services
e Use weak password on user account

2 Ao
\ ﬁ passwordl234

Database Server
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Kerberoasting

What target that we will focus
e Find user that SPN is not empty and manually check the result

SPN (Service Principal Name)
New-0Object DirectoryServices.DirectorySearcher( [ADSII"") o Identify service
‘f-'lzltn;_-r .. | Flndau_ullzl}nll gory=person){objectlLlass=user }{ servici cipalNn . ACCOUHT.. that got SPN
foreach( in } o Service account
{ o Computer account
GetDirectoryeEntry( )
wWrite-host U
Write-Host *

Write-Host rEr (" $ust ry.distinguishedName
wWrite-host

Write-host 5SPNs

Write-Host *

foreach( N . 5servicePrincipalName)

1

¥
Write-host ""
Write-host """

Query command 15



Kerberoasting

What target that we will focus
e Service account that SPN is associate with service account

Accounts ,::Il,l L 1 ,['].I Employee > 5 DI INLANEFREIGHT ::][': LOCAL )

Example 1

ployees,DL=1INLANEFRELGHI ,DC=LOCAI

Example 2

16



Kerberoasting

Request for TGS with Powerview

e Service account that SPN is associate with service account

PS C:\Tools> Import-Module .\PowerView.psl
PS C:\Tools> Invoke-Kerberoastq

: sqgldev
: CN=sqldev,0U=5ervice Accounts,OU=Roasting,DC=51IMLABO]1,DC=LOCAL
+ MSS0QL_svec_dev/sumlab®l. local: 1443

Hash :
$krb5tgs$23%$*sqldev$SIMLABOL. LOCAL$MSSQL_svc_dev/inlanefreight.local:1443*$29A78F89AC

17



Kerberoasting __Orewertsr L wows

e TGT + Session Key

Normal flow for get TGS ticket ﬁ . ‘
1.Client sent TGS-REQ to KDC | R =
2.KDC validate the TGS-REQ from client and 0‘5\

3.KDC issue TGS ticket, session key and sent putnentcaton
TGS-REP to Client Rgseoece




Ke r b e ro aSti n g o i Damu:rr':?:?)wniroller

oTGT+SESSG n Key
Attack flow of kerberoasting

1. Attacker find target account MEWM e
2.Attacker get TGS of target from TGS-REP 6‘5\‘

3.Attacker crack the TGS with password
cracking tools l

Resource
Server

@ Y

x TGS-REP ®

\. J n

Hashcat Attacker

TGS-REP
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Kerberoasting Window Tools

Condition
e Weak password service account

e Valid domain joined user

Tools for enumerate

e PowerView, Rubeus (For window) Linux Tools

e GetNPUsers.py (For linux)

e Hashcat fortra/impacket
Impacket is a collection of Python classes for
working with network protocols.

Impact

e Gain user password

Hash
cracking IE
Tools




Kerberoasting

Mitigations
e Use strong password for service account
e Try to use machine account for manage services instead of use user

account if possible

21



Delegation Attacks



Unconstrained Delegation

What is Unconstrained Delegation
G

e An attack that aim steal

Client1

Web server

ticket that forwarded to service machine

File server

Database Server

22



Unconstrained Delegation

What is Unconstrained Delegation
e An attack that aim steal TGT ticket that forwarded to service machine

Location M anaged By Object Securty Chal-in Attribute Editor
General Uperating Syztem termber OF [relegation Fazzword Feplication

Delegation 1z a secunty-zenszitree operation, which allows zervices to act on
behalf of anather uzer.

I= CarmplUer rar =EMVICE: Oy

Uze Kerberos only

Uze any authentication protocol



€© Request TGT Windoms

Unconstrained Delegation @ o | o on

e Request Ticket + Auth
_—
Use service on hon-constrain delegation ke ¢ Session ey I A

o Cl|ent Sent GS for request SerV|Ce 9 Request Service + Auth POC =AS + TGS
6‘5\
l Resource
Server

Web server File server

Database Server

24



€© Request TGT e

Unconstrained Delegation @ o | o on

e Request Ticket + Auth
_—
Use service on unconstrained delegation ke ¢ Session ey I A
e Client sent TGS for request service |

© Request Service + Auth DC =AS + TGS
e And client also senta TGT to service for 6‘5&

request access to another service as a client l

Resource
Server

File server

Database Server

Domain
controller

29



€© Request TGT e
—_—
© Request Service + Auth PC =AS + TGS
Unconstrain Delegation o‘s&

- - _—) Domain Controller
Unconstrained Delegation © 1< + Sevon o
e Request Ticket + Auth
Attack flow for unconstrained delegation — e l A
e Attacker compromised service that allown
e Attacker can dump TGT ticket from service l
machine memory

Resource
Server

. -
Web server

(compromised)

File server

Database Server

Domain
controller 20

Attacker



Unconstrain Delegation

Condition i
e Compromise machine that allow Window Tools

unconstrained delegation

Tools for enumerate
e Rubeus

Impact
e Allow attacker to impersonate as user
that use compromised machine service

27



Unconstrain Delegation

Mitigations
e Disable Unconstrained delegation If Possible

e Monitor and Detect Delegation Misuse

28



Constrained Delegation

What is Constrained Delegation
e An attack that aim to compromise constrained delegation service account to
perform privilege escalation and lateral movement

o0

Attacker o ¥ _|
Web server

. riviiege  File server
(compromised)

scalation

Domain
controller ple

Database Server



Constrained Delegation

What is Constrain Delegation
e An attack that aim to compromise constrained delegation service account to
perform privilege escalation and lateral movement

Delegation 1z a secunty-zenzitive operation, which allows zervices to act on
behalf af anather wuser.

() Do ot bzt thiz computer for delegation

. ) Trust thiz computer for deleqation ta any zervice [K.erberoz anly)

(®) Trust thiz computer for delegation to specified zervices only
() Usze Kerberos only

(®) ze any authentication protocaol

Services to which thiz account can present delegated credentials:

Service Twpe  User aor Computer Fort Service M
SEL DESHY

30



Constrained Delegation

Normal flow of constrained delegation

e Client sent AP-REQ to service
e Service use S4U2Self to request new TGS to access another service
e Service account use S4U2Proxy to access another service as client

S4U2Proxy

Web server File server

lT S4UZSelf
S ' 1 v

Database Server

Domain
controller

31



Constrained Delegation

Attack flow for constrained delegation
e Find constrained delegation service account
e Compromise target service account
e Impersonate Any User (only work for allow service)

Attacker o T N
Web server

(compromised)

Privilege
scalation

Domain
controller

File server

Database Server

32



Constrained Delegation

Condition
e Compromise machine that allow
unconstrained delegation

Tools for enumerate
e PowerView, Mimikatz, Rubeus
e findDelegation.py, getST.py,
psexec.py

Impact
e Allow attacker to impersonate as any
user with specific service

Window Tools

Linux Tools

fortra/impacket

Impacket is a collection of Python classes

working with network protocols.

for




Constrained Delegation

Mitigations
e Disable Constrained delegation If Possible

e Monitor and Detect Delegation Misuse

34



Ticket Abuse



Golden ticket

What is Golden ticket
e An attack that aim to forging the TGT ticket by use privilege of krbtgt account

Windows
Domain Controller

e Request Ticket + Auth

e Ticket + Session Key
9 Request Service + Auth KDC =AS + TGS

GA

Authentication I

Resource
Server

35



Windows
Domain Controller

Golden ticket

@ Request TGT |
—
© TGT + Session Key
—
- = re [ . i

=] [y
—
© Ticket + Session Key
—

1.Client sent AS-REQ to KDC @ reesnserces ain IR
2.KDC validate the AS-REQ from client and o‘s&

3.KDC use key of krbtgt to encrypt TGTs uenteaten

4.KDC sent AS-REP to Client l

35

Normal flow for get TGT ticket

Resource
Server




Windows

Goldent ticket flow for get TGT ticket

© Request Ticket + Auth
© Ticket + Session Key A
1' EHE“E SE“EI KS IkEa Es IEE E © Request Service + Auth KDC =AS + TGS
5 . . ‘\‘
°Serw.:*er |
4.Client got krbtgt key
H.Client issue TGTs ticket by use krbtgt key to

encrypt data

Golden ticket

Resource
Server

36



Golden ticket

Condition
e krbtgt account
e valid domain joined user

Tools for enumerate
e PowerView, mimikatz (For window)
e lookupsid.py, ticketer.py (For linux)

Impact
e Canissue any TGTs in this domain
e Can be any user in this domain

Window Tools

Linux Tools

fortra/impacket

Impacket is a collection of Python classes for

working with network protocols.

A

37



Golden ticket
e DCSync privilege

QY
‘Q,
2]

DCSync privilege

Enterprise admins Domain admins Backup operators

simlab.local

38



Golden ticket
Mitigations
e Use Endpoint Detection and antivirus for prevent and detect tools
like Mimikatz

e Implement a least privilege access model

39



Silver ticket

What is Silver ticket
e An attack that aim to forging the TGS ticket by get NTLM hash of machine
account (service account)

Windows
Domain Controller

Request Ticket + Auth
—-
o Ticket + Session Key
‘—
© Request Service + Auth KDC =AS + TGS

Authentication

Resource
Server

40



o Request TGT Windows

Silver tiCket e Domain Controller

1.Client sent TGS-REQ to KDC eﬁequemmmwm 00 6 + 108
2.KDC validate the TGS-REQ from client and o‘s\‘

3.KDC encrypt TGS with service key

Normal flow for get TGS ticket

RESO rce

4.KDC issue session key and sent 1GS-REP to v
Client

41



© Request TGT Windows

Domain Controller

Silver ticket
Sllver ticket flow for get TGS ticket

+ Session Key

Ticket + Session Key

2. kbEvatigate-the TGS REQ-From—ctientatd 4 FiscestSesilonh A 26
3. KbEeneryptHaSwith-servteexkey- Oserve
Authentication l

Resource
Server

H.Compromise service account and get

NTLM hash
o.lssue TGS ticket




€ Request TGT Windows

Domain Controller

Silver ticket

+ Session Key

Attack flow for forging silver ticket
e Attacker compromised service service

e Request Service + Auth KDC =AS + TGS
account
GSewer
thentication

e Attacker Get NTLM hash of service accou . l

o Attacker Get Domain SID from Domain REiee
controller
r L
@ | NTLM hash  foo NTLM hash
SR | ——————— n &
Tipiaitey
= Attacker Web server
mimikatz 00/77 | (compromised)
c?//7

S/O

controller

43



Silver ticket

Attack flow for forging silver ticket

e Attacker compromised service service account
e Attacker Get NTLM hash of service account
e Attacker Get Domain SID from Domain controller

S C:\Tools> mumikatz.exe
mimikatz # kerberos::golden /domain:inlanefreight.local /user:Administrator /sid:5-1-5-2

Srcd: Fro55e93al387f5bblabs65t32b7dcl27 ftarget:sql@l. inlanefreight.local /Sservice:(
User : Administrator

Domain : inlanefreight.local (INLANEFREIGHT)

SID s 5-1-5-21-2974783224-3764228556-2648795941

User Id : 508

Groups 1d : %513 512 528 518 5189

ServiceKey: Tf955e93al38f5bblab565T32b7dcl2y - rcd_hmac_nt

Service S -
Target : 5ql@l. inlanefreight. local
Lifetwume : 8/1/7/2028 3:22:27 PM ; B/15/2038 3:22:27 PM ; 871572838 3:22:27 PM
-»> Ticket : Pass The Ticket

* PAC generated

PAC signed

* EncTicketPart generated

¢t EncTicketPart encrypted

¢ KrbCred generated

Golden ticket for "Administrato successTully submitted for current session

o Request TGT Windows
= Domain Controller

QT + Session Key

icket + Session Key

Authentication

© Request Service + Auth KDC =AS + TGS
o&

Resource
Server
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Silver ticket

Attack flow for forging silver ticket
e Attacker compromised service service account
o Attacker Get NTLM hash of service account
o Attacker Get Domain SID from Domain controller

PS C:\Tools> klist
Current Logonld is 0:0x37T22d82
Cached Tickets: (1)

Client: Administrator @ inlanefreight. local
Server: cifs/sql@l.inlanefreight.local @ inlanefreight. local

Kerblicket Encryption I|ype: RSAUSL RU4-HMAC({NI)

Ticket Flags 0x40a0@0000 -> forwardable renewable pre_authent
Start Time: 8/17/2020 15:22:27 (local)

End Time: 8/15/2030 15:22:27 (local)

Renew Time: 8/15/2030 15:22:27 (local)

Session Key Type: RSADSI RC4-HMAC(NT)

Cache Flags: 0

Kdc Called:

E GT + Session Key

o Request TGT Windows
= Domain Controller

icket + Session Key

© Request Service + Auth KDC =AS + TGS
GA
Authentication
Resource
Server
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Condition
e compromised service account
e valid domain joined user

Tools for enumerate
e PowerView, mimikatz, rubeus (For window)
e lookupsid.py, ticketer.py (For linux)

Impact Linux Tools
e Can direct access to compromised
service without exist log on fortra/impacket

D O m ai n CO ntro l_l_e r Impacket is a collection of Python classes for

working with network protocols.

A




Silver ticket

Mitigations
e Do not place service accounts within privileged groups like domain
administrators
e Use strong password for service accounts
e Utilize Managed Service Accounts and ensure passwords rotate
regularly

47






Thank you



