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Disclaimer
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About Me

• Information Security Consultant and CSOC Team Lead
•Experienced in DFIR, CTI, TH, ITSM, and ISMS
•Special lecturer, community contributor, and conference speaker
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•Q&A



Incident Response Overview



Scenario #1
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• A dump with username/password of users from your 
organization have been posted on “dark web”

• The leaked data also contains PIIs from your 
organisation staffs and customers

• Regulator asked for an incident report

• What can / should / must you do?

• What logs do you need for investigation?

• What legal issues arise?

Adapted from

https://tf-csirt.org/transits/transits-materials/ 

https://tf-csirt.org/transits/transits-materials/


Scenario #2
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• You receive a complaint about illegal material on a 
website of your organization

• You’ve been asked to remove the content and prevent it 
from being republished

• The police ask for logs

• What can / should / must you do?

• What logs do you need for investigation?

• What legal issues arise?

Adapted from

https://tf-csirt.org/transits/transits-materials/ 

https://tf-csirt.org/transits/transits-materials/


What is Incident Response?
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• An event is an innocuous action that happens frequently such as creating a file, deleting a folder, or opening an 
email. On its own an event typically isn’t an indication of a breach but when paired with other events may signal a 
threat. 

• An alert is a notification triggered by an event, which may or may not be a threat.
• An incident is a group of correlated alerts that humans or automation tools have deemed likely to be a genuine 

threat. On their own, each alert may not appear to be a major threat but when combined, they indicate a possible 
breach.

Incident response is the actions that an organization takes when it believes IT systems or data may have been 
breached. The goals of the response are to eliminate a cyberattack as quickly as possible, recover, notify any 
customers or government agencies as required by regional laws, and learn how to reduce the risk of a similar breach 
in the future.

https://www.microsoft.com/en-us/security/business/security-101/what-is-incident-response 

https://www.microsoft.com/en-us/security/business/security-101/what-is-incident-response


9https://www.ratchakitcha.soc.go.th/DATA/PDF/2562/A/069/T_0020.PDF

https://csrc.nist.gov/glossary/term/cyber_threat 

https://csrc.nist.rip/glossary/term/computer_security_incident 

https://www.ratchakitcha.soc.go.th/DATA/PDF/2562/A/069/T_0020.PDF
https://csrc.nist.gov/glossary/term/cyber_threat
https://csrc.nist.rip/glossary/term/computer_security_incident
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https://www.mdes.go.th/law/detail/5049 https://www.mdes.go.th/law/detail/6862

https://www.mdes.go.th/law/detail/5049
https://www.mdes.go.th/law/detail/6862
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https://dl.parliament.go.th/handle/20.500.13072/599337 

https://dl.parliament.go.th/handle/20.500.13072/599337
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https://www.facebook.com/NCSA.Thailand/posts/pfbid02oDV8Aysb91S4uD8n1kwCmhpAEWeimtc14n6BXgQfyefjqPC7WXVvwHJmy3VYHk3el
https://www.facebook.com/NCSA.Thailand/posts/pfbid02v7JZBiKQ4Qzg8GkuZedrhMtVMUfVttgnPDqeWnGy72KpYbhCQjvGubKqLfXE6VnHl 

https://www.facebook.com/NCSA.Thailand/posts/pfbid02v7JZBiKQ4Qzg8GkuZedrhMtVMUfVttgnPDqeWnGy72KpYbhCQjvGubKqLfXE6VnHl
https://www.facebook.com/NCSA.Thailand/posts/pfbid02v7JZBiKQ4Qzg8GkuZedrhMtVMUfVttgnPDqeWnGy72KpYbhCQjvGubKqLfXE6VnHl
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เอกสาร ค านิยามท่ีเก่ียวข้องกบัค าว่า “incident”

พระราชบญัญตั ิการรกัษาความมัน่คงปลอดภยัไซเบอร ์
พ.ศ. ๒๕๖๒

ภยัคุกคามทางไซเบอร์
เหตุการณ์ทีเ่กีย่วกบัความมัน่คงปลอดภยัไซเบอร์

ประกาศ กกม. เรือ่ง ลกัษณะภยัคุกคามทางไซเบอรฯ์
พ.ศ. ๒๕๖๔

ภยัคุกคามทางไซเบอร์

ประกาศ กกม. เรือ่ง หลกัเกณฑแ์ละวธิกีารรายงานภยัคุกคามทางไซเบอร ์
พ.ศ. ๒๕๖๖

ภยัคุกคามทางไซเบอร์
เหตุภยัคุกคามทางไซเบอร์
เหตุภยัคุกคามทางไซเบอรเ์กดิขึน้อยา่งมนียัส าคญั

(Draft) The National Cyber Incident Response Plan of Thailand 2022 
Thailand’s National Cyber Exercise 2024

ภยัคุกคามทางไซเบอร์
เหตุการณ์ทางไซเบอร์
เหตุภยัคุกคามทางไซเบอร์

(Draft) Thailand National Cyber Risk Assessment Framework 2025
(เอกสารถูกลบออกไปแลว้)

ภยัคุกคาม (Threat)
เหตุการณ์ความปลอดภยัไซเบอร ์(Incident)

หมายเหตุ: ปัจจุบนัทาง สกมช. อยูร่ะหวา่งการรบัฟังความคดิเหน็ในการปรบัปรงุแกไ้ข พรบ.ไซเบอร ์และกฎหมายล าดบัรอง



Incident Response Plan
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https://www.cyber.gov.au/resources-business-and-government/governance-and-user-education/incident-response/cybersecurity-incident-response-planning-practitioner-guidance 

https://www.cyber.gov.au/resources-business-and-government/governance-and-user-education/incident-response/cybersecurity-incident-response-planning-practitioner-guidance


NIST SP 800-61r3 Incident Response Life Cycle
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r3.pdf

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r3.pdf
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https://csrc.nist.gov/projects/incident-response

https://csrc.nist.gov/projects/incident-response


Incident Response Policies, Processes, and Procedures
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Definition of computer security incidents and related terms

Who is responsible for responding to an event

Incident classification and severity

Incident response team communication

Documentation and reporting requirements

Awareness training and tabletop exercise



Roles and Responsibilities
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https://www.huntress.com/blog/incident-response-planning-basics

Business 
leaders

Strategic choices: Top-level decisions on business continuity and reputation management.

Clear communications: Approving what’s shared with clients, regulators, and the press.

Regulatory navigation: Initiating data breach notifications, if required (think GDPR, HIPAA).

Coordination: Delegating outreach and support to affected customers and stakeholders.

Technical 
teams

Rapid containment: Isolating affected systems before threats spread.

Root cause analysis: Assessing the depth and extent of damage.

Restoration: Prioritizing restoring core systems safely and quickly.

Ongoing vigilance: Auditing accounts, reviewing logs, rotating credentials, and ensuring all software and tech are updated.

https://www.huntress.com/blog/incident-response-planning-basics


Incident Detection – Log Sources
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https://www.cisa.gov/resources-tools/resources/best-practices-event-logging-and-threat-detection https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-
hardening-and-administration/system-monitoring/implementing-siem-and-soar-platforms 

https://www.cisa.gov/resources-tools/resources/best-practices-event-logging-and-threat-detection
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/system-monitoring/implementing-siem-and-soar-platforms
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/system-monitoring/implementing-siem-and-soar-platforms


Incident Detection – Event Sources and Indicators
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https://www.cisa.gov/resources-tools/resources/federal-government-cybersecurity-incident-and-vulnerability-response-playbooks 

https://www.cisa.gov/resources-tools/resources/federal-government-cybersecurity-incident-and-vulnerability-response-playbooks


Incident Detection – Threat Information Sources

23

https://www.enisa.europa.eu/publications/proactive-detection-measures-and-information-sources 

https://www.enisa.europa.eu/publications/proactive-detection-measures-and-information-sources


Incident Detection – Threat Modeling
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https://www.ncsc.gov.uk/collection/building-a-security-operations-centre/onboarding-systems-and-log-sources/threat-modelling 

Threat modeling is the process of identifying, analyzing, and prioritizing potential threats and 
vulnerabilities to a system or application.

https://www.ncsc.gov.uk/collection/building-a-security-operations-centre/onboarding-systems-and-log-sources/threat-modelling


Detection Engineering Life Cycle
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https://securelist.com/streamlining-detection-engineering/116186/ 

https://securelist.com/streamlining-detection-engineering/116186/
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https://cyb3rops.medium.com/about-detection-engineering-44d39e0755f0 

https://cyb3rops.medium.com/about-detection-engineering-44d39e0755f0
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https://www.mdes.go.th/law/detail/5049

Incident Classification

https://www.mdes.go.th/law/detail/5049


28https://www.jcs.mil/Portals/36/Documents/Library/Manuals/m651001.pdf 

https://www.jcs.mil/Portals/36/Documents/Library/Manuals/m651001.pdf


CJCSM 6510.01B Incident Category
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• หวัขอ้ root level intrusion และ user level intrusion จะรวมถงึเหตุการณ์ประเภท unauthorized access 
to information และเหตุการณ์ malware ทีม่คีวามสามารถในการท า remote interactive control ดว้ย ท า
ใหเ้หตุการณ์ประเภท web defacement หรอื backdoor จะถกูจดัเขา้มาอยูใ่นหวัขอ้น้ี

• หวัขอ้ unsuccessful activity attempt จะนบัเฉพาะเหตุการณ์ทีเ่ป็นการพยายามโจมตรีะบบหรอืโจมตชีอ่ง
โหว ่แต่ถกูป้องกนัไวไ้ด ้รวมถงึการพยายาม brute force รหสัผา่นดว้ย แต่ไมน่บัเหตุการณ์ประเภท 
network scanning หรอื user enumeration (จดัไปอยูใ่นหวัขอ้ reconnaissance)

• หวัขอ้ non-compliance activity นบัรวมเหตุการณ์ทีเ่กดิทัง้จากผูใ้ชท้ัว่ไปและผูด้แูลระบบ เชน่ การตดิตัง้
แอปพลเิคชนัทีไ่มไ่ดร้บัอนุญาต หรอืการไม่อปัเดต security patch

• หวัขอ้ reconnaissance เป็นเหตุการณ์ทีเ่กีย่วขอ้งกบัการพยายามรวบรวมขอ้มลู แต่ไมไ่ดเ้ป็นการโจมตี
เพือ่สรา้งความเสยีหาย (เชน่ network scanning หรอื user enumeration)

• หวัขอ้ malicious code ไมร่วมเหตุการณ์ประเภท backdoor (จดัไปอยูใ่นหวัขอ้ intrusion ตามระดบัสทิธิ ์
ของ user ทีร่นั malware นัน้ๆ)



30https://www.ncsa.or.th/policy/threat-statistics 

https://www.ncsa.or.th/policy/threat-statistics


31https://gdcatalog.go.th/dataset/gdpublish-ro7irasuk/resource/b6a6217a-6088-4e11-a334-5cdb44a14439 

https://gdcatalog.go.th/dataset/gdpublish-ro7irasuk/resource/b6a6217a-6088-4e11-a334-5cdb44a14439


ENISA Reference Incident Classification Taxonomy

32https://www.enisa.europa.eu/publications/reference-incident-classification-taxonomy 

https://www.enisa.europa.eu/publications/reference-incident-classification-taxonomy


33https://github.com/enisaeu/Reference-Security-Incident-Taxonomy-Task-Force/blob/master/working_copy/humanv1.md 

ENISA Reference Incident Classification Taxonomy

https://github.com/enisaeu/Reference-Security-Incident-Taxonomy-Task-Force/blob/master/working_copy/humanv1.md
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Incident Classification Mapping (Example)

https://docs.google.com/document/d/14wTTgSBqMON4mXn0FD52q8gwh4-UT8JO-R5bhYl0Y4o/ 

https://docs.google.com/document/d/14wTTgSBqMON4mXn0FD52q8gwh4-UT8JO-R5bhYl0Y4o/
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Incident Type Description Event Criteria

Scanning Send requests to a system to discover services or weak points • IP/Port scanning
• Vulnerability scanning

Host attack Attempt to compromise service on host • Web application attack
• Exploiting known vulnerabilities

Credential attack Attempt to compromise user account • Multiple logon failures/Brute force
• Suspicious logon activities

Malware Malware found on endpoint or detected network connection to blacklisted IP/URL • Malware detected
• Connection to malware IP/URL

Availability Attempt to delay or disrupt service • DDoS
• Service outage

Policy violation Forbidden user activities • Unauthorized access
• Unauthorized network activity

Misconfiguration Exposed service with known vulnerabilities or insecure public service • Unpatched vulnerabilities
• Insecure service configuration

Phishing Phishing email received or phishing website visited • Phishing

Data breach Unauthorized data access/disclosure • Data leaked
• Data exposure

Anomaly Suspicious activities • Anomaly traffics
• Anomaly account activities

Other None of the above • N/A



36https://www.ncsc.gov.uk/collection/incident-management/cyber-incident-response-processes 

Incident Prioritization (Example)
Severity Condition Time to Notify (Example)

Critical • Over 80% of staff (or several critical staff/teams) unable to work
• Critical systems offline with no known resolution
• High risk to / definite breach of sensitive client or personal data
• Severe reputational damage - likely to impact business long term

• 30 Min
• Call, Email

High • 50% of staff unable to work
• Risk of breach of personal or sensitive data
• Noncritical systems affected, or critical systems affected with known (quick) resolution
• Potential serious reputational damage

• 1 Hour
• Call, Email

Medium • 20% of staff unable to work
• Possible breach of small amounts of non-sensitive data
• Low risk to reputation
• Small number of non-critical systems affected with known resolutions

• 12 Hour
• Email

Low • Minimal, if any, impact
• One or two non-sensitive / non-critical machines affected
• <10% of noncritical staff affected temporarily (short term)

• 24 Hour
• Email

https://www.ncsc.gov.uk/collection/incident-management/cyber-incident-response-processes
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Incident type Critical High Medium Low
Scanning • N/A • Network scanning from server • N/A • Port scan

• Vulnerability scan

Host attack • Host compromised • Application compromised • N/A • Unsuccessful exploit attempts

Credential Attack • Privileged account compromised • Unprivileged account compromised • N/A • Unsuccessful login attempts

Malware • Ransomware infected • Botnet or backdoor detected • Crypto miner detected
• Hacking tools detected
• Suspicious script execution
• Other malware detected

• N/A

Availability • Critical service outage • Critical service unresponsible for some 
users

• SLA reached threashold

• DDoS attempt detected
• Service malfunction

• Outage (no malice)

Policy violation • Unauthorized access to classified  
information

• Unauthorized modification of classified 
information

• Privilege account misuse
• Unauthorized access to information
• Unauthorized modification of information

• Access violation
• Anomaly traffic/behavior/service
• Installation or usage of unauthorized 

software

• N/A

Misconfiguration • Unpatched critical vulnerabilities
• Critical-level security misconfiguration

• Unpatched high vulnerabilities
• High-level security misconfiguration

• Unpatched medium vulnerabilities
• Medium-level security misconfiguration

• Unpatched low vulnerabilities
• Low-level security misconfiguration

Phishing • Spear-phishing clicked and 
credential/information leaked

• Spear-phishing detected • User clicked phishing link but no 
credential leaked

• Spam
• Phishing detected

Data breach • Confidential information leaked
• Exposed of PIIs information

• Exposed of classified information • N/A • N/A

Incident Prioritization Matrix (Example)



38
https://www.resolutets.com/create-an-incident-response-plan/ 

https://www.resolutets.com/create-an-incident-response-plan/
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https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/secure/security-operations 

https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/secure/security-operations


Incident Analysis
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https://www.cisa.gov/resources-tools/resources/federal-government-cybersecurity-incident-and-vulnerability-response-playbooks 

https://www.cisa.gov/resources-tools/resources/federal-government-cybersecurity-incident-and-vulnerability-response-playbooks


Incident Response vs Digital Forensics

41
https://brettshavers.com/brett-s-blog/entry/dfirs-degree-debate-do-degrees-deliver-or-does-direct-experience-dominate-in-digital-forensics 

• Incident Response (IR) is immediate and aimed at stopping threats and reducing impact during 
an incident to resume normal business operations.

• Digital Forensics (DF) is about precision—collecting, preserving, and analyzing evidence for 
legal or potential legal matters (civil or criminal).

https://brettshavers.com/brett-s-blog/entry/dfirs-degree-debate-do-degrees-deliver-or-does-direct-experience-dominate-in-digital-forensics


Incident Response vs Digital Forensics

42
https://brettshavers.com/brett-s-blog/entry/should-df-be-separated-from-ir-1 

Aspect Incident Response (IR) Digital Forensics (DF)

Primary Objective Manage and mitigate security incidents Collect, preserve, and analyze digital evidence

End Goal Contain and recover from attacks quickly Provide evidence for legal proceedings

Role Focus Incident responder or analyst Examiner or analyst

Evidence Handling Focused on system recovery and containment Strict chain of custody and preservation

Legal Standards May not meet legal standards unless specified Meets courtroom admissibility standards

Time Sensitivity Highly time-sensitive for operational recovery Not as time-sensitive unless court deadlines

Typical Context Cybersecurity incidents, breaches, and intrusions Criminal, civil, or regulatory investigations

Use of Tools Uses similar tools for rapid analysis Uses forensic tools for evidence extraction

Training Emphasis Emphasizes quick action and recovery Emphasizes legal procedures and evidence integrity

Mindset Operational and urgent Legal and methodical

Reporting Reports focus on recovery steps and impact for business Detailed and legally sound reports for legal proceedings

https://brettshavers.com/brett-s-blog/entry/should-df-be-separated-from-ir-1


Containment
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Isolating impacted systems and network segments from each other and/or from non-impacted systems and networks.

Capturing forensic images to preserve evidence for legal use (if applicable) and further investigation of the incident.

Updating firewall filtering.

Blocking (and logging) of unauthorized accesses; blocking malware sources.

Closing specific ports and mail servers or other relevant servers and services.

Changing system admin passwords, rotating private keys, and service/application account secrets.

Directing the adversary to a sandbox to monitor the actor’s activity, gather additional evidence, and identify attack vectors.

https://www.cisa.gov/resources-tools/resources/federal-government-cybersecurity-incident-and-vulnerability-response-playbooks 

https://www.cisa.gov/resources-tools/resources/federal-government-cybersecurity-incident-and-vulnerability-response-playbooks


Eradication
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Remediating all infected IT environments.

Rebuilding systems from scratch.

Replacing compromised files with clean versions.

Installing patches.

Resetting passwords on compromised accounts.

Monitoring for any signs of activities.

https://www.cisa.gov/resources-tools/resources/federal-government-cybersecurity-incident-and-vulnerability-response-playbooks 

https://www.cisa.gov/resources-tools/resources/federal-government-cybersecurity-incident-and-vulnerability-response-playbooks


Recovery
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Reconnecting rebuilt/new systems to networks.

Tightening perimeter security and zero trust access rules.

Testing systems thoroughly—including security controls.

Monitoring operations for abnormal behaviors.

https://www.cisa.gov/resources-tools/resources/federal-government-cybersecurity-incident-and-vulnerability-response-playbooks 

https://www.cisa.gov/resources-tools/resources/federal-government-cybersecurity-incident-and-vulnerability-response-playbooks


Lessons Learned
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Ensuring root-cause has been eliminated or mitigated.

Identifying infrastructure problems to address.

Identifying organizational policy and procedural problems to address.

Reviewing and updating roles, responsibilities, interfaces, and authority to ensure clarity.

Identifying technical or operational training needs.

Improving tools required to perform protection, detection, analysis, or response actions.

https://www.cisa.gov/resources-tools/resources/federal-government-cybersecurity-incident-and-vulnerability-response-playbooks 

https://www.cisa.gov/resources-tools/resources/federal-government-cybersecurity-incident-and-vulnerability-response-playbooks


Threat Information Sharing

47
https://csrc.nist.gov/pubs/sp/800/150/final 

https://csrc.nist.gov/pubs/sp/800/150/final
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https://www.reddit.com/r/cybersecurity/comments/1ldwx2y/comment/mybrlx8/ 

Handling Mistakes

https://www.reddit.com/r/cybersecurity/comments/1ldwx2y/comment/mybrlx8/


49https://www.allens.com.au/insights-news/insights/2024/03/why-organisations-must-embed-mental-health-and-wellbeing-support-into-cyber-incident-response-planning/ 

Wellbeing for Incident Responders

https://www.allens.com.au/insights-news/insights/2024/03/why-organisations-must-embed-mental-health-and-wellbeing-support-into-cyber-incident-response-planning/


Incident Response Playbook



51https://www.sans.org/posters/ransomware-and-cyber-extortion/ 

https://www.sans.org/posters/ransomware-and-cyber-extortion/


52https://www.cert.govt.nz/it-specialists/guides/how-ransomware-happens-and-how-to-stop-it/ 

https://www.cert.govt.nz/it-specialists/guides/how-ransomware-happens-and-how-to-stop-it/


53https://www.manageengine.com/academy/ransomware-response-plan.html 

https://www.manageengine.com/academy/ransomware-response-plan.html
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Ransomware IR Playbook

https://gitlab.com/syntax-ir/playbooks 

https://gitlab.com/syntax-ir/playbooks
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https://www.cisa.gov/resources-tools/resources/stopransomware-guide 

https://www.cisa.gov/resources-tools/resources/stopransomware-guide
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https://go.recordedfuture.com/ransomware-understand-prevent-recover-third-edition 

https://go.recordedfuture.com/ransomware-understand-prevent-recover-third-edition
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Recommended Materials
• NCSC – Incident Management (https://www.ncsc.gov.uk/collection/incident-management)

• CISA – Cybersecurity Incident & Vulnerability Response Playbooks (https://www.cisa.gov/sites/default/files/2024-
08/Federal_Government_Cybersecurity_Incident_and_Vulnerability_Response_Playbooks_508C.pdf)

• CISA – Technical Approaches to Uncovering and Remediating Malicious Activity (https://www.cisa.gov/news-
events/cybersecurity-advisories/aa20-245a)

• HHS – Cyber Security Incident Response Plan (https://www.hhs.gov/sites/default/files/cybersecurity-incident-
response-plans.pdf) 

• Microsoft – Navigating the Maze of Incident Response (https://www.microsoft.com/en-
us/security/blog/2023/12/11/new-microsoft-incident-response-team-guide-shares-best-practices-for-security-
teams-and-leaders/)

https://www.ncsc.gov.uk/collection/incident-management
https://www.cisa.gov/sites/default/files/2024-08/Federal_Government_Cybersecurity_Incident_and_Vulnerability_Response_Playbooks_508C.pdf
https://www.cisa.gov/sites/default/files/2024-08/Federal_Government_Cybersecurity_Incident_and_Vulnerability_Response_Playbooks_508C.pdf
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-245a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-245a
https://www.hhs.gov/sites/default/files/cybersecurity-incident-response-plans.pdf
https://www.hhs.gov/sites/default/files/cybersecurity-incident-response-plans.pdf
https://www.microsoft.com/en-us/security/blog/2023/12/11/new-microsoft-incident-response-team-guide-shares-best-practices-for-security-teams-and-leaders/
https://www.microsoft.com/en-us/security/blog/2023/12/11/new-microsoft-incident-response-team-guide-shares-best-practices-for-security-teams-and-leaders/
https://www.microsoft.com/en-us/security/blog/2023/12/11/new-microsoft-incident-response-team-guide-shares-best-practices-for-security-teams-and-leaders/
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