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Who am I?

m During the day

» Technical manager at Bee-ware Pt
= http://www.bee-ware.net ® BeeWare

m During the night

» Trying to acquire a good understanding of
= network security
= web application and web services security
= Pen-testing



http://www.bee-ware.net/

Why am I here ?

m A good opportunity to hear people talking about
applications and the related security
implications.

B To better understand how applications work and
how they are developed.

m \WebScarab is simply a great tool that gave me
‘the’ better understanding of HTTP and
HTTP-based applications.
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What is WebScarab?

m A java based tool
» Security analysis
» Application debugging

m \WebScarab acts as a proxy between a client and
an application
» browsers accessing a web application
» a client application accessing a web service

> ...




What can you do with WebScarab?

m Allows user to view HTTP(S) conversations
between browser and server

mA
mA
mA
mA

ows user to review those conversations
ows user to intercept and modify on the fly
OWSs user to replay previous requests

ows user to script conversations with full

access to the the request and response object
models

B And much more!




Obtaining WebScarab

B More information
» http://www.owasp.org/software/webscarab.html

m Hosted on Sourceforge

» http://sourceforge.net/project/showfiles.php?group id=64424&p
ackage id=61823

B Documentation
» http://dawes.za.net/rogan/webscarab/docs/

m Mailinglist
» http://lists.sourceforge.net/lists/listinfo/owasp-webscarab
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http://www.owasp.org/software/webscarab.html
http://sourceforge.net/project/showfiles.php?group_id=64424&package_id=61823
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Installing WebScarab

m Various package formats

» webscarab-installer-<date>.jar
= java -jar webscarab-selfcontained-20051017-2127.jar

» webscarab-selfcontained-<date>.jar

» webscarab-src-<date>.jar

m Beta version available via mailinglist

» Beta version will be discussed during
presentation




What is new in the beta version?

B More extensive certificate support
» Pkcs#12
» Pkcs#11
» CAPI (to come)

B Credential support

» Automatic learning of credentials
» Automated insertion of credentials

B Extensions module




Setting up the environment

m Application and WS can be installed on same
workstations

» Application is configured to connects to WS at
by defaUIt Local Area Network (LAN) Settings

rrrrrrrrrrr

m Application and WS can be installed on different
machines
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Configuring WebScarab

m Multiple instances of reverse proxies
= Proxy Button

m WS can use upstream proxies
= Ex. A Web Application Firewall under test
= Tools -> Proxies

& WebScarab =/okd
File View Tools Help I
‘ Summary H Message log }mey l Request l W Vi ‘ H crimeﬂ‘ ‘ Fuzzer‘
Flproxy / i i : “ o

[ Listeners | MapdBi Edit | Bean Shell | Miscellaneous |
Addre: Port Base URL ork Uses plugins Primary
27.0.0 googl |Unlimited (]
192.1p€123.100 s008) [Unlimited ]
Stop




WebScarab is ready to capture traffic

B Summary window displays in real-time all traffic
passing through.

< WebScarab Q@

File View Tools Help

"

[ summary o [

[] Tree Selection filters conversation list (& WebScarab - conversation 11 o
Url el

- Summary H Message Iog‘ [Proxy H Manual Request ” WehServices ” Spider H SessionID Analysis ” Scripted ” Fragments H Fuzzer H Compare

o [ hitp/207.46.3.1 2:801 Provous | Next_[11-GETht: aspx 200 0K

o= [ hitp:iwww.radarhack com: 807 [ Parsed | Raw |
GET hitp:ifweww. anandtech.com:80irssinewsfeed.aspx HTTP1.0

User-Agent: Mozillai4.0 (compatible; Google Desktop)

|[Host: www.anandtech.com

Cookie: ATLASTVISITED=2/19/2006 10:33:58 AM; atusession=909f6083-5ac8-445e-a890-56e6e5e34191; ATLASTVISITEDSYS=2/19/2006 10

D Date Method Host
2006/02/19...|GET http:fwww.radarhack.com:80
2006/02M19...|GET hitp:itwwaw radarhack.com:80 < ] [»
2006/02/19...|GET http:fiwww.radarhack.com:80 === —
2006/02/19... |POST http:/1207.46.3.12:80 Parsed [ Raw |
2006/02/19...|[POST hitp:/i207.46.3.12:80 Mersion s status AMessage
2006/02/19...|POST hitp://207.46.3.12:80 HTTPAA 200 OK

AN ISR

Header Value
SEFCUURE RTCAS TYISTTCD= 2/ T/ 2000 T .03, 23 A, WOTTTan = arauEc i euTT.

Set-Cookie ATLASTVISITEDSYS=2/19/2006 10:03:22 AM; domain=.anandtech.... |—
H-Powered-By ASP.NET
Content-Type textixml; charset=utf-8
Cache-Control private
Content-length 8574
H-AspNet-Yersion 1.1.4322

<] Il ¥-RevealHidden possibly modified =

a
XML | Text | Hex |
<rss version=2.0>

0D

¢ (3 <channel=

[l »

¢ [ <title=
[} DailyTech News Feed 11

4
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Credential caching/learning

® When an application requires authentication, WS
will popup to learn the credentials. Credentials
will be automatically inserted.

r —y
&% WebScarab o ([=1[ X
File View Tools Help
- - - Summary ‘Message log ‘mey‘ Manual Request ” WebSenlices‘ Spider | E i ‘ ioniD Analysi ‘ Scripted | Fr ” Fuzzer‘ Coi
» Basic authentication |z
["] Tree Selection filters conversation list
url Methods | status | Set-Cookie | Comments | Scripts |
- = o~ [ hitp:fidesktop.google.com:80/ (] (]
} t e n tI ( tl n o= [ hitp:ifm1 .nedstathasic.net:80f (]
o [ hitp:fimy.abenews.go.com: 80/ (] (] (||
o= (7 hitp:iwwaw infoworld.com:80/ ] | O
o~ [ http:iwww.radarhack com:80f 54 (] ||
o~ [ hitp:fwwaw. rsasecurity.com:807 . O (|
® Basic ) Domain
Host [wm.radarhack.com |
Realm
Username [ ‘
Password “ ‘
- | cancel |
D+ Date Method TSt TanT
38 2006/02/19...|GET http:iidesktop.google.com:80 fdsnews =443~
37 2006/02119...|GET hitp:ffwwaw.rsasecurity.com:80 /hlogirssfeed.asp
36 2006/0219...|GET hitp:ifwww.radarhack.com:80 /protectedip_training.htm =
35 2006/02/19...|GET hitp:iiwwaw.radarhack.com:80 fimagesiradarhackjpgy
34 2006/02/19...|GET http:/iim1.nedstathasic.net:80 ihasic.js
33 2006/0219...|GET http:fm1.nedstathasic.net.80 n Pid=AN
32 2006/02/19...|GET http:fiwwew.radarhack.com:80 fimagesidegrade2.gif
31 2006/02/19...|GET hitp:iwwaw.radarhack.com:80 JHTMUbot.htm
30 2006/02119...|GET hitp:fwwaw.radarhack.com:80 /HTMUicontent.htm
29 2006/02/19...|GET http:iiwwaw.radarhack.com:80 IHTMUnav.htm
28 2006/02/19...|GET hitp:iiwwaw.radarhack.com:80 JHTMUtop.htm
Nl 2006/02/19.../GET hﬂn'!!\/-lwwradarhlack com:20 1
Ll Il

|
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Is this useful ?

Authenticated (w/o WS)
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Any tool not supporting authentication can now be used
to access the application in authenticated domains !

EXx. nc, web service invocation tools ... but also build in
features such as manual crafted requests, the spider
and extension module
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SSL support

<- Server certificate (w/o WS)
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<- Server certificate
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SSL and client certificate support

SSL

SSL with client certificate (w/o WS)
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SSL with client certificate

n
>

& Certificate Manager

ngngngng

Certificates

| Certificates can be imported via the

aaaaaaaa

certificate manager in following formats:

| ePkcs#12
ePkcs#11 (smartcard support)

- eCAPI (road mapped)
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Shared Cookies plug-in

m WS will automatically record all cookies seen by
Other WS plug-inS' & WebScarab Cookies =Jo&d

Cookies
- -
- Domain Path Name Date | Value |Sec rr-,jMax a.|Com...
.anandtech.com i ATLASTVISITED Feb .. |[219r.] []
.anandtech.com i ATLASTVISITEDSYS Feb.. 2119/ []
B .office.microsoft.com ! _DetectCookies Febh .. |Y ]
[} S Ider Loffice.microsoft.com ! awsuserguid Feb .. lguid...| [ ]
blogs.msdn.com ! CommunityServer-UserC... [Feb ... |mra.. | []
pi1.informatik.uni-mannheim.de ! _session_id Feb .. |300... ]
share.skype.com ! 26d5704c19d47f3bdb88... |Feh .. |Daa... ]
[ ] M I q t warw-pil informatik.uni-mannheim.de f “session_id Feh .. |7c73.| L
anua re ues WY, 0WasP.org ! JSESSIONID Feh.. |D37..| []
. phpwact.org i Dokuviki Feb .. [cf74..| []
www phpwact.org ! DokuwWikiAUTH Feh .. |delet.| []
e rammstein.com ! RSsess Feb .. |354.. ]
Previous values
Date I Value ] Secure ] Max age ] Comment
Feb 19, 2006 |guid=47b1335a-44ce-4425-076-2496750533...| [ ]

Add

Delete

OWASP G 16




Manual Request plug-in

B Previous request can be modified

m New requests can be build from scratch

» Shared credential are taken into account!
» Shared cookies can be reused use !

[fg WebScarab

B[=1%

le Vi ols Help
Summary Messauelou‘ Proxy | Manual Request H

i H Spider

i Analysis | Scripted H Fragments ‘ Fuzzer H Col

‘I [ Manual Request =i
revious Requests : [ ‘ v
Request
[ Parsed | Raw |
Method URL Version

GET | [nttpusi] | [HTTPA.0 |
Head; Value
Accept imagefaif, imagehexhitmap, imageljpeq, image/pjpeg, application/... |~ Insert
Referer http:fwww.radarhack.coms =
Accept-Language  |gn-us Delete
I-Modified-Since Sun, 08 Dec 2002 17:25:57 GMT; length=638
“Hex |
Position | 0] 1] 2[3]4]5]6[7[s]alalelc[ole]F] String ] |
v
Respi
[ Parsed | Raw |
Version Status M Il
Head: Value
=
"Hex
Position | 0] 1] 2] 3] 4]5]6] 78] a]AlB[C[DIE[F] String \
Get Cookies l Fetch Response l

Update CookieJar m
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Demo

mDemo 1
» Accessing a protected resource via netcat

B Demo 2
» Accessing a protected resource via shared cookies
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Spider plug-in

B The Spider plug-in analyses responses to
identify any links in the response body, or the
"Location" header.

m If the URL represented has not been seen, the
URL is added to a tree, and can be automatically
downloaded when desired.

Remark:
After a URL has been fetch, it is added to the Summary pane and
disappears from the spider pane !




Extension plug-in

B The Extension plug-in uses the Extensions tree
to brute-forces a set of file extensions.

(é: WebScarab

(=13
File View Tools Help

‘Summaw‘Messagelog‘ ‘Proxy” Manual Request | WebServices ” Spiuer‘ E i ‘

D ysi ‘Scrimed ” Fr H Fuzzer ” Compare ” Seard
B extensions (0 o
o= (3 http:fwww prismtech.com:80f =
o= [ http:fwan. prognosisx.com:80¢
o= (3 http:iwaw. protegrity.com:80/
o= [ hitp:itwwew psc.edu:80f
9 CJ httpiwww.radarhack.com:0/]
¢ CIHTML L
[ app.htm-~ - — —
£ =3 dir £ Extensions
o [Jicons! = -
| File | Directory
D | Date | Method | Host [ Path
2336 |2006/02119...|GET | http: i, com:80 [IHTMLfapp.htm~ bak
Lold
rej
.orig
.inc

Edit Extensions Check

| Load H Cancel || Ok |
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Web Services plug-in

m Web Services Description Language
» Detection of WSDL file in conversations
» Manual import of WSDL file

B Automatic parsing of services
m Invocation tool

H A nice tool in combination with webscarab is
» http://www.soapui.orqg/



http://www.soapui.org/

Demo

mDemo 1
» Checking out the Amazon web services API

B Demo 2
» WebScarab invocation tool
» SOAP UI via WebScarab




Other features

W Search

m Compare

m Fragments

W Scripted

m SessionID Analysis




Other products

H Paros
» http://www.paros.org

m Achilles
» http://achilles.mavensecurity.com/

B Spike
m Burp suite
m [EWatch



http://www.paros.org/
http://achilles.mavensecurity.com/

Thank You




