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How is Software 

Built in the Real 

World?









How is security built in the real 

world?
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Building Software is 

Hard!



Building Secure 

Software is Really 

Hard!



Evaluating Secure 

Software is REALLY, 

REALLY, REALLY 

Hard! (to do it properly)



PCI Data Security Standards?



6.6 Ensure that all web-facing applications are protected against known 

attacks by applying either of the following methods: 

• Having all custom application code reviewed for common vulnerabilities 

by an organization that specializes in application security 

• Installing an application layer firewall in front of web-facing applications. 

Note: This method is considered a best practice until June 30, 2008, 

after which it becomes a requirement. 

Full document at 

https://www.pcisecuritystandards.org/tech/download_the_pci_dss.htm

\exchweb\bin\redir.asp?URL=https:\\www.pcisecuritystandards.org\tech\download_the_pci_dss.htm


……or go straight to the document here!

https://www.pcisecuritystandards.org/pdfs/pci_dss_v1-1.pdf



“……..I Bet I Could Do Better”





Proposal for a Better Scheme

Framework for a Better Scheme

! == Scheme
(Although OWASP May Make It One)



Evaluation - systematic 

determination of merit, worth, 

and significance of something.

Certification - attesting to the 

truth of certain stated facts 



Does Anyone Ever Consider 

the Stakeholders?

Business Managers
System Architects

System Developers

Security Architects

CSO’s

Internal Auditors

External Auditors

Operational Managers

Security Consultants
Regulators

Users



Risk Based Security

Assurance (Which Well Talk About Next)

Auditable and Unambiguous

Repeatable



High Assurance

Low Assurance

(Assurance Levels in Between)



The Scope of Good Security is 

People, Process and 

Technology



Basic and Extended Criteria



People Evaluate and Certify 

Not Companies

(Auditing the Auditors or 

Certifying the Certifiers) 



Scorecards and Certification

(Share and Share Alike)

(It’s Not a One Time Shot)



Exceptions Happen!



Category Name Basic Controls Extended Controls

Infrastructure Management N/A N/A

User Management 10 4

Authentication 3 4

Session Management 7 0

Authorization TBD TBD

Data Validation 5 3

Preventing Specific Attacks 11 0

Data Protection 5 1

Privacy 2 1

Security Monitoring 2 0

Miscellaneous 2 0

Technology Controls



Reference Name Control Type

USERMAN-001 Username Format Basic

USERMAN-002 Unique Usernames Basic

USERMAN-003 Username Format (Extended) Extended

USERMAN-004 Account Management Activity over SSL Basic

USERMAN-005 Password Strength Basic

USERMAN-006 Password Expiry Extended

USERMAN-007 Password Lockout Basic

USERMAN-008 Password History Extended

USERMAN-009 Password Storage Basic

USERMAN-010 Password Reset: Secret Question and Answer Basic

USERMAN-011 Password Reset: Secondary Chanel Basic

USERMAN-012 Password Reset: Out of Band Chanel Extended

USERMAN-013 User Logout Basic

USERMAN-014 User Management Presentation Basic

User Management



Number USERMAN -009

Name Password Storage

Description Passwords should be stored in an encrypted form. 

Requirement Encrypted passwords be enforced.

<Scheme implementer to insert details here>

<Suggestions: Specify algorithm, key length, key management specs>

Criteria Type Basic

High Assurance <To Be Completed by Scheme Implementer>

Medium Assurance <To Be Completed by Scheme Implementer>

Low Assurance <To Be Completed by Scheme Implementer>

Very Low Assurance <To Be Completed by Scheme Implementer>

Evaluation Notes <To Be Completed By Inspector>

Score <Pass or Fail : To Be Completed By Inspector>

USERMAN-009 – Password Storage



Introducing the only tool in the 

world that really works effectively 

today……





News for people who run tools



A fool with a tool

….is still a fool



China!



China!



China!



People

Process
Technology





The First Draft Will be 

Completed by Next Friday, I 

Promise (Fingers Crossed!)

Thanks For Listening!


