SREA Goes Through The Roof! UP 106. 6%

Score One Inc. (SREA)
$0.301 UP 106. 6%

Investors are all over SREA as frenzy buyi ng pushes shares prices over 106%

followi ng recent news rel eases. Read up, watch for nore news, and get on SREA
first thing Friday!



This application is called ThunbDriveSecretSplitter and has two conmands: one to
split a nessage and one to join a nessage.

The port is an integer value and is required, even if you' re tal king about the d
efault port for the schene.

txt" in the root of each drive.

NET Security course, as well as several books, including the

This is a nmuch better technique than using sonething |ike System

But when | first tried this out, | discovered a problem the app had sone diffic
ulty deternining which volunmes represented renovabl e nedi a.

This could be a string, like "Attack at dawn!

But when | first tried this out, | discovered a problem the app had sone diffic
ulty deternining which volunmes represented renovabl e nedi a.

There isn't enough space here to explain SDDL, so I'l|l |eave that as an exercise

you can do on your own.

SYS expects you to grant this pernmission if your goal is to grant perm ssion to
listen on the prefix.

On top of this library, | built a console application to denonstrate how key sp
itting mght work in a specific application

You can al so use a tool called HTTPCFG

It does this using the HTTP API, which has a few rules about routing requests to
HTTP | i steners.

Wth a socket, once you bind to a port and start listening, that port is in use
and no other application can listen on it.

So | cheated and gave the programa little hint.

You' Il get sonething different if you don't provide the exact keys that were ori
ginally split.

CGet the sanple code for this article.

A First, let ne say that it’'s good to hear that you' re testing your code under a
normal user account!

The -u argunent is the URL prefix that tells HITP.

For now, let ne present a sinple solution to the secret-splitting problem using

System

Sadly they aren’t going to notice this problemuntil they deploy their code in a
non-privil eged environnment, which is one reason you should al ways test your cod

e as a non-admn.

Wth a socket, once you bind to a port and start listening, that port is in use

and no other application can listen on it.

The way you specify the host in the URL determines the priority in which your |

stener will be considered when a request cones in that matches nore than one lis

tener’s prefix.

The way you specify the host in the URL determines the priority in which your |

stener will be considered when a request cones in that matches nore than one lis

tener’s prefix.

If you' re packaging this inside a Mcrosoft Installer, it should be fine.

exe split "Attack at dawn!

"I'n an online transaction system it’'s pretty hard to inmagine having two or thre



e people standing around typing in a secret key each tinme it’'s needed to process
a credit card request.

For exanple, one app nmight register foo.

Sadly they aren’t going to notice this problemuntil they deploy their code in a
non-privil eged environnent, which is one reason you should al ways test your cod
e as a non-adm n.

Joi nSecret takes an array of split secrets and joins themtogether to formthe o
riginal nessage

This is because the Wndows Conmuni cati on Foundation HTTP channel uses the HTTP.

If you' re packaging this inside a Mcrosoft Installer, it should be fine.

" An administrator can grant these |listening perm ssions to either an individua
user or to a group.

The port is an integer value and is required, even if you' re tal king about the d

efault port for the schene.

The schene nust be http or https, in | owercase.

This is true regardl ess of whether you do this progranmatically or via the HITPC
FG t ool

This means | can now split the nessage anong all the thunb drives, and then hand
out the drives to the individuals responsible for guarding the secret.

" onto all the thunb drives that are currently plugged into the nmachine.

You nmight be asking yourself, "Wiy do | need to go through all of this hassle?

So how woul d you go about building such a systemif you wanted to satisfy thisr

equi renent ?

As | nmentioned, one way to solve this problemis to host your service in IIS.

" onto all the thunb drives that are currently plugged into the nachine.

On top of this library, | built a console application to denonstrate how key sp
itting mght work in a specific application

NET Devel oper’s GQuide to Wndows Security, available in print and on the Wb

NET Devel oper’s GQuide to Wndows Security, available in print and on the Wb

A Many Web sites accept credit card holder data, including credit card nunbers,
billing addresses, and so on

Learn nore at plural sight.

The formof the URL is as foll ows.

" An administrator can grant these |listening perm ssions to either an individua
user or to a group.

But this also |leads to the drawback: if anyone | oses his secret, the original ne
ssage can never be recovered.

Under the covers, the Wndows Conmuni cati on Foundati on HTTP channel registers na
mespaces |like the URL shown earlier.

SYS does port sharing.

Because of the commutative property of XOR, the order in which this happens does
nt matter.

That port is a potential target for nalware.

I"musing the term"nmessage" to refer to the set of bytes that needs to be prote
ct ed.

I won’t junp on that soapbox here, but if you're interested in |earning nore abo
ut devel opi ng as a non-admi n, check out Aaron Margosis’'s blog, where he's dedica

ted many posts to the topic.

This is because under the covers, Wndows Comuni cation Foundati on appears to be
registering a strong wildcard, which casts a wider net and won't be covered by
an explicit host nane registration.

The bl ob of data you end up with after all of these operations is treated as the
Nt h secret.

SYS driver to set up its listener, and HTTP.

In doing so, the adm nistrator is essentially saying, "lIt's OK for this user to
listen over HTTP on a URL prefix that | specify.

A First, let ne say that it’'s good to hear that you' re testing your code under a
normal user account!

Keith is the author of Pluralsight’'s Applied



SYS, two applications can listen on the sane port because it's actually HITP.
And finally, regardl ess of whether you supply a relative URI, you need to ternin
ate the string with a trailing slash.

As | nmentioned, one way to solve this problemis to host your service in IIS.
I"musing the term"nessage" to refer to the set of bytes that needs to be prote
ct ed.

Under the covers, the Wndows Conmuni cati on Foundati on HTTP channel registers na
mespaces |like the URL shown earlier.

Unfortunately, these tools can't diagnose every issue that could cause this prob
| em

This is an inportant aspect of testing that devel opers should not overl ook.

txt" in the root of each drive.

NET Security: Support Certificates In Your Applications Wth The .

To denonstrate the problem 1’ve built a sinple Wb service that consists of two
files: the source for the service and an application configuration file.

It also seeds itself fromnmany different sources of entropy on your conputer

Way can’'t any old user just register an HITP |istener |like they can open a socke
t?

| have a thunb drive that shows up as a fixed drive in D sk Manager and | suspec
t that it’s not the only one with this issue.

This application is called ThunbDriveSecretSplitter and has two conmands: one to
split a nessage and one to join a nessage.

You can then give out each of these secrets to different people and destroy the
ori gi nal nessage

There are a |l ot of people out there who wite code while running as an admi nistr
ator.

My proof-of-concept is a layered solution that starts with two core functions in
a class called SecretSplitter.

Al'l of the functionality is packaged in a library assenbly, which | called Secre
tSplittingLibrary.

This is true regardl ess of whether you do this progranmatically or via the HTTPC
FG t ool

"1l discuss Wndows Conmuni cati on Foundation Wb services runni ng under norna
user accounts, and the use of split know edge and dual control of keys for prote
cting credit card data.

SYS driver to set up its listener, and HTTP.

Well, that was ny original goal at |east.

Well, that was ny original goal at |east.

Under the covers, the Wndows Conmuni cati on Foundati on HTTP channel registers na
mespaces |like the URL shown earlier.

If you' re packaging this inside a Mcrosoft Installer, it should be fine.

The -u argunent is the URL prefix that tells HITP.

Sadly they aren’t going to notice this problemuntil they deploy their code in a
non-privil eged environnment, which is one reason you should al ways test your cod
e as a non-admn.

This particul ar sanpl e expects you to pass a user or group account by name, and
it nmust be executed by a nenber of the local Administrators group

As long as every one of the split secrets is mxed back in, you'll ultimtely ge

t back the original nessage

So how woul d you go about building such a systemif you wanted to satisfy thisr
equi renent ?

CGet the sanple code for this article.

There are a |l ot of people out there who wite code while running as an admi nistr
ator.

SYS that opens the port and routes each request based on the URL prefix.

I"1l leave inplenenting these nore conplicated schenes for a future col um.

A First, let ne say that it’'s good to hear that you' re testing your code under a
normal user account!

Now i magi ne that one of the users accidentally opened an executable attachnment f
roma bad guy, and he ended up with nalware on his machine that |istens for inst



ructions fromits creator

EXE, which is part of the support tools found in the SUPPORT subdirectory of you
r operating systeminstallation disk

This is an inportant aspect of testing that devel opers should not overl ook.

In doing so, the adm nistrator is essentially saying, "lIt's OK for this user to
listen over HTTP on a URL prefix that | specify.

The first function, SplitSecret, takes a byte array that represents the nessage

to be split and an integer that indicates how nany secrets you want it to be sp
it into.

The only way to reconstruct the original nessage is to bring all of the people b

ack together, gather their secrets, and XOR them toget her.

There are a |l ot of people out there who wite code while running as an admi nistr

ator.

SYS driver to set up its listener, and HTTP.

You can al so use a tool called HTTPCFG

NET Security: Support Certificates In Your Applications Wth The .

So | cheated and gave the programa little hint.

The bl ob of data you end up with after all of these operations is treated as the
Nt h secret.

This particul ar sanpl e expects you to pass a user or group account by name, and
it nmust be executed by a nenber of the local Administrators group

SYS does not all ow non-adninistrators to register listeners wthout an administr

ator explicitly granting perm ssion.

Note the use of the RNGCryptoServiceProvider class to generate the secret keys.
But this also |leads to the drawback: if anyone | oses his secret, the original ne

ssage can never be recovered.

But if you're trying to do this froma downl oaded application that runs with par

tial trust under a normal user account, it will not work

Joi nSecret takes an array of split secrets and joins themtogether to formthe o
riginal nessage

And finally, regardl ess of whether you supply a relative URI, you need to ternin
ate the string with a trailing slash.

Al'l of the functionality is packaged in a library assenbly, which | called Secre

tSplittingLibrary.

The formof the URL is as foll ows.

This is a nmuch better technique than using sonething |ike System

So | cheated and gave the programa little hint.

Q Wiat is the best way to inplenent split know edge and dual control of keys?

To denonstrate the problem 1’ve built a sinple Wb service that consists of two
files: the source for the service and an application configuration file.

As long as every one of the split secrets is mxed back in, you'll ultimately ge

t back the original nessage

The way you specify the host in the URL determines the priority in which your |
stener will be considered when a request cones in that matches nore than one lis

tener’s prefix.

So | cheated and gave the programa little hint.

The only way to reconstruct the original nessage is to bring all of the people b
ack together, gather their secrets, and XOR them toget her.

" An administrator can grant these listening perm ssions to either an individua
user or to a group.

So | cheated and gave the programa little hint.

But if you're trying to do this froma downl oaded application that runs with par

tial trust under a normal user account, it will not work

However, there are also wildcards that can be used to control how this prioritiz
ation works.

It also seeds itself fromnmany different sources of entropy on your conputer

Now i magi ne that one of the users accidentally opened an executable attachnment f
roma bad guy, and he ended up with nalware on his nmachine that |istens for inst
ructions fromits creator

Unfortunately, if you sinply do the obvious thing and try to register this URL p



refix explicitly with HTTPCFG, it will not work

Al'l of the functionality is packaged in a library assenbly, which | called Secre

tSplittingLibrary.

But try running it as a nornmal user, and bang!

Now i magi ne that one of the users accidentally opened an executable attachnment f

roma bad guy, and he ended up with nalware on his machine that |istens for inst

ructions fromits creator

You can then give out each of these secrets to different people and destroy the

ori gi nal nessage

SYS that opens the port and routes each request based on the URL prefix.

A First, let ne say that it’'s good to hear that you' re testing your code under a
normal user account!

SYS the shape of the URLs that you're referring to when you grant perm ssion

NET Security: Support Certificates In Your Applications Wth The .

SYS does port sharing.

As | nmentioned, one way to solve this problemis to host your service in IIS.

SYS expects you to grant this pernmission if your goal is to grant perm ssion to
listen on the prefix.

There isn’'t enough space here to explain SDDL, so I'l|l |eave that as an exercise
you can do on your own.

NET training provider

The bl ob of data you end up with after all of these operations is treated as the
Nt h secret.

The schene nust be http or https, in | owercase.

Better yet, you can try witing code while running as a non-adm n!



