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The need Wy

Al There are business SQL Injection attacks are becoming
Hackers have models that increasingly sophisticated and
become professional finance them difficult to combat.
—
e e— — e — E/
It uses stealth
techniques to go
unnoticed fo_r as long Hackers create
as possible. much more SQL

Injection attacks
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Pricelist

Address $0.50

Phone number $0.25

Unpublished phone number $17.50
Cell phone number $10
Date of birth $2
Soaal Secunty number $9
Driver's license $3
Education $12
Credit history $9

Bankruptey details $26.50

Lawsuit information $2.95
Seéx offender $13
Workers' comp hastory $18

Military record




Latest Victims 0

 Oct 2009 - One of NASA's was vulnerable to a SQL injection attacks.
All of this despite the fact that the agency’s IT budget in fiscal year
2009 was $1.6 billion, of which $15 million was dedicated to IT
security.

« Mar 2009 & Nov 2009 - SQL injection attack exposes sensitive
customer data on Symantec web server.

* Nov 2009 - Russian cyber gang uses SQL injection attack crack deep
inside the network of a giant U.S. debit and credit-card processor.

 Nov 2009 - An SQL injection flaw has been detected on the Yahoo!
Website. The vulnerability was on the Yahoo job section.

 Dec 2009 - Wall Street Journal website, Intel, Apple
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Who uses the Database ? 0y

CMS E-commerce

T Testing

Wiki Replication . l

Reporting

Application
connections

Financial data

"""""""""" Database ST TTT TS TS s e
g ; /y Private data Customer data Monitoring
i
D 8 High privileged -
g users Administrators
o
Casual users Application

ﬁ Users
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Using Shared Hosting Services ? @
You are under attack !!!

e Hundreds of websites are on the same
database server - hundreds of attack vectors

* |f your neighbor's web site database is
vulnerable, then so are you, no matter how
carefully you've vetted your own code.

o
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What is SQL Injection? Wy

* Legitimate Query: Login
SELECT * from users ——
WHERE username = ‘admin’ and
password = ‘123’

* Injected SQL code:

SELECT * from users where username = ‘admin’
and password = ‘XXX’ or ‘1'=1"
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SQL Injection after effect o@

* Bypass login page

* DOS - Deny of service
* |nstall web shell

* Iframe injection

* Access system files
* Install db backdoor
* Theft of sensitive information / credit cards

* Additional step of the attack:
— Attack computers on the LAN
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How iframe injection works e

* Automated SQL Injection

* |njecting <iframe src=http://xxxxx.com>
* User visits infected site/page

* Trojan horse drive by installation

* Your PCis controlled by black hat hackers
— Send SPAM
— Records all login information
— Records all transactions with bank websites
— Online money transfer

o
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Buzus Trojan

€ C N o

HELP NET
SFCLURITY

HOME NEWS ARTICLES

p SUBSCRIBE

SOFTWARE

WAW RS0 Ry rQ e

Available now. Free Guide.

VIDEOS RISKS EVENTS BOOKSTORE ABOUT

[ Entrust Extended Validation SSL certificates - “go green-
for less. Now from only $199 per yoar,

. SECURITY NEWS

AN

LATEST NEWS . vuoietdny 032264

« Senous Mat OF X vineratdties
patcned

« Foursome Neang from cyber raug
Charges arestoc i Mo

» B1% of organgations Lack visity intg
network rame

« 15 Cat3 Shored n the cloua® protected
by the Fourtn Amendment?

» Scammers aggressvely targeting Hae)
CONAtonS

+ D-UINK routers vumoratity alows
hackers to reconfigure agmn settngsy

« Data secunty for Mac users

« Workawide infrastructure securty

« Pach manaoement simoinied

SQL Injection attack claims 132,000+
Posted on 10 Decamber 2009
0 poervex o 2

Alarga scale SOL injection attack has injectad a maicious drams
on tens of thousands of sisceptible wabsites. ScanSafe reports that
the ingected iframe lcads malicious content from 318x com, which
evertualy leads to the instalation of a roctiat-enabled vanan of the
Buzus backdoor trojan. A Googhe search on the iframe resulted i
over 132 000 hits &5 of December 10, 2009

f— ™ S
’.__
Infection sequence

gectad iframe . «<scnpt srcehop U3 18ccom>
Exocutes & scnipt that croaes & new ifréme 1o 318x comia htm. Thast
iframea (a htm} does 2 things
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GreenSQL History @

* Open Source project

e Started at 2007

* Hosted at sourceforce

* More than 30,000 downloads

e Version 1.2 - 3k downloads in it’s first month
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What is GreenSQL @

GreenSQL is a database firewall solution

Protects against SQL injections and other
known and unknown Database attacks

Cool web based management interface
MySQL / PostgreSQL built in support

Web GreenSQL
Application Proxy

0 ’/ SQL Query—» . SQL Query»

Server GreenSQL DB Serv
Firewall
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GreenSQL - High Level Architecture *Hi

Web Apps @
.|:| g Client/Server Apps
O Web services/ SOAP
HESEE e sQL Proxy

o
Risk Matrix
Calculation

-—

SQL Queries

/WL/Policy
c S

Good / Block/
Warn / Learn

s w = &

| DB Server 1 DB Server 2 DB Server 3 DB Server N Integratlon
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How it works? A

* Reverse Proxy

* Number of databases

* Number of backend DB servers
* Deployment options:

— Can be installed together with the DB server
— Can be installed on dedicated server / VPS
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Application
connections

User
connections
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Using the Database Securely 0y

CMS Ecommerce

Wiki Testing

Replication I I
Forums /
\ Reporting
"

Database

ol =y
f
Casual users

ﬁ Application
Users

High privileged Administrators

users
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GreenSQL management console

GreenSQL Database Firewall

RNV DATABASES ALERTS SYSTEM FORUMS LOGOLT
— ————————

Tips Stats
Change Defask Root Pasyneed New Mot & Detibore -3
Latest Security Alerts

e

2010-01-04 110720 Defadx MySQL Proxy  |greendd Query uses sensme tabies, Query 3as “or” toien. Query blockad Decause it 13 not m wintedst, |Mocked
20100104 110841 Defaux MySQL Proxy  |greendd Query uses seassny tables: Query has ‘o token: Query biockad because it 1 not o wherelst, |blocksd
20100104 104733 Defaux MvSQL Proxvy  |greendd Query has comuments. Queary uses seaztnve tables. Queary blocked Decause 2 &5 not 0 wheredst, |Mocksd
20100104 1024:52 Defanx MyvSQL Proxy  |greendd Query has comuments, Quary uses senpmve tables. Quary blocked Decause & 18 Dot = wivsslst, |blocked
GreenSQL Twitter Project News

Date & Taoe Dercrptos Dase & Tene Descrpbon

HOS123° 013257 |Networiong workd calls GreenSQL and Early Goft for MySQLU wney [ 20091009 145521 [GorenSQL-FO' 1.1 © released

2005-1256 102097 | More paciages avalable at bup www greesaq nat dowiond 2050405 14525 | GreenSOL-FN' 1.0.0 released

051222 200721 [provvdng. for the first mnes ever, PostgreSQL frewal solston’ 081125 210355 | GreenSQL-FU (.9 8 releasnd

N09-1202 193500  |CreeaSQL-FW 1 2.0 229 pust Deen refeased’! many pew fearees MO 1024 253037 | GreenSQL-FWN 0.9 4 releasnd

-
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Multiple Databases / Proxies

GreenSQL Database Flrewall ' d' -
. \
DASHBOARD ALFRYS SYSTEM FORUMS LOGOUT
ADD DATABASE  ADD PROXY

List of Databases -
1 defycdt myegl & All Prases Ps Oveview | Alets | Wiatedbnt | Settmgr
2 |ne-wasze myegl &b All Praxaes Ps Ovaview | Alerts | Wit | Settemgt @
3 |defuctt pgrg & Al Proxies w3 Oweview | Alerts | Whiteliet | Settings
4 |joccda mopsy Defadt MySQL Presey Lormng Mode fol Overview | lerts | Whadint | Settings [[Dnten |

List of Proxies

1 Defua MySQL Proxy mysq Actree Setings Detete
:  |Detui PgSQL Proxy pesd Actree Setings [ Deiere |
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Alert Example iy

Vew Adert Pavtern

Pattern * from aduun where name = 7 and pwd=dia(?) or (T = 7.7
AlatID 235

Tune 2010-01-20 04 31 %6

Listencs  Defanlt MySOL Proxy

DB weendb

| Add o Whaslist | | Hide Pattern |

Ao dang queries

Query:  SELECT * FROM adoun WHERE name = ‘adumn’ AND pwd=SHA(") OR (1 = 1).")
Tune 2010-01-20 0431 %6

DB User
Rask 105 blocked

Feason pery mics sensative tables

Tudtiple quenes fouud

Ouery lias “or’ token

True expressson detected (SOL tautelogy)
Query has enpty password expression
Ouery blocked becase ot i not m wintchst.
185 150

Femave Aur
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GreenSQL Advantages &Ky

 Multiple modes
— IDS/IPS / learning / Firewall

* Easy to use

e Pattern Recognition (signatures)
e Heuristics (risk calculation)

* Open Source

o
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GreenSQL Advantages - Cont’

* Cross Platform (any Linux and Unix system)
* Rapid Deployment (pre built packages)
 Well established (30,000 downloads and counting)

* Web application independent

* The only free security solution for MySQL
* The only security solution for PostgreSQL
» User Friendly WEB GUI/Management tool

a @
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GreenSQL IPS /IDS @

* Sensitive tables

* Multiple queries (; / UNION )

* SQL comments

* Empty password

e SQL tautology - true statements (1=1)
 Administrative commands

* |[nformation disclosure commands
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But, I'm a kick ass developer @
So why should | use GreenSQL

* Legacy code

* Not only Web application and web
services use your database

 Protects the database console access
* 0 day database attacks prevention
e No direct access to the database machine

z @
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GreenSQL: Demonstration A

http://demo.greensqgl.net/

http://www.greensqgl.net/sql-injection-test
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http://demo.greensql.net/
http://www.greensql.net/sql-injection-test

Open Source Roadmap A

* Native Joomla / Drupal / Wordpres plugins

* Integrated GreenSQL Console as CMS plugin
(you will use Joomla Admin to manage GreenSQL)

* Web user name / IP address reporting in
GreenSQL alerts

* Auditing

o
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GreenSQL Support Program

@Installation @GreenSQL
Support Optimization
ATEL db No'More ™~
Submission , N
’Injectlonsﬂ
‘ = @Consulting
@Service
portal @Software
Updates

.
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Thank You

* Yuli Stremovsky
e yuli@greensgl.com

http://blog.greensql.com

http://twitter.com/greensq|



mailto:yuli@greensql.com
http://blog.greensql.com/
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