QA AND TESTING

Modern information
gathering

Onderwerp: Modern Information Gathering
Datum: 26-JUN-2012

Aanwezigen: OWASP

Classificatie: Public




Who Am I

Dave van Stein

38 years
Tester > 11 years
(Application) Security Testing

“Certified Ethical Hacker”
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Goal of this presentation

Give insight in amount of information anonymously available on internet
about your system (and users)

Give insight in the amount and possibilities of tools freely available

Identify entrypoint  { —————

Gain access

Secure access

Do stuff

Clear up the mess
Come back another time

(simplified procedure)




‘Classic’ Domain Scanning

Steps involved:

Get network information with ping and traceroute
Get DNS information with WHOIS and LOOKUP
Do DNS zone transfer for subdomains

Download website for extra info

Scan servers

Problems:

DNS zone transfers often not authorized
Active connection with target => detectable




Modern Information Gathering

Interesting information:
Domains and subdomains
IP adresses
Applications and technologies
Hotspots (known vulnerabilities)
Usernames and passwords
Sensitive information

Passive
As little contact as possible with target
No direct scanning, no intrusion
No logging and no alarm triggering !




Public records

Search engines

Various websites

Advanced and Automated
scanning

Sources of information

WHOIS: information about owner
DNS : information about IP adresses

Often little restrictions on websites
Cache all information gathered
Tweaking provides additional information

Anonymous
Combine above techniques
Sort results for nice presentation

Specialized (offline) Tools




Shodan
IP adresses
Server banner
X-Powered-by banner
Cookies

Search filters
City, Country, Geo
Hostname, ip address / net block
Os, port
date (before / after)
ssl cert version, bits, issuer

ssl cipher support, bit support , protocol

Shodanhq.com

Eil:l:lli. pwasp

» Top countries matching your search United States

50.56.125.30

216.48.3.26

Linux recent 2.4

(S Gaithersburg

216.48.3.20

Linux recent 2.4

= Gaithersburg

HTTP<1.8 282 Found

Date: Sat, 83 Dec 2811 1Z2:84:43 GMT
Seruver: Apaches2.2.14 (Ubuntul
A-FPowsred-Bu: PHP-S.2.2-1ubuntud. 18
Location: httpr wads2. owasp.orgs www-admin
Uary: Accept—Encoding

Content—Lenath: @

Content-Type: textshtml

HTTP<1.8 282 Found

Date: Tue, 81 Mar 2811 11:322:18 GMT
Server: Apaches2.2.17 (Fedoral
HW-Powered-Bu: FHP-G.32.5

Location: http: - ~ads.owasp. org- WeWSadmnin-.
Content—Length: @

Content-Tupe: teutshimls charset=UTF-2

HTTP~1.8 281 Mowed Permanent Ly

Date: Sat, 14 Aug 2818 @5:25:58 GMT
Server: ApachesZ.Z.14 (Fedoral

Vary: Accept-Encoding, Cookie
HW-lary-Options: FAococept—Encoding; list—-cont
Edpives: Thu, B1 Jan 1978 BA:80:88 GMT
Cache-Control: private, must-revalidate,
Last-modified: Sat, 14 Aug 2810 BE:2&e:EZ
Location: httpr wstage.owasp.ords inded. ph

Content-Length: 1 ...




ServerSniff.net

Server Sniff
NS reports
Domain reports
Subdomains
Various (trace)routes
Various ping types
Shows robots.txt
Anonymous !

Mameservear




Recursive-Queries:
YES - recursive queries allowed!

@ N5l secure.net,

ns2.secure.net. VES - recursive queries allowed!

=

S -BxFR:

@ NEl.secure.net.
@ NE 2. secUre.net.

oWasp.orgd. 6400 IN S04 nsl.secure.net. hostmEster.zecura.
owasp.org. 6400 IN A 216.45.3.15
OWESp.0rg. 6400 IN N5 NS 2.5ecure.nst.
owasp.org. 6400 IN NS nsl.secure.nst.
OWasSp.0rg. 6400 IN
oWasp.org. 6400 IN
owasp.org. 6400 IN
OWaEsSp.0rg. 6400 IN
N
IH ALTL. PSPI\-‘D( L. GIZIIIIGLE CaM.

P, 20 ALT2.5PMY.L . GO0GLE . COM.
CHAME oWasp.ard.

400 IN CHAME owmsp.org.
#5400 IN CHNAME ghs.G00GELE. COM.

115t5 u:-l.'.asp org. 3540:! N Me 10 Tists.owasp.org.
Tizts.owasp.org. 6400 IN MY 20 mzilhost.rdurkes. ComM.
Tocalhost.owasp.org. §6<400 IN & 127.0.0.1
meil.owasp.org. S6400 IN CHAME ghs.G00GLE J COM.
old.owasp.org. §6400 IN A 216.45.3.19
registration.owasp.org. §6400 IN CHAME owasp.org.
stage.owasp.org. S5400 IN CNAVE Owasp.org.
wiip.oWasp.org. §6400 IN & 216.46. 3. 22
webmail.ovaspaorg. S6400 IN A 216.45. 3. 24

WAL QRSP OF Q. S6400 IN CNAME OWRsp.org.

oWESp.0rg. 6400 TN S04 HEl.secure.net. hastmaster.secure.net.

anonymaus Zonetranster (pxFRY alTlowed!!

anonymaus Zonetranster (AxFRY alTlowed!!

Domain Scanning: Server Sniff

OWELSP . 0Fg. Sha 1N ME A
L ONRSp.OFG. SE400 IN CNE
austin.owasp.org. S64H00 ]
blogs.owasp.org. S6400 Ih

calendar .oWasp.org. S6-H0C
docs.owasp.org. S6400 IN

S .OVRSp.Org. SE400 IN A
qooglesalzadsc Zascdfob. oy
Jjobs.owasp.org. S6400 IN

S AT TR

« 20000332 S6400 7200 2082000 5400

o
Tt = ~urE=r ~ee

2007030332 S6400 7200 2082000 6400




Robtex.com

Robtex Swiss Army Knife Internet Tool

In the searchbox above you can search for:

DINS checks detailed dns information for a hostname

( www facebook.com , www.vahoo.com | www.voutube_ com )
[P-number checks ip number information such as dns reverse and forwards
A-net checks an entire a-network

E-net checks an entire b-network

C-net checks an entire c-network

whois lookup checles whois information for a domam

route checks a specific routed prefix

AS numbers checks information on an AS-nmumber

BGP announcements checks prefixes origined from a specific AS-number

AS macros checks who belongs to an AS-macro




Domain Scanning: Robtex

Domain ‘Swiss Army Knife’
Provides ALL information

base

owasp.org

record

a

ns

ptr

ns

name

nsl.secure.net
hs2.secure.net
altl.aspmx.l.google.com

ip
216.48.3.18

192.220.124.10
192.220.125.10

£2.14.253.27

linked to a domain

reverse

po-in-f27 .qoogle.com

route

216.48.2.0/23 Proxy-registered
route object

192.220.0.0/16 ¥YRIO-192-220

72.14.252.0/23 Google

alt2.aspmx.l.qoogle.com

£2.14.247 .27

ag-in-f27 .qoogle.com

72.14.246.0/23 Google

aspm.l.qoogle.com

aspmx2.qooglemail .com

64.233.183.27

64.233.183.114

gsmtp182.google.com

nf-in-f27.qoogle.com
gsmtp183-2.qoogle.com

209.85.135.27

mu-in-f27.qoogle.com

64.233.182.0/23 Google

209.85.134.0/23 Google

aspmx2.googlemail .com

64.233.167.27

gsmtpl67.google.com

64.233.166.0/23 Google

gsmtp93.qoogle.com

199.19.57.0/24 REACH {(Customer

aspmzd.googlemail.com || 66.249.93.27 - 66.249.92.0/23 Google
ug-in-f27.google.com

aspmz5.qgooglemail.com | 66.249.83.27 gsmtp83.qoogle.com 66.249.82.0/23 Google
66.25.111.73 = 66.25.111.0/24

d0.org.afilias-nst.org 199.19.57.1 = Route)

tid1.ultradns.net 204.74.112.1 = 204.74.112.0/ 24 UltraDNS

tld2 ultradns.net 204.74.113.1 = 204.74.113.0/ 24 UltraDNS

a0.org.afilias-nst.info 199.19.56.1 =

[, -

199.19.56.0/24 REACH {(Customer
Route)

199.19.54.0/24 REACH (Customer

as

AS1785 FASTNET-ASN-

AS52914 NTTC GIN AS b

AS515169 Goodle , Inc

AS14955 N-V-C Morthe

AS12041 AFILIAS NST
anycast from several p

A512008 UNSPECIFIED

AS12041 AFILIAS NST




Domain scanning: Robtex

pLorg GOl | main dns a
Sesnabaiia —F ™ 1o2.220Q124.10 e
z : --—— ——HEL
192.220.0.0/16 ——A25 g AS2914
NET
122.2204125.10
”__‘_,-3_-—’
Fot=h =11
ns2.secure.net L _’J__s__-f—-—""
N
216.48.R.0/23
WET po-in-f27.google.com
PTI
= 216,46.3.18 au 72.14.252.0/23
NET
A __a g 72/4.25327
apf . aspmx.l.google.com ag-inf27.google.com 5
PTR.
H. 72.14.247.27 —NEL g0 5514.248 0/23
altZ.aspmil.google.com - )
M
a gsmtpl83-2.google.cam s
—
OWaSP.or Lt aspmx.l.google.com 64.233.183.114 i
by “‘—-—______h_
54.223.182.0/23
3 aspmx2. googlemail.com MET
M A B:. 2301189 27 TR gsmtpla3. google.com &s
aspmx3.googlemail.co e
PTR
M nf-in-f27.google.com
aspmx4. googlemaiffcom
up 209,85,135,27 —IF g mu-inf27.google.com
aspmxS.googl -&
209.85.134.0/23 — 25 g AS15169
= PTR as
=} 64,233.167.27 ———» gsmitpl&7.google.com
___—_-.. - NET
t PTR 182.220.13
as,
re.ne * 64.233.166.0/23
____N_El-——-" 66.249,.92.0/23
192. 22':'.1& 66.249,93,27 G
_/H \\‘T—‘imtpgag(mgle.com
PTR e
g-inf27.google.com 2
re.net
u PTR
215 48 2 ': 66.249.83.27 T’ gsmtp83.google.com
ner__—W




filetype: (or ext:)

Find documents of the specified type.
E.g. PDF, XLS, DOC

intext:
The terms must appear in the text of the page.

intitle:
The terms must appear in the title of the page.

inurl;
The terms must appear in the URL of the page.

Google Advanced search

Alternative Query Types

Operators Meaning
cache: Display Go
info: L

for id3) Find info at
related: List web pz
Restrict Search to Sites where
Operators Meaning
allinanchor: All query wards
inanchor: Terms must app
allintext: All query words

The terms must

intext: the text of the p:
allintitle: All query words
intitle: The terms must
allinurl: All query words
inurl: The terms must

Restrict Search to Google Gre

Operators Meaning

author: Find Grau
roup: Find Grou

insubject: Find Grau

Restrict Search to Google Nev

Operators Meaning
location: Find News
source: Find News




www.johnny.ihackstuff.com
(edit: http://johnny.ihackstuff.com/ghdb.php)

Collection of queries for
finding ‘interesting” stuff

No longer updated

Possible results of GHD:
Identify systems in use (including version)
Identify known exploits
Locations of sensitive information
User-id's & passwords
Logging files
Many other things

Google Hacking Database

I [ N {215 entries)
Thege searcheg |DC-EItE! vulnerable servers, T

Errar (63 entries)
Rezlly retarded error messages that say Wa

fo {230 entrigs)
Mo usernames or passwords, but interesting

f 1 pa rids (135 entries)
PASSWIORDS, fl:lr the LOVE OF GOD!! Googl

F J ally : (15 entries)
ThESE! I"Ies cuntam usernames, but no passs

F 15 [21 entries)
Examples of queries that can help a hacker

J alls rtals {232 entries)

ThESE! are Iogm pages for warious services,

These pages contain such things as firewall
(61 entries)

Guugle s collection of web sites sharing sen:

; ; ; ] Info {9 entries)
Examples of queries that can reveal online s




The NEW and IMPROVED GHDB

/@"'& f'\"\[\l _—

- \-'J \‘- j L \'i'_ "J; ‘f. ‘Jl i ?
5 uft i &

IACKING-DATA: Aéﬂ"

TATN =] T T inncile hae
.--'\. —-M—‘i\ '\—-x. '-,;.-ru\.l ..".:u.r Iy .L l’d-l 1o

We call them 'googledorks': Inept or foolish people as revealed by Google. Whatever you call these
fools, you've found the center of the Google Hacking Universe!

- -

Search G 5009 = Dorks

Category: Free text search: NN

Date Title Category




Finds subdomains with 7P:x.x.x.x’

oiNg
Web

SEARCH HISTORY
ip:216.48.3.18
See all

Clear all - Turn off

4 NARROW BY LANGUAGE
Only English
More

4 MARROW BY REGION
Only fram Metherlands

ip:50.57.64.91 O]
Web  Morevw

ALL RESULTS 1-

WebGoat User and Install Guide Table of Contents - OWASP

This page was last modified on 11 July 2008, at 22:27_ This page has been accessed .
Content is available under a Creative Commons 3.0 License.
https:/fwww.owasp.orgfindex_php/WebGoat_User_and_Install_Guide_Table_of Conten
page

Man-in-the-middle aftack - OWASP

This is an Attack. To view all attacks, please see the Attack Category page. Last revis
04/23/2009. Description. The man-in-the middle attack intercepts a ...
https:/fwww.owasp.orgfindex_php/Man-in-the-middle_attack - Cached page

OWASP

Disclaimer: Banner ads are not endorsements and reflect the messages of the adverti:
Information
owasp.com - Cached page

File:Owasp logo with text. pdf - OWASP

Click on a dateftime to view the file as it appeared at that time.
EN E7 BA QA limdryw nhalFEila-Muamen laan stk et mdf - Mankad mams

Bing.com

Bing Query Language

Advanced Operator Reference
altloc:
AMD
contains:
define
daormain:
ext:
feed:
filetype:
hasfeed:
imagesize:
inanchor:
inbody:
instreamset:
infitle:
ip:
keyword
language:
literalmeta:
loc:
location:
meta:
msite:
near:
MNOT
OR.
site:
url:

8
T
(

]

[
]
|
|

"phrase”




Bai'ébt'ﬁ

(E M 0500 #0iE MP: EBEE 4

Mt

1

=i B# haot23 | EE

inurl:
intitle:
site:

BE—T

Baidu




Google
Zoeken

Alles
Afbeeldingen
Maps
Video's
Nieuws
Shopping
Meer

Nijmegen
I mmmdin it

infitle:"Welcome to IS 4.0"

Welcome To lIS 4.0!

www.mckinleygrp.com/ - Vertaal deze
29 Jun 2011 — Quality... Dependability. .|
commodities in today's market is over-t

Welcome To IS 4.0!

www.nwidl esu k12 oh.us/ - Vertaal dez
Welcome to Microsoft® Windows NT@&
Option Pack provides enhanced Web, =

welcome to iis 4.0

www_keywordspy.com/__/keyw.

- Vere

Results 1-10 of 20 - 10. ctclix.com htt
/business-and-economy-/1334-business

oINg
Web

RELATED SEARCHES
15 4.0 Install

IS 4.0 Download XP
Version 4.0 1IS
Download IS 4

IS 4.0 Free Download
Windows XP IS 4.0
Welcome to 15 4.0

Internet Information
Services 1S 4.0

SEARCH HISTORY

Search more to see your
history

intitle:"Welcome to 1S 4.07
Web  Morew

ALL RESULTS

Welcome To lIS 4.0!
Welcome to Microsoft® Windows NTE 4.0 Option Pac

provides enhanced Web, application, and communicat
webdb_dmsc.moph.go_th - Cached page

Welcome To IS 4.0!
Quality.._Dependability...Reliability . The most efficient
market is over-the-road motor carrier. McKinley Truckil
www.mckinleygrp.com - Cached page

Welcome To lIS 4.0!

Internet Information Server 4.0, the standards-base
Server, brings unprecedented power to Web professior
206.222 19 242fiissamples/default/LEARM asp - Cach

Example

[ T}
)
BaitWEE == ma we s ues &

| intitle:"Welcome to IS 4.0"

FgFEIF S intitle: Welcome to 1S 4.0 {83

Welcome To IS 4 0!

Welcome to Microsoft Windows NT 4.0 Option Pack Micre
provides enhanced Web, application, and communication :
203.198.163.196/ 2012-6-22 - GEE{HET

Welcome To IS 4.0

Welcome to Microsoft Windows NT 4.0 Option Pack Micre
provides enhanced Web, application, and communication :
worldcruising.net/ 2012-6-15 - 5 B RIS

Welcome To IS 4.01




za SearchDiggity

OA AND TESTING

¥ Search Diggity
File Options Help
GoogleDiggity CodeSearchDiggity BingDigaity LinkFromBDomainDiggity DLPDiggity FlashDiggity MalwareDiggity
_ Simple m sites/Domains/IP Ranges m
Query Appender
[a] API Key: Create
. [0 Hide
] Google Customn Search ID:  Create
i .
Queries — [ Hide Clear
+ [ FsDB : : , : '
[ GHOB [ Category Subcategary Search String | Page Title IP Address | URL [ Applicatio
- '] GHDBReborn
[l sLoB
[] SLDBNEW
v [ SharePoint Diggity
v [ FlashDiggity Initial
* |71 Flash NonSWF Searche:
[] DLPDIggity Initial
Selected Result
[=]
4] | ¥ | x |
Google Status: Ready Download Progress: Idle Open Folder




Stach & Liu

Alert RSS Feeds

GoogleDiggi
oogleliggity Diggity Alerts FUNdle Bundle

BingDiggity Google Hacking Alerts

FlashDiggity Bing Hacking Alerts

DLPDiggity SharePoint Hacking Alerts

MalwareDiggity

SHODAN Hacking Alerts

Google Code SearchDiggity

Bing LinkFromDomainDiggity Alert RSS Monitoring Tools

AlertDiggity

Bing Hacking Database (BHDB) i_DiggityAlerts

Sharepoint GoogleDiggity Dictionary File T o i

Stach & Liu Database (SLDB) MalwareDiggityAlerts

GHDB Reborn Dictionaries — Exploit-DB.com




OA AND TESTING

SitemapDoc - XML Sitemap Generator and Editor

SEO Tools

Create New || EditExisting | Google SERP | Keyword E Bl Place Page | Geo Sitemap | Markup ||  Site
Sitemap Sitemap || Rank Checker Analyzer [ QR Codes || KML Generator | Validation Hi
Q +1] 108
Max entries in sitemap = 500 =
' Urlto map F New Map I Include HTML Map + RSS Show Filters
hitp:/f .0wasp.0rg| Check Images & Settings

XML SiteMap l

Maximum 500 links reached

Text Sitemap I

"\?) "‘.?)
= ; R
Uncheck entries not required @
i ~*Fil 2012 - da
© i ~Eind Click Buttons above to create map *
Check UncCheck Lower Case &)Clear = == B _ n
Edit LastMod, Change and Priority for XML sitemaps ->
6 v 23 v a
&l
= = 500 entries with 14 errors o
When Link Clicked: Last Med ®
= 64 pages META Robots NoIndex
EEe0io Page €) STOPPED: Max 500 links hed =
= : Max n reacne!
© Validate Markup (W3C Tool) 3 Ty T
http://www.owasp.ora/ OWASP No Description 2012-06-23 daily - 05 -
https://www.owasp.org/index.php/Advertising Advertising - OWASP No Description 2012-06-23 daily - 05
https://www.owasp.org/index. php?title=Special:UserLoginf&returnto=~Advertising Log in - OWASP No Description 2012-06-23 daily - 05
https: . p. index.php?title=Special:UserLoging lang=ded —_— — e
~ o owa.s. Zanwsmpietile SHELseroqniusean < Anmelden — OWASP No Description 2012-08-23 daily - 05 -
returnto=Advertising
https: . p. index.php?title=Special:UserLoging lang=en& . P ——
& ps:/fwww owas! org/index.php?title: ecial:Userlogindwselang=en Lag in - OWASP No Daseription 0120623 iy - s -
returnto=Advertising
https: . p. index.php?title=Special:UserLoging lang=co0& . —_— —
v o owa.s. Zanwsmpietile Suglseroqniuseand=es Ensaluti - OWASP No Description 2012-08-23 daily - 05 -
returnto=Advertising
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Domain Scanning ‘on-the-fly’

Passive Recon (Firefox add-on)

:t (OWASPY) is a 501(c)(3) & worldwide n
are. Our mission is to make software seq
nformed decisions about true software s¢

bers & - Over 140 Projects & - Over Tj

n for OWASP

Inspect Element (Q) é‘g Who T
Web Developer 3 Cit
- i Citations & I
#r FoxyProwy Standard nc
@ MaoScript 4
2 PassiveRecon » DMNS » L,; c
k! Inspect Elemnent with Firebug Email P | Ge
Enumeration b | Ed
Google P | St
IP » Trz
Whois » | Ce
De
Show All
e CUTI




FOCA

;E‘ Project ‘Tools ;7 Options (3 TaskList g’Abuu't Donate
" ‘?fﬁg&o " ; Search engines  Extensions
[+jr“- Domainz 7| Gaogle & doc E‘ o lz! i E‘ s:«:
Etfii Roles ! ¥ Bing s tex |$:ds:~: El s:;t
+ o I ? S bl il
S Metadata Ml Mane il | ’
g &ommems {123/1235) '
-2 doc (123 >
Elﬁ M‘J"Ei:tadata{Surilmary ; e
:‘g‘ E;IZ:;"{?W N Type URL Download Download Date Size Anc
@] Printers (0} @] 100 doc  hitps:/fwww.owasp org/images./b./bd HL2BESE2B9FE2E. 2362012 11:33:52 Obytes = |:|
i:) Software (6) @] 101 doc https:/Awww owasp .org/images/a/aa/Leqal_One_Fage... 23-6-2012 11:39:53 139KE =
-] Emails (1) @]11]2 doc https:/fwww owasp org/images./archive/a/aa/2009012... 23-6-201211:35:54 123KE »
% Operating Systems (5) @] 103 doc https /A owasp orgimages, 8/81/0WASP_Code_R. . 23-6-2012 11:39:57 157MB »
@] 104 doc https:/Awww owasp.ong/images/6/80/ASVS_One_Page... 23-6-201211:39:56 MTKE »
@] 105 doc https://www owasp org/images/archive/a/ac,/2010111... 236-201211:3958 2725KB »
@] 106 doc https:/Awww owasp.orgimages/4/4c/JavaEE-ESAPL_2.... 23-6-2012 11:39:55 3035KE w
@] 107 doc https:/Awww owasp.org/images/archive/a/al/ 2008052 .. 23-6-2012 11:40:00 1205KE =
@] 108 doc https://www owasp org/images/archive/a,/a8,2008050... 2362012 11:40:02 B4TKE »
@] 109 doc https:/Awww owasp.org/images/archive/a/aa/ 2005032 .. 23-6-2012 11:40:02 12BKE =
@] 110 doc https:/www owasp.org/index php/File:OotM-PaymentP ... 23-6-2012 11:40:04 20,33KE »
[JE? 111 dAnr httre - £ Aanana mwazn nen dndesr nhrr\ur.-r"l:ilp'°.-'.75|:ﬁ°.".')ﬁqp.".') FLRINT 11-A0Nd 1R GF KR -r kv




Intelligence and forensics tool

le

L petall View

112 Output- Transform Ouput

Connects many different sources of kfo

Represents in graphical way
Very extensive capabilities

Maltego

Oui

Mediaiiki

A/

(o

owasp.org

Advanced Topics on S4AL In..,

‘m

WWW.OWaSP.0rg

FHP

&/

OWASP Plan - Strawman




Can also be used for social engineering
Facebook & twitter

- Email adresses
- Phone numbers

etc

&]

o o st - lm vy st s

Thr sty Torm

\\\:‘ .-\‘Qi.mllhuﬂ:l;ul
N S
S
S

Maltego

Details
| Summary I Attachments (1) | NotESEProperties (6] |

Name |pave_yvon_S

Real Name |D‘3-,-E van Stein

Profile URL  [twitter.com/Dave_Von S

Twitter Number

Frend count. [
Network |
UD  |pave von S

First Names  |faye

Surname |'-.'an Stein
Image |

Email Addr |d~ranstﬂn@gmﬁﬂ.com

cription |D3'u'E_\|'Dﬂ_S




The sources supported are:

Google - emails,subdomains/hostnames

Google profiles - Employee names

Bing search - emails, subdomains/hostnames,virtual hosts

Pagp servers - emails, subdomains/hostnames

Linkedin - Employee names

Exalead - emails,subdomain/hostnames

*TheHavrvester Uer. 2.2

*Coded hy

Christian Martorella

*Edge—Security Research
Fcmartorellafedge—security.com

Uzage: theharvester options

-d:

B H
23, Jlgfau

-5

—u:
—f:
-n:
—:
—t:
: Uze thiz DNE server
: Limit the number of results to work with(hing goes fro

Domain to search or company name

Data source <google, bing.bingapi.pgp.linkedin,google—
all>

Start in result number ¥ C(default @2

Verify host name via dns resolution and search for vir
Save the results into an HTML and XML file

Perform a DHE reverse guery on all ranges discovered
Perform a DNE brute force for the domain name

Perform a DHE TLD expansion discovery

—h: use SHODAN database to guery discovered hosts
google 188 to 188, and pgp doesn’t use this option2>

:./theharvester.py —d nmicrosoft_com -1 588 -b google
.stheharvester.py —d microseft.com —h pgp
.#theharvester.py —d microseft -1 288 -bh linkedin

theHarvester

Jjim.manicolfowasp.ory
ﬂlPk wetterfowasp.org
daniel.cuthhertFovaszp.org
mark.roxberrulfowvazp._oryg
bradcauseyfowasp.org
chriztian.edjenguelefovasp.ory
dcamphellFovasp.org
edwardfowazp._oryg
cehaztien.giorialfovasp.org

de lhiflizts.owasp.ory
requ...-.Plists _owasp.org
houn...Blists.owasp.oryg

[+]1 Hosts found in search engines:

LA 57 64?1 -www_owasp.ory
58.56.58. 227 1ists .owasp.oryg

P4 125 _ 72 1211 _owasp.oryg
L8.56.58.22Y:Lists .owasp.org
67.215.65.132:48]li=ts .owvasp.org
67.215.65.132 www? .owasp.org
LA.SY .64 91 s owasp . oprg
L8.56. 58 22%7: 11otu.uuaup.urg




Conclusions

What search engines see, hackers can abuse
Anonymous, online and offline, Highly automated
Many tools are freely available

Networks can be mapped with much detail in minutes

Much information about your company, systems and users
available on internet




Remedies (1/2)

Limit access

« Allow search engines only to see what they need to see.

» Make sure unauthorized users are not able to look into or even see files
they do not need to see.

» Force possible intruders to use methods that can be scanned and
monitored.

Use the tools of hackers

e Scan your systems with the tools hackers use and check the information
that is found.

e Scan for error messages and other things that reveal information about
the system and services and remove them.

Check what spiders can see

e Use a spider simulator to check what spiders can see and if your
application still functions correctly.




Remedies (2/2)

Awareness

 Be aware of all possible sources of information. Create awareness
among employees. Assume all information will possibly abused

Clean documents
e Remove al metadata from documents before publishing.

Audit frequently

» Keep your knowledge up-to-date and scan regularly for
information that can be found about your systems or hire
professionals do to it for you.
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Tester’s

OPEN SOURCE TOOLKIT

« Up-to-Diate inforrmation Snort, Nessus, Wireshark, and Other (D5 Toolkits

» Complete Coverage of IS5AF CA5TMM, Metasplolt vy, Kismet,
Bluebugger. Wyd, SiPcrack. and More

= inciudes Back Tracks on CO-RON: Hundresds of Pen Testing Tools

Chris Hurley

Penetration

Interesting books on the subject

"Understanding the adversary
mindset Is an impartant element in designing and
developing effective protective strategies,”

—Amit Yoran, Former Director of the National Cyber
Security Division, Department of Homeland Security

Google
Hacking

FOR PENETRATION TESTERS

Explore the Dark Side of Googling

» Morph Google from “Directory Assistance Please” into a Rig Mounted
Pneurnatic Rock Drill

- See How Bad Guys Use Portscans, CCGl Scans, and Web Server
Fingerprinting to Stroll in the Back Door of Your Enterprise

« Slam the Door on Malicious Google Hacks That Expose Your p
Organization's Information Caches, Firewalls, IDS Logs, i
and Password Databases
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