A history of ATM violence

From: blowing up safes over jackpotting to ail-round malware
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Who are we?

VSO

SECURITY. RESEARCH. RISK.

Penetration testers

Certification lovers

Instructor
SEC 560 & 542

NVISO ApkScan
Scan Android applications for malware

Drag & drop Android package here

Choose File | No file chosen

Binary statistics

File name
MDS checksum
Binary size
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ATM?

Automated Teller Machine
Cash disposing & dispensing
2.2 million devices worldwide

Different vendors




ATM - Did you know that?

M, — The first ATM was installed in 1939 in

New York City, known as “Bankograph”.

Removed after 6 months because
it was not used ©

It was reintroduced in Ohio in 1959,
with huge success.

There are currently more then 2.2
million ATM’s worldwide.




ATM?
e
The ATM is a “stupid” device, part of the bank’s overall architecture I

PIN validation
Account balance

Transfer /

withdrawal
authorization




ATM?

Typical lay-out of a modern ATM

1. ATM computer // Top
2. (Touch)screen ——

3. Card-reader 5]  Vault
4. PIN pad

5. Cash dispenser -

6. Cash cassettes 6










ATM?

Disk bays

USB
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Why attack the ATM?

P




Why attack the ATM?

L
299

It stores MONEY ‘

Handles interesting customer data as well,
which could be abused to get MORE MONEY ‘




How to attack the ATM?

Attack back-end

Blow up the safe .
communication

Copy cards &
steal PIN codes

Attack the OS

Access

Steal the entire “operator” mode

thing
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Blow up the safe

Steal the entire
thing
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How to attack the ATM?

Blow up the safe
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How to attack the ATM?

Blow up the safe




How to attack the ATM?
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How to defend?
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Safe certification standards, bolts, video surveillance... |




How to defend?

Ink cartridges that stain money upon breach I
€



How to attack the ATM?

Copy cards &
steal PIN codes




How to attack the ATM?

Copy cards &
steal PIN codes

HOW THE SCAM WORKS




How to attack the ATM?

Copy cards &
steal PIN codes




How to attack the ATM?

Copy cards &
steal PIN codes




How to attack the ATM?

Posted: 7:35 p.m. Thurgday, Jan. 2, 2014

4 plead guilty to skimming 4,700 ATM cards ! Police on the Hunt for Suspect

Scamming ATMs

Have you seen this person? Police allege the suspect has stolen
$47,000 from area bank machines.

Posted by Penny Arévalo (Edit

Copy cards &
steal PIN codes ~ nmo

Credit cards

Skimming off the top

Why America has such a high rate of payment-card fraud

Feb 15th 2014 | ATLANTA | From the print edition




How to attack the ATM?




How to defend?

Anti-skimming devices l
€



How to defend?

din Security ‘
Awareness Guide P
‘ L .

Security awareness campaigns I



How to attack the ATM?

Access
“operator” mode




How to attack the ATM?

Googling for ATM Master Passwords

By Ryan Maraine | Posted 2006-09-21 EEEmail 5 Print

£ share JCINCRPSNEI < CEFERSCING ECINCIN £ - BREIN £3 Recommena KRR

Using clues obtained from a YouTube video and a simple four-word search engine query, a criminal
can find step-by-step instructions on how to hack into and take control of thousands of cash-

dispensing ATMs.

Access
“operator” mode




How to attack the ATM?

Googling for ATM Master Passwords

By Ryan Maraine | Posted 2006-09-21 EEEmail 5 Print

(B vives o Boooder| 0 [@owes

Using clues obtained from a YouTube video and a simple four-word search engine query, a criminal

can find step-by-step instructions on how to hack into and take control of thousands of cash-

dispensing ATMs.

Two Arrested For Reprogramming ATMs To Provide Extra
Cash

from the this-is-still-doable? dept

Almost exactly two years ago, a story made the rounds of how easy it was to reprogram ATMs to
believe it had a different denomination. Thus, if it actually had $20 bills, you could convince it
that it really had $1 or $5 bills. Then when you took out money from the machine, you would get
the $20 bills, making a tidy profit. The reason this hack was so easy was that many ATM owners
simply left the default passwords on the machines -- and those passwords were easily found online
Last year, we noted that, despite the publicity around this easy hack, many ATM owners still had
not changed the default password. Apparently, that's still the case, as two men have been
arrested for using the hack to steal thousands of dollars. Still, it's worth noting that the only
reason they seem to have been caught was they hit the same store multiple times (and,
apparently, the owner of that store still hadn't changed the default password).

Access
“operator” mode




How to defend?

Changing Default Passwords

With the release of newer software, you may experience a new error code. Error Code (246) has been created for when the
terminal’s Master and/or Administration password(s) are in the default state. The terminal will detect this condition and go
out of service. On the *0Out of Service™ screen, no error information will be displayed. The following are screen captures of
this state. This error code will not clear until the Master and/or the Administration passwords are changed from their default
state.

The default MASTER password is *123456" and the default ADMINISTRATION password is “987654°.

Awareness + force change of default passwords I.
€



How to attack the ATM?

Attack the OS




How to attack the ATM?

October 28, 2013

ATM malware Ploutus updated with English-
language version

Attack the OS

Texting ATMs for Cash Shows Cybercriminals’ Increasing
$ophi5tication q

Created: 24 Mar 2014 125746 GMT » Updated: 24 Mar 2014 174535 GMT »

ranslations available: 8%, Espafiol

Cash machines raided with infected USB
sticks

By Chris Vallance
BBC Radio 4




How to attack the ATM?

Generar ID

Activar ATM

Billetes: Count:

@ db  : B3
Codigo De Activacion

o do do  Fo Jio

ATM [D: 0000

C1: 0000

C2: 0000 O —
C3: 0000

C4: 0000

[

Attack the OS




How to attack the ATM?

Barnaby Jack
“Jackpotting ATMs” - 2010 ‘

Attack the OS




How to attack the ATM?
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Network access?
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How to attack the ATM?

Network access?

*% SHODAN

NCR Seli-Service

1-10 of about 613 for NCR Self-Service

119.154.147.211
PTCL

0§ omatas (@) HackerTarggt
BUNTOR
37.195.119.5 OPEN
Novotelecom Ltd HCR SOURCE
NOBS
-

SCANYOUR STUFF NOW

137-195-119-5.novotelecom.ru

sCan your

217.8.33.214
Somoncom IP Networks MCR

website
with

91.190.85.138




How to attack the ATM?

Attack the OS

CCC 2013
“Electronic bank robberies”
Boot ATMs from USB
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ATM system design

CEN/XFS Device Classes

The following device classes are defined by the CEN/XFS specification:

« I3 Printers and Scanners (Ptr)

. — |

CEN/XFS (eXtensions
for Financial Services)
provides a standard set

of APIs that can be
used by Windows
applications to operate
the ATM peripherals

« PP Identification Card Units (Idc)

o |o|, Cash Dispensers (Cdm)

« iiT Personal Identification Number Keypads (Pin)
. @ Check Readers and Scanners (Chk)
« []' Depository Units (Dep)

o [] Text Terminal Units (Ttu)

« B Sensors and Indicators Units (Siu)
s 4. Vendor Dependent Mode (Vdm)

« @ Cameras (Cam)

* (&~ Alarms (Alm)

« (L]l card Embossing Units (Ceu)

o || Cash-In Modules (Cim)

« [] card Dispensers (Crd)

« llll Barcode Readers (Bcr)

. ltem Processing Modules (Ilpm)




ATM system design

. — |

CEN/XFS (eXtensions
for Financial Services)
provides a standard set

of APIs that can be
used by Windows
applications to operate
the ATM peripherals

Operating System

Windows-based application

XFS APIs

XFS Manager

XFS SPIs

XFS Service Providers

ATM peripheral

Vendor
Independent

Vendor
Dependent

@



ATM system design

95% of ATMs was running Windows XP in January 2014

(NCR, 2014)




ATM system design
“How will you approach the Windows XP end-of-support?” l
(KAL 2013 - ATM Software Trends & Analysis)

Other
- 1%
No ?EP‘I!: fon ‘ We will only change from
\ Windows XP when we
absolutely have to change.

23%
We would like to have
the choice of running a
non-Microsoft operating
system (e.g., Linux), ——_

Q%
We will need to begin
migrating to Windows
7 or 8 now or within the
We will need to complete our next two years.
upgrade to Windows 7 or 8 30%
within the next two years.

20%
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Where to start?

Big Tlme Dealc'v |
BigiTime'sS. IS¢

FEBRUARYhﬂs‘h
PACKAGEH - &
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| .24 "Buy now
|




Where to start?

*eCennox

Home NCR Parts ~ Wincor Paris v Diebold Paris v Contact Us ** SPECIAL OFFERS ** v

Pick a currency| GBP v

Home NCR Parts =>NCR-Complete-Machines Page 1 of 1

NCR Parts srowse: | Alltems .

*gCennox
" Cennox

ki ‘
r g 3

*€Cennox

dii | ===

NCR 5886 BNA Machine
NCR




ATM delivery 101
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ATM dehvery 101




Let’s get started




Physical access?




Physical access?




Physical access?




Physical access?




Physical access?

bl




Physical access?




Running the ATM

Prai fdvanced

Systen Ouerview

BIOS SETUP UTILITY
PCIPnP Boot Security (

NCR BIOS 5.5.6.0
AMIBIOS

Uersion :08.00.15

Uperating System not found
2%ild Date:05/18/09

:0ABKJOS6

Processor

Intel (R) Core(TM)2 Duo CPU

Speed :2133MHz
Count )

System Memory
Size :2024MB

Systen Time [20:59:22]
Systen Date [Wed 01/22/2014]

v02.61 (O)Copyright 1985-2006, American Me




Running the ATM

BIOS SETUP UTILITY

Advanced PCIPnP Boot Security

Systen Ouerview

NCR BIOS 5.5.6.0
AMIBIOS
Uersion :08.00.15

Uperating System not found

Processor

Intel (R) Cq

Intel Attack failed

System MenOI'U
Size :2024MB

Systen Time [20:59:22]
Systen Date [Wed 01/22/2014]

v02.61 (O)Copyright 1985-2006, American Me




ATM Forensics 101

Using openly available forensic toolkits we managed to
recover the majority of the original hard disk content.

A Active@ Partition Recovery for Windows Enterprise

G Back E E QuickScan u SuperScan

Recover

8| ocal System Devices (1| 2/ winos (5:) | =3 Superscan [100%] |
el rﬂ Win0S5 (5:) [Bad] Mame - Size Created Modified Accessed/Deleted Attributes  ID =
» [ sextend [ Application Startup 2014-01-1012:20:26  2014-01-1012:20:26  2014-01-10 123201 1016 35
£ Config.Msi () ATMAD 2014-01-1011:53:06  2014-01-1011:53:06  2014-01-13 01:2045 3792 ES
4 [_J Documents and Settings ] Common Files 2012-03-1215:51:43  2014-01-1011:39:08  2014-01-1301: 522 35
» (O FrAgent ] ComPlus Applications 2012-03-1215:58:28  2012-03-1215:58:28  2014-01-1012: 596 EL]
3 NCRLogs || E) CrossTec 2014-01-1011:52:37  2014-01-1011:53:03  2014-01-1012: 489 35
» £ PNPDRVRS £ Inside Out Networks Watc... 2012-03-1216:09:43  2012-03-1216:09:43  2014-01-10 12:18:47 597 35
4 ) program files (] InstallShield Installation Inf... 2012-03-1216:08:48  2012-03-1216:1145  2014-01-10 12:1847 H 599 EL]
£ Application Startup ] Intel 12-03-1216:08:52  2012-03-1216:08:52  2014-01-1012:25:32 603 35
» 1 ATMAD (2] Internet Explorer 2012-03-1215:5802  2012-03-1216:2415  2014-01-10 12:18:47 505 ES
» (2 Common Files ] Messenger 2012-03-1215:58:07  2012-03-1215:58:07  2014-01-10 12:18:47 611 EL]
£ ComPlus Applications 2] microsoft frontpage 2012-03-1216:46:36  2012-03-1216:16:36  2014-01-1012:25:33 612 35
» 3 CrossTec (] MicroTouch 2012-031216:13:18  2012-03-1216:1318  2014-01-10 12:18:48 615 EL]
» [ Inside Out Networks Watchport 1 Movie Maker 2012-03-1215:50:40  2012-03-1215:5940  2014-01-10 12:18:48 629 EL]
» £ InstaliShield Installation Information 23 MsN 2012-03-1215:57:58  2012-03-1215:57:58  2014-01-1012:25:33 634 35
» £ Intel L ||| 3 MSN Gaming Zone 2012-031215:58:05  2012-03-1215:5805  2014-01-10 12:18:48 639 35
¥ C Intemet Explorer ] MSXML 4.0 2014-01-101213:40  2014-01-1012:1340  2014-01-10 12:35:34 27400 ES
(3 Messenger ] NCR 2014-01-1011:57:06  2014-01-1011:57:06  2014-01-1012:18:52 25230 ES | |
¥ 0 microsoft frontpage 1 neraptra 2012-03-1216:07:40  2014-00-1012:27:08  2014-01-13 01:50:04 6 35
» £ MicroTouch ] NetMesting 2012-03-1215:50:05  2012-03-1215:5845  2014-01-1012: 824 EL]
» £ Movie Maker ) Muance 2014-01-10 12:08:23 2014-01-10 12:08:23 2014-01-1012: 25580 35
» 00 msN ] Online Services 2012-03-1215:58:15  2012-03-1215:5815  2014-01-1012: 825 35
» [ MSN Gaming Zone [ Outlook Express 2012-03-1215:50:03  2012-03-1215:50:14  2014-01-10 12:18:48 826 35
£ MskML40 ] PenMount Windows Unive... 2012-03121612:53  2012-03-1216:12:53  2014-01-10 12:18:48 827 ED
‘: Q NCR 1| £ Realtek 2012-03-1216:11:45  2012-03-1216:1145  2014-01-10 12:18:49 831 35 =
*  Datg/Time Event el

O 2014-01-24 22:07:43
© 2014-01-24 23:23:50
© 2014-01-24 23:23:50
© 2014-01-24 23:23:50
D 2014-01-24 23:23:51

Device SuperScan completed

33 object(s)

Volume projected [NO MAME] (FAT, 109 MB, Integrity Status: Bad, Start sector: 21,550,308 Sectors: 223, 6584)
Volume projected [WinOS5] (NTFS, 149 GB, Integrity Status: Bad, Start sector: 2,048 Sectors: 312,497 951)
Volume projected [WinOS] (NTFS, 146 GB, Integrity Status: Bad, Start sector: 6,293,488 Sectors: 306,206,511)

Folder: 5:'program files\NCR Contains: 1 subfolder(s), 0 file(s)

SupeScan results successfully saved to: ZANVISO\Recovery\WDC WD16 02ABKS-18NBAD USE Device SuperScan [2014-01-24 22-02-05].scn




ATM Forensics 101

(&) NCR APTRA

| Statement \ Withdrawal ’

. Balance l l Deposit .

Accoumt

‘ ‘ Transfer ‘ More eee .

Sweet... But | don't have a bank back-end (yet)

@



Software engineering 101

EURCPEAN COMMITTEE FOR STANDARDIFATION
COMITE EUROPEEN DE NORMALISATION
- EUROPAISCHES EOMITEE FUER NOEMUNG

WORKSHOP CWA 14050-1
AG REEM EN T November 2000

ICS5 35.200; 35.240.15; 35.240.40

Extensions for Financial Services (XFS) interface specification -
Release 3.0 - Part 1: Application Programming Interface (API) - Service
Provider Interface (SPI); Programmer's Reference

®




Software engineering 101

EUROPEAN OOMMITTEE FOR STANDARDIFATION
COMITE EUROPEEN DE NOEMALISATION
- EUROPAISCHES EOMITEE FUR WOBMUNG

WORKSHOP CWA 14050-5
AG REEM ENT November 2000

ICS 35.200; 35.240.40

Extensions for Financial Services (XFS) interface specification -
Release 3.0 - Part 5: Cash Dispenser Device Class Interface

®




Software engineering 101

e CAAWINDOWS\system 32emd.exe

C:sDocuments and SettingsslsersDezktop*ATHDizpenser.exe
ATH Dispenser vA.1 hy Erik Uan Buggenhout
Thiz PoC executable will wse the ®FS standard to perform an ATH

Uzage: <TOTALAMOUMNT > <CASSETTE1-NOTES»> <CASSETTEZ-HNOTES>

Totalamount: Total amount to bhe dispensed <e.gq. 158>
Cassettel—MHotes: Mumbher of notes from cassette 1 (loaded
Cassette2—Motes: Mumber of notes from cassette 2 (loaded

Dizpense will only succeed if the denomination is correct (e.g.
UR and 2=58 EUR>.

C:=“Documents and Settings“User~Desktop>_

cash—-out in EUR.

with 18 EUR>
with 58 EUR>

158 EUR = 5=18 E




Software engineering 101

DEMONSTRATION
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Conclusion

Modern ATMs are standard, Windows-based, computers full of money

Developing ATM “malware” is a piece of cake

Highly interesting target, protection is required!

Patch management (No WIN XP)
Application whitelisting
Network segmentation
Disk encryption

Protect the BIOS




