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Vendor Pitch-Free Zone 
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> Today’s challenges 



Software developers around the world 
~ Evans Data 

22M
Source: https://evansdata.com/reports/viewRelease.php?reportID=9



Lines of code written by developers 
every year ~ CSO Online

111BN
Source: https://www.csoonline.com/article/3151003/application-development/world-will-need-to-secure-111-billion-lines-of-new-software-code-in-2017.html 



Exploitable Security Bugs in every 50 000 
Lines of Code 

1 to 4
Source: StackOverflow



Security incidents result from defects in 
the design or code ~ DHS

90%
Source: https://www.us-cert.gov/sites/default/files/publications/infosheet_SoftwareAssurance.pdf



Of data breaches caused by software 
vulnerability ~ Verizon

21%
Source: Verizon, Data Breach Report, 2018 (but in there the last 10 years)



of newly scanned applications had SQL 
injections over the past 5 yrs ~ Cisco

1 in 3
Source: Cybersecurity as a Growth Advantage, Cisco, 2016





> How did we end up here? 



AppSec in 2000

Corporates had a branding website, the
Internet was mostly for geeks

> AppSec was virtually non-existent in corporate world

> Hacking was focussed on exploiting infrastructure 
vulnerabilities (bof, race conditions, fmt str*)

> Research on first web app weaknesses

> OWASP started and Top 10 released!

> Penetration testing was black magic



F**k it. We’ve got bigger problems (Y2K) 
than worrying about Application Security



AppSec in 2010

Companies started offering web-based services; 
Web 2.0 and Mobile are new

> Penetration testing was THE thing

> Web Application Firewalls will stop everything

> Paper-based secure coding guidelines

> Static Code Analysis Tools (SAST) emerge



Monthly data breaches, 
Hackers everywhere, 
Privacy, GDPR, PCI-DSS, HIPAA
Putin



AppSec in 2018

Everything runs on software. 
Cybersecurity & AppSec are hot topics. 

> SAST is still here… 

> Runtime Application Security Protection (RASP)

> Dynamic Application Security Testing (DAST)

> Interactive Application Security Testing (IAST)

> Crowd-Sourced Security Testing (CSST?)

> DevSecOps is getting traction
- Containerisation
- Integrating security and ops into dev
- Security pipelining

> SHIFT Left



AppSec in 2018

Challenge - Pen-testing mostly sucks

DevelopersSecurity Experts



AppSec in 2018

Challenge - “Black Hole” of security knowledge



The current “black hole” of security knowledge

SECURITY EXPERTS 
TEST AND FIND 

VULNERABILITIES

DEVELOPER FINDS 
WAY TO FIX THE 

PROBLEM

KNOWLEDGE 
DISAPPEARS INTO A 

BLACK HOLE

SIMILAR 
VULNERABILITY 

REAPPEARS

TO
O

LS



We’re failing in Learning from Our Mistakes



AppSec @ Work



SHIFT  START left

Scale and Make an Impact as an AppSec Pro



> Where does 

enforcing coding guidelines 

come in? 



Developer 1



Coding guideline 



XXE 
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Preventing XXE 
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Preventing XXE 

Secure coding guideline
On DocumentBuilderFactory

call setFeature with these parameters

before calling newDocumentBuilder



Developer 2



Coding guideline 



Coding guideline 

Secure coding guideline
On DocumentBuilderFactory

call setFeature with these parameters

before calling newDocumentBuilder



Coding guideline 

Secure coding guideline
On DocumentBuilderFactory

call setFeature with these parameters

before calling newDocumentBuilder



XXE 



XXE 



XXE 



Preventing XXE 



SDLC

Train Develop Build Test Deploy



Security started as part of software testing

Train Develop Build Test Deploy

Pen testing
Code analysis

Breaches



Shift left

Train Develop Build Test Deploy

Code analysis
Pen testing

BreachesCode analysis
Code review



Keep shifting left?

Train Develop Build Test Deploy

Code analysis
Pen testing

BreachesCode analysisCode analysis?



Code analysis

doGet
request.getParameter

User input

isAuthorized
user.hasRole

readXML
factory.newDocBuilder

Train Develop Build Test Deploy
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Code analysis

doGet
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Code analysis

doGet
request.getParameter

User input

isAuthorized
user.hasRole

Train Develop Build Test Deploy

Day 4

readXML
factory.setFeature

factory.newDocBuilder



Keep shifting left?

Train Develop Build Test Deploy

Code analysis
Pen testing

BreachesCode analysis
Code review

Code analysis?

Coding 
guidelines
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Code analysis
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> Other advantages for coding guidelines 



Scalable

doGet
request.getParameter

User input

isAuthorized
user.hasRole

!

readXML
factory.newDocBuilder



Scalable

User input
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Scalable

User input

readXML
factory.newDocBuilder

!



Uniformity

User input

readXML
factory.newDocBuilder



Protect from future use

User input

readXML
factory.newDocBuilder

2 months later



Protect from future use

User input

readXML
factory.newDocBuilder

2 months later

!



Protect from future use

User input

readXML
factory.setFeature

factory.newDocBuilder

2 months + 1 day?



> Final case for tool-based support



You



Coding guideline 

Secure coding guideline
On DocumentBuilderFactory

call setFeature with these parameters

before calling newDocumentBuilder

?



Coding guideline 

Secure coding guideline
On DocumentBuilderFactory

call setFeature with these parameters

before calling newDocumentBuilder




