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Building a resilient Industrial Control System (ICS)

1: From ICS to Critical National Infrastructure
2: The nature of the problem

3: Building a resilient ICS network
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1: From ICS to Critical National Infrastructure

“To know your enemy, you must become your enemy.”
— Sun Tzu
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.+ A critical view of ICS — important definitions

* The buzz word: SCADA security

* Industrial Control Systems are often referred to in the media as “SCADA,” which
is both inaccurate and misleading

* Industrial network is most typically made up of several distinct areas:
* Business network or enterprise
* Business operations
e A supervisory network
* Process and control networks

* SCADA or Supervisory Control and Data Acquisition is one piece of the
Supervisory Network

* Industrial Network is any network operating some sort of automated control
system that communicates digitally over a network
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. A critical view of ICS - Typical ICS Infrastructure
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*, »

IEDs/PLCs

. e J




EXCELLENCE AS STANDARD

:: A critical view of ICS - Main Components

* PLC: Programmable Logic Controller

* Digital embedded computer used for automating the function of
electromechanical processes such as controlling factory assembly lines

* PLC are designed for multiple inputs and outputs arrangements.
* Programs are generally stored in non volatile memory

e Automation or automatic control

* Use of control system to control equipment, processes in factorys, boilers and
heat treating ovens, aircraft and other applications with minimal or reduced
human intervention




EXCELLENCE AS STANDARD

:: A critical view of ICS - RTU

e RTU: Remote Terminal Unit

* Purpose-built controller designed for specific applications
* Water Quality Analyser
* Flow Calculators
* Pipeline Leak Detectors
* Tank Gas Emission Control
e Boiler Control
* Gas Quality Analysers
* Etc.
* Pre-configured for specific purposes. Generally performs limited control
function
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:: A critical view of ICS - IEDs

* |ED: Intelligent Electronic Devices

» Specific controllers that are used in the Electric Power industry, can sense
variations in voltage, current, or frequency

* They can raise or lower voltage levels in order to maintain the desired level or
signal disconnect switches to break open the line to save the rest of the grid
due to a surge or large swing in voltage, current, or frequency

* Main Functions
* Protection

e Control
* Monitoring
* Metering

e Communication
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A critical view of ICS - Data Historian

* Architected to efficiently gather and disseminate plant data (typically
temperature, pressure, level, flows) from a variety of plant systems (dcs, plc,
scada, etc.) to form a complete context of manufacturing situation.

* Due to their excellent analytical capability, historians can be used for the short
term, but excel at managing over a longer time horizon

* Wide range of capabilities including finding patterns in the data for root cause
analysis. Can easily download information into spreadsheets for further

analysis

* Historians can be used as a standalone plant system or function across the
entire company to easily enable enterprise-wide benchmarking



Road condition sensor
Magnetic sensor

Vehicle distance sensor
Forward obstacle sensor
Blind spot monitoring camera
Drive recorder

Side obstacle sensor

Air pressure sensor
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Inside door lock/unlock

10.Rear obstacle sensor

11.GPS sensor
12.Airbag

13.Road-to-Vehicle/Vehicle-to-
Vehicle communication system

14.Rear view camera

15.Water repelling windshield

16.Seatbelt pretensioner

17.Driver monitoring sensor

18.Heads-up display

19.Steering angle sensor

20.Electronic control throttle

21.Electronic control brake

22.Fire detection sensor

23.Vehicle speed, acceleration

sensor

24 .Collision detection sensor

25.Pedestrian collision injury
reduction structure

26.Electronic control steering

27.Message display system

28.Hands-free system
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:: A critical view of ICS — From components to National Infrastructure

SMART GRID il
Demand management
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A critical view of ICS — Who do we blame?

*Responsibilities:

must maintain the highest trust levels in the system,
who must have clear paths for directing demand

signals to the supplier base and who expect a highly
responsive supply chain feedback loop.

*Responsibilities:

must manage Tier |l suppliers, assure
production quality and guard against
counterfeits entering the system.

*Responsibilities:

must manage Tier |l suppliers, assure
production quality and guard against
counterfeits entering the system.

UNIVERSITY OF
& MARYVIAND

R&ERT H.SMITH

SCHOOL OF BUSINESS

Cyber Supply Chain Actors

*Responsibilities:

prepare concepts of operation (Con Ops) and who
determine Quality of Service (QOS) and Supplier
Performance Monitoring Standards.

Operators/ Policy
Users Developers

Network Acquisition
Providers Specialist

Hardware/
Component Integrators
Developers

Software
Developers

*Responsibilities:

manage software pedigree, code integrity,
and kernel evaluation assurance levels and
try to carefully screen human or viral
threats to their processes.

© Robert H. Smith School of Business University of Maryland and SAIC

*Responsibilities:

seek to embed federal acquisition
regulation (FAR) changes into procurement
contracting in pursuit of greater supply
chain assurance.

*Responsibilities:

who act as Tier | coordinators of cross-
vendor products and services and who seek
common criteria for evaluation of Tier Il
suppliers and more secure cross-vendor
transaction/communication platforms.

SAIC.

From Science fo Solufians
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Building a resilient Industrial Control System (ICS)

1
2: The nature of the problem
3:

“If you know the enemy and know yourself, you need not fear the result of a hundred battles. If you
know yourself but not the enemy, for every victory gained you will also suffer a defeat. If you know
neither the enemy nor yourself, you will succumb in every battle.” Sun Tzu
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:» Threat landscape

PROGRAMMABLE LOGIC CONTROLLER (PLC) THREAT LANDSCAPE

How can an attacker take advantage of weak security around a PLC? r 'O POLICIES

r -O HARDWARE

------- O PEOPLE
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* Threat landscape

P 4 L~ Wireless Car-to-X network
Smart Grid P N\ e >&_——  DSRC 802.11p, WiFi,
= WIMAX, Multiple 3G/LTE

Smart Phone
Networking
Internal WiFi,
Bluetooth, NFC

Y

New Internal
Networking: Ethernet,
IP. Low Power
Wireless

Smart Device and
Sensor
Networking
Internal WiFi,
Bluetooth, NFC

Intelligent Central
Gateway (Cisco CAP)

© 2010 Cisco and/or its affiliates. All rights reserved Cizco Pubilic
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.. Can we build resilient ICS?

Looking back:

Between 2001 -2014, 80-90% of attacks originated from external sources
* In 60% of cases attackers are able to compromise an organisation within minutes.
* 75% of attacks spread from Victim-A to Victim-B within one day (24 hours).

* Inthe 2013 DBIR by Verizon, phishing was associated with over 95% of incidents
attributed to state sponsored actors

e For two years running, more than two-thirds of incidents that comprise the Cyber-
Espionage pattern have featured phishing

45.1 days
Web-based attacks (hackers)

SOURCE: Ponemon, p. 14

65.5 days

Malicious insider attacks

49.8 days

Malicious code attacks
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:: Can we build resilient ICS?

Looking back...

* 99.9% of the exploited vulnerabilities were compromised more than a year after
the CVE was published

» 70-90% of malware samples are unique to a single organization

e 84% of criminal activities are related to botnets

I publish date DBIR 2015
‘99 ‘00 ‘01 ‘02 ‘03 ‘04 05 ‘06 ‘07 ‘08

09 10 11 12 13 14
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Count of exploited CVEs in 2014 by CVE
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:: Who is the adversary?

THE BUSINESS OF CYBERCRIME

Bank Accounts
Quality Assurance Hosting Botnet Rentals Money Mules Consulting
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:: Who is the adversary?

APT-28 targeting defense and military organizations with updated tools

Sofacy (also known as "Fancy Bear”, "Sednit", "STRONTIUM" and "APT28") is an advanced threat group that has been active since around
2008, targeting mostly military and government entities worldwide, with a focus on NATO countries. More recently, we have also seen an
increase in activity targeting Ukraine.

Threat L 1
APT—ZB @ BIO Timeline Associations Incidents

Atimeline of incidents linked to 'APT-28". Click and hold the timeline to scroll, mouse wheel can be used to zoom infout. Click an incident to view more details below.

@Q aQ < >
Pawn Storm alleged to have
targeted MH1T7 |
I
APTZ28 exploited zero-day Adobe moves to address APT-28 alleged to have
CVE-2015-2424, a critical Flash Play added list of Turki
I
FireEye Suggests Fraudulent EFF domain APT-28 targeting defense Targeting of government,
TV5Monde Aftack Attribute used to exfiltrate d and military orga private sector co
June July August September October November December January February March Apri
2015 | 2016

2018 2016
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Building a resilient Industrial Control System (ICS)

1:
2:

3: Building a resilient ICS network

“If you know the enemy and know yourself, you need not fear the result of a hundred battles. If you
know yourself but not the enemy, for every victory gained you will also suffer a defeat. If you know
neither the enemy nor yourself, you will succumb in every battle.” Sun Tzu
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:» 3 — Building resilient ICS

Definition:
« The business understands the impact of a potential cyber-attack

« The business knows the steps required to prevent, survive and recover from
such an attack

 The business understand its real threat model

« It's bringing people, technologies and policies together to prevent cyber attack
disrupting the course of operations

 It's the ability for a business to recover after a successful attack whilst keeping
the impact of such an attack to the minimum



:: 3 — Building resilient ICS

Which one do we care about?
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.. Holistic Cyber Security

360 Degree Cyber Security

Defend (MSS) Detect & Respond

Managed Security Services

Network Operations
Centre (NOC), Managed

iiiirlii Tiihniiiii i

Security Operations
Centre (SOC), N-CERT,
Incident Response,

HoneyTraps
Research & :
Innovation
Development
Define Assurance

Threat Intelligence, Identify vulnerabilities in
Governance, Risk
Management, Compliance,
Assessment, Measurement,

Professional Services



- Resilient ICS — Define

The ASSET

* Physical components
« The people
* The processes

System under
evaluation

Performs Crilical
Function(s)




- Resilient ICS: Define

Managing your asset:

e Asset and network discovery and mapping
* Understanding your cyber risk posture

* Know your real threat landscape

* Mapping assets to vendor relationships

* Know your external threat landscape and understanding how to recognise if you are
being targeted through comprehensive

* Global threat intelligence, correlation, and analysis capabilities

* Educate users

* Reduce the impact of attacks

* Have a business continuity model fully tested and implemented



. Threat Intelligence

NETTITUDE'S ADVANCED CTI PROCESS FLOW

- ™
THREAT INTELLIGENCE STAR TESTING

THREAT SCENARIOS INCIDENT

@ . RESPONSE
B: Identity Critical Systems MATURITY

ASSESSMENT

Identity primary security around assets of value

(IRMA)
l SCENARIO STAR TESTING
CREATION
A: Objectives & Goals @ ™ Phase 1 - Initail

Threat Intelligence scenarios (infiltration)

INCIDENT
Threat a_ctors/ T RESPONSE
profiles REVIEW

Define scope,
purpose &
deliverables

Detection
T containment,

response

STAR TESTING and recovery

SCENARIO
CREATION Phase 2 - Testing
Phase 2 - Advanced (actions on

C: Data Sources

PROPRIATORY COMMERCIAL/ : o
SOURCES REGULATORY eEflanos target/ impact)

OPEN SOURCES tomer IR or SOURCES
SEIM events,

CLOSED SOURCES

custom honeypots)

KEY AND PROCESS DESCRIPTION

PHASE 1 { PHASE2 | PHASE3
1 - Define the objectives & goals for the threat intelligence work : 7 - Use the inside intelligence to update the threat actor capabilities, ! 10 - Conduct Incident Response Maturity
2 - Identify & score the assets of value infrastructure and technology knowledge Assessment (IRMA)

3 - Determine the appropriate & relevant data sources to use . 8- Re-evaluate & update the scenario's created :

4 - Identify & model the threat actors and threat surfaces {9 - Perform the 2nd stage simulated attack against the main

5 - Create & build scenarios for Initial Entry into the target objectives within the organization targeted

organization/network/3rd parties/people
6- Conduct STAR simulated scenario testing and continue to
gather inside intelligence
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:: 3 — Threat actors!

IDENTITY (CAPABILITIES)

Identifier Identity

Name Individual or group
(public and internal)

Confidence Level
Grading of intelligence

Profile Sensitivity
Handling requirements

Infiltiration Risk
Level and distance Overall risk level
from source

Target Geographies
Known areas of
operation/ interest

Associations
Known links &
previous collaborations

Campaigns
Previous, current &
level of participation

Geography

Known location(s)

Industry Sectors

Focus areas of
known interests

Explains: The threat potential

A subset of the attributes gathered

THREAT ACTOR
ATTRIBUTES

STIMULUS (GOAL ORIENTATION)

Objectives & Goals

Desired impact

Motivation
Drivers for acting

Intent Likelihood

Accidental or deliberate Level of activity observed

Reputation
Current and historically

Characteristics
Behaviors & conduct

Explains: The existence & potential seriousness of the threat

MODUS OPERANDI
(ATTACK MEANS & METHODS)

Infrastructure

C2, domains &
malware samples

Technical Skills

Methods for persistence,
exfiltration & remote
access

Known Approaches
Social engineering

& hacking

Exploits
Known use (zero days)

Kill Chain Knowledge

How well is each stage
understood?

Explains: How and what the threat activity will look like
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.: 3 —Understanding your threat actors!

ADVERSARY
« Threat Actor
« Threat Group

SOCIAL-
POLITICAL
« Motivation

« Intent
» Cause

INFRASTRUCTURE
+ Command & Control CAPABILITIES
+» Domains/URLs/IPs » Sophistication
« Malware
« Avoidance & Stealth

« Persistence

META FEATURES

= Timestamp (when)
» Phase (Kill chain mapping)

o TECHNICAL

« Coding

* Result (why - impact and outcome) ’ PrOtO,COI,S ,
+ Disection (where) » Exploitation Techniques
* Methods

» Methodology (how)
* Resources (what)
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. Detect and Respond

PYRAMID OF PAIN
Understanding the disruption caused when technical attributes are actively defended

A Ll

Challenging
R N\ Annoying

IP Address

Hash Values

SOURCE: DAVID ). BIANCO, PERSONAL BLOG
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- 3 — Needle in a haystack — data analysis
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Prioritise!

* Protecting all assets is not always possible
« Buying the right product is very important
« Address your threat

« Work with specialist groups

End pointprotection _________|P1_|P2_|P3__|Pn._

Signature based detection

Scan every email and check any associated link
Keep a hash for known file and sandbox any other file

CPU inspection level

Allow known files to run and block unknown files
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. Assurance

Validate your security and assess your response maturity level

* Traditional penetration testing is quite focussed:
e Restricted to a particular system and methodology
* Based on the target organisations internal security concerns
* The STAR approach aims to address a lot of these weaknesses:
Includes TI, PT and IR
Any system is potentially in scope
The methodology is based on real world scenarios gleaned from TI
e Addresses actual threats, based on Tl, rather than perceived threats
* Importantly — IR is ‘baked in” and measured
e STAR testing aims to be more advanced, more inclusive and more realistic
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:» Holistic Cyber Security

360 Degree Cyber Security

Defend (MSS) Detect & Respond

Managed Security Services

Network Operations
Centre (NOC), Managed

iiiirlii Tiihniiiii i

Security Operations
Centre (SOC), N-CERT,
Incident Response,

HoneyTraps
Research & :
Innovation
Development
Define Assurance

Threat Intelligence, Identify vulnerabilities in
Governance, Risk
Management, Compliance,
Assessment, Measurement,

Professional Services
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Thank You

0345-5200085 | jpagnadisso@nettitude.com | www.nettitude.co.uk
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