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Road to releaseOWASP Top 10 RC1





Criticism – valid and invalid

• “Not OWASP like”
• The new additions A7 Insufficient Attack Protection and A10 

Underprotected APIs boiled down to “failure to buy a tool” 
• From a vendor who sets the standard
• From a vendor who owns the tool type market

• John Steven and others had ontological issues with the mix of 
both controls and vulnerabilities (“Define vulnerability. Is that a 
vulnerability?”)

• Others had problems with the data quality

• Showed us people really care about the OWASP Top 10!



The community called 
for change!

AppSec USA 2017 Keynote by Jim Manico and John Steven

“Make the OWASP Top 10 Great Again”



Leadership

• Dave Wichers and Jeff Williams stood down

• Handed it over to Andrew van der Stock

• Immediately appointed co-leaders

• Neil Smithline (participated since 2004)

• Torsten Gigler (German translator since 2010)

• And the team added … Brian Glas (data geek)



Data Call

• Need data for 2016

• Need qualitative survey data for two replacements for A7 and A10

• Brian Glas designed the new survey

• 500+ responses

• Obtained a great deal more data, including from HPE (Fortify), 
Veracode, CheckMarx, BugCrowd, and Synopsys. Over 114,000 apps 
form data set.



Data Call 
Summary



Ordering

• We ordered in risk (impact x 
likelihood), which means CVSS x 
(survey | data)

• Represents our best understanding 
of 2017 issues



GitHub

• Everything is in GitHub

• Open: Moved to GitHub 

• Open: Data and analysis

• Traceable: Issues

• Translatable: Markdown



OWASP Top 10 2017What’s new



OWASP Top 10 2013  2017
OWASP Top 10 - 2013  OWASP Top 10 - 2017

A1 – Injection  A1:2017-Injection

A2 – Broken Authentication and Session Management  A2:2017-Broken Authentication 

A3 – Cross-Site Scripting (XSS)  A3:2017-Sensitive Data Exposure

A4 – Insecure Direct Object References [Merged+A7] ∪ A4:2017-XML External Entities (XXE) [NEW]

A5 – Security Misconfiguration  A5:2017-Broken Access Control [Merged]

A6 – Sensitive Data Exposure  A6:2017-Security Misconfiguration

A7 – Missing Function Level Access Contr [Merged+A4] ∪ A7:2017-Cross-Site Scripting (XSS)

A8 – Cross-Site Request Forgery (CSRF)  A8:2017-Insecure Deserialization [NEW, Community]

A9 – Using Components with Known Vulnerabilities  A9:2017-Using Components with Known Vulnerabilities

A10 – Unvalidated Redirects and Forwards  A10:2017-Insufficient Logging&Monitoring [NEW,Comm.]



OWASP Top 10 2017

• A1:2017 Injections 

• A2:2017 Broken Authentication

• A3:2017 Sensitive Data Exposure

• A4:2017 XXE

• A5:2017 Broken Access Control

• A6:2017 Security Misconfiguration

• A7:2017 XSS

• A8:2017 Insecure Deserialization

• A9:2017 Using components with 
known vulnerabilities

• A10:2017 Insufficient Logging & 
Monitoring







A1:2017 Injections

• SQL injection

• NoSQL injection

• OS Command Injection

• LDAP Injection

• <insert injection here>



A2:2017 Insecure 
Authentication

• NIST 800-63 Alignment

• Two factor authentication

• Anti-automation

• Credential Stuffing

• Brute forcing and dictionary attacks



A3:2017 Sensitive Data 
Exposure

• Focuses on data breaches

• Sensitive, private, health, financial data

• Aligned with GDPR and privacy laws



A4:2017 XXE

• NEW FOR 2017!

• One of the most under-tested issues

• … but only new issue that had sufficient data

• Learn, test, report, fix!



A5:2017 Broken Access 
Control

• Insecure Direct Object 
Reference (IDOR)

• Force browsing

• Presentation layer access control

• Controller (“function”) layer access control

• Model layer access control

• Domain access control – business logic



A6:2017 Security 
Misconfiguration

• S3 buckets, MongoDB, etc.

• Directory listings

• All the passive findings

• Risk rate as per the sensitivity! 



A7:2017 XSS

• All your old favorites!

• Now with extra focus on DOM XSS

• Reflected XSS

• Stored XSS



A8:2017 Insecure 
deserialization

• New for 2017 (Community)

• Deserialization discovered – and this section 
written - by Chris Frohoff and Gabe 
Lawrence (!!)

• Learn, Test, Report, Fix!



A9:2017 Known vulnerable 
components

• It’s still here!

• Automatically report with CI/CD dependency 
checkers

• Warn if outdated, break if vulnerable

• Let’s see if we can retire this in 3 years!



A10:2017 Insufficient 
Logging and Monitoring

• NEW for 2017 (Survey)

• Average time to discover pwnage: > 190 days

• Usually reported by external third party

• Usually costs > $1m and often a lot more

• This is a missing or ineffective control. 

• Testing for this is pretty straight forward – talk 
to your operations team or look in your SIEM

• Detected?

• Would action be taken?

• Would escalation have occurred?

• Minimize time to detect and respond 



Time to upskill and continuously improve

• OWASP Top 10 2017 is different

• Update skills

• Update test plans

• Update tools

• Update scan policies

In particular, A3, A8 and A10 are 
very different. No tool can 
adequately capture all 10 risks



Get ready for 2020

• Get ready for the next release!

• Look at the data we collected 
this time around 

• It’s 2018 already. Start 
automating that data collection!

• Please consider donating your 
stats to OWASP!



Thank you!
And thanks to Andrew van der Stock who contributed the presentation material.
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