
Working with

Cyber PREVENT;

#CyberChoices

Preventing individuals from becoming involved in 

cyber dependent crime
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Working with

Cyber Prevent Aims

To deter individuals from getting involved 
in cyber dependent crime, and prevent re-
offending

To understand behaviours and 
motivations behind offending.

To promote legal and ethical use of 
skills, including opportunities in 
cybersecurity
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Working with

Cyber Prevent Objectives Today

Raise awareness of what the law says

Inform of the consequences of 
breaking the law

Promote places to go to develop 
skills legally
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Working with

Cyber Enabled Crime

Cyber Dependent Crime
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Working with

Understanding Behaviours

Cyber Dependent Crime

http://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwix0NLzmoLYAhWCTxoKHWwGCHQQjRwIBw&url=http://www.wikiwand.com/en/National_Crime_Agency&psig=AOvVaw3H-HaubCHCwiwhiYCF0k5J&ust=1513090338283882
http://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwix0NLzmoLYAhWCTxoKHWwGCHQQjRwIBw&url=http://www.wikiwand.com/en/National_Crime_Agency&psig=AOvVaw3H-HaubCHCwiwhiYCF0k5J&ust=1513090338283882


Working with

Based on NCA / NCCU debriefs:

• Average age of those arrested is ?

• Motivations – challenge rather than 
financial

• Wouldn’t commit traditional crime
• A common pathway identified

Why this audience?

17
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Working with

Video – Ollie’s such a 
clever boy…
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Working with

Pathways
Understanding the pathways for 
cybercriminals vs those in the 
cybersecurity professions
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Working with

Impact
Cyber crime is victimless… Isn’t it…?

Average price for a small business to clean up after a 
cyber-attack is £35k – Home Office Research

60% of small companies are unable to sustain their 
businesses over 6 months after a cyber attack –
US CSA

Small and medium sized businesses are hit by 62% of 
all cyber-attacks, about 4000 a day – IBM
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Working with

Impact
It wasn’t that harmful…
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Working with

Responsibility
With great power…
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Working with

Responsibility
Proceeds from purchase of DDoS tools/services, RATs, use of bot nets, sets of account credentials, and exploits 

- where does this money go?

In many cases the money is going to those at the top of Organised Crime Groups; it can be funding the same 
groups that conduct Human Trafficking, Modern slavery, fraud campaigns on the elderly and more.

This is just a new way for organised crime to make money.

Cyber

Drugs

Human Trafficking

http://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwix0NLzmoLYAhWCTxoKHWwGCHQQjRwIBw&url=http://www.wikiwand.com/en/National_Crime_Agency&psig=AOvVaw3H-HaubCHCwiwhiYCF0k5J&ust=1513090338283882
http://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwix0NLzmoLYAhWCTxoKHWwGCHQQjRwIBw&url=http://www.wikiwand.com/en/National_Crime_Agency&psig=AOvVaw3H-HaubCHCwiwhiYCF0k5J&ust=1513090338283882


Working with

Legislation;
The Computer Misuse Act 1990
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Working with

Section 1 – Unauthorised access to computer material

Causes a computer to perform any function with 
intent to secure access to any program
or data held in any computer.

‘The access is unauthorised’

R v Ryan Cleary, Jake Davis, 
Ryan Akroyd and Mustafa Al-
Bassam Southwark Crown Court 
32-20 months
CIA , FBI, Sony, Nintendo

Legislation;
The Computer Misuse Act 1990
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Working with

#cyberchoices -
Ryan
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Working with

Legislation;
The Computer Misuse Act 1990
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Working with

Section 2 – Unauthorised access with intent to 
commit or facilitate commission of further 
offences

Example; RAT 
software then used 
to commit 
voyeurism 

Shaun Turner
Peterborough Crown 
Court
Jan 2017 - 3 years 
imprisonment

S49 RIPA  SHPO 10 yrs

Legislation;
The Computer Misuse Act 1990
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Working with

Legislation;
The Computer Misuse Act 1990
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Working with

Section 3 – Unauthorised acts with intent to impair (or 
recklessness) operation of computer

DDOS Adam Mudd 
Apr 17 Old Bailey  
- 2 years 
Creator and 
admin for 
Titanium Stressor

Legislation;
The Computer Misuse Act 1990
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Working with

Section 3 – Unauthorised acts with intent to impair (or 
recklessness) operation of computer

Legislation;
The Computer Misuse Act 1990

Zain Qaiser
6 years 5 months
8th April 2019 Kingston Crown Court
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Working with

Legislation;
The Computer Misuse Act 1990
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Working with

Legislation;
The Computer Misuse Act 1990
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Section 3a – Making (adapt), supplying ( offer to 
supply) or obtaining articles for use in a 1-3 offence.

Section 3Za – Unauthorised acts causing or creating 
risk or serious damage ( human welfare or national 
security)

V’s

Legislation;
The Computer Misuse Act 1990
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Working with

Consequences

• A visit and warning from the Police

• Being Arrested

• Having your computer(s) seized and 

internet access restricted

• Paying a penalty or fine

• A significant prison sentence 

• A permanent criminal record could affect 

education and career prospects, as well 

as overseas travel.
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Working with

Consequences
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Working with

Section 1 up to 2 years and / or a fine

Section 2 up to 5 years and / or a fine

Section 3 up to 2 years and / or a fine

Section 3A up to 2 years and / or a fine

Section 3Za up to 14 years and /or a fine…

Unless there is serious risk or actual harm 
to national security or human welfare; in 
which case up to Life imprisonment

Consequences
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#cyberchoices - James

http://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwix0NLzmoLYAhWCTxoKHWwGCHQQjRwIBw&url=http://www.wikiwand.com/en/National_Crime_Agency&psig=AOvVaw3H-HaubCHCwiwhiYCF0k5J&ust=1513090338283882
http://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwix0NLzmoLYAhWCTxoKHWwGCHQQjRwIBw&url=http://www.wikiwand.com/en/National_Crime_Agency&psig=AOvVaw3H-HaubCHCwiwhiYCF0k5J&ust=1513090338283882
https://www.youtube.com/watch?v=iWc7ouQGobg


Working with

Now the Good Stuff 

Using Skills Responsibly

&

Opportunities
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Sooo… What CAN I do?
Where can I go to practice or find out more?
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Where can I go to practice or find out more?

Sooo… What CAN I do?
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Working with

Hacking  (but legally!)

Sooo… What CAN I do?
Where can I go to practice or find out more?
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Watch Report
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Watch Report
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Working with

Hacking  (but legally!)

‘Hack me’ / learning sites
There are dozens – search them out.

Caution – forums may contain bad actors

Sooo… What CAN I do?
Where can I go to practice or find out more?
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Working with

Hacking  (but legally!)

‘Hack me’ /  learning sites
There are dozens – search them out.

Sooo… What CAN I do?
Where can I go to practice or find out more?
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Hacking  (but legally!)

Virtual Machines

Build your own network and 
hack to your heart’s 

content –e.g. VirtualBox, 

Sooo… What CAN I do?
Where can I go to practice or find out more?

http://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwix0NLzmoLYAhWCTxoKHWwGCHQQjRwIBw&url=http://www.wikiwand.com/en/National_Crime_Agency&psig=AOvVaw3H-HaubCHCwiwhiYCF0k5J&ust=1513090338283882
http://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwix0NLzmoLYAhWCTxoKHWwGCHQQjRwIBw&url=http://www.wikiwand.com/en/National_Crime_Agency&psig=AOvVaw3H-HaubCHCwiwhiYCF0k5J&ust=1513090338283882


Working with

Opportunity
Typical Job search (Indeed Jobs);

“information security” UK 21,051
London 7,441

“cyber security” UK 3,873
London 1,686

“coding” UK 8,704
London 3,505

“software” UK 75,757
London 26,347
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Opportunity
You have options available to you: Game Developer
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Opportunity
You have options available to you: Cyber Security Analyst
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Opportunity
You have options available to you: White Hat
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Opportunity
You have options available to you: Law Enforcement plus many more
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Opportunity
A number of employers are setting up schemes to get people into 
cyber & tech careers
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Make the right #CyberChoices

vs
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Any Questions?

cyberprevent@ersou.pnn.police.uk
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