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“Post-Truth”
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Oxford	dictionary	2016	Word	of	the	Year



Post-truth
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Cognitive	hacking	(Cybenko	et	al.,	2002).	
Perception	management

Have	the	victim	carry	out	the	attack.
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Fake	News
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Discredit	a	Journalist
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Create	a	“Story”
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Fake	News	&	Cognitive	Hacking

• Is	fake	news	a	problem	for	security	
professionals?

• If	not,	who	owns	it?
• How	do	we	counter	it?
– Signatures	(plug-ins)?
– Reputation	analysis?
–ML	algorithm	response	changes?
– Stronger	authentication?
– Counter	attack?
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WEAPONIZED	INFORMATION

11



WI	defines	the	timing	and	delivery	of	
data	used	for	cognitive	hacking.

Weaponized	Information	(WI)
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Goals	of	Weaponized	Information

• Paralyze
• Demoralize
• Subvert
• Confuse
• Blackmail

Weaponizing	information	is	a	uniquely	21st
century	phenomena,	and	it	differs	from	

propaganda.
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Data	Fidelity

• We	know	about	“fake	news”,	“propaganda”,	
“disinformation”,	“alternative	facts”	are	
subsets	of	data	infidelity.

• Data	Fidelity	– the	data	entered	into	our	
systems	is	a	faithful	representation	of	the	
actual	data	created	and	the	context	in	which	
the	data	was	created	(encoding	problem).
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Data	Fidelity

• Is	data	fidelity	a	cybersecurity	problem?
– How	can	we	ensure	the	fidelity	of	data?
– If	we	include	context	what	variables	are	needed?
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Deception

• “Offensive	Deception	in	Computing””	2017,	(Avery,	Almeshekah	&	
Spafford)

• “Cyber	Coercion:	Cyber	Operations	Short	of	
Cyberwar”	(2015,	Flemming	&	Rowe)

• “Designing	Good	Deceptions	in	Defense	of	
Information	Systems”	(2004,	Rowe)

• “Cyber	Deception	via	System		Manipulation”	(2017,	Jones)
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Fake	Data

• How	do	we	secure	the	following:
– Data	encoding
– Data	manipulation
– Data	display	or	visualization
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Fake	Data

• Should	we	care?
• Beyond	user	authentication	and	contextual	
evaluation	what	else	can	we	try?
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COUNTERING	FAKE	NEWS

Is	there	hope	for	a	solution?
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Things	We	Know

• “Falsehoods	flies,	and	the	truth	comes	limping	
after	it” (J.	Swift,	1710).
– Fake	news	spreads	quickly.	Can	we	detect	
characteristics	about	the	spread	of	fake	news?

– Can	the	speed	of	spread	be	compared	against	the	
truth?
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The	Resistance

• Plugins	e.g.	PropOrNot
• Reputation	analysis:
– Stories
– Bots
– Danny	Rogers	work	on	advertisers
– U.	of	Chicago
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Countering	Fake	News	– Example
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Things	We	Know

• Fake	News	relies	on	organic,	inorganic	and	
hybrid	spread.
– Social	consensus	through	the	influence	of	
committed	minorities	(Xie,	et	al.,	2011).
• “10%	paper”	– prevailing	majority	opinion	can	be	
changed	by	a	randomly	distributed	committed	agents	
approximately	10%.
• Trolls	and	Bots	appear	to	be	greater	than	10%
• Trolls	and	Bots	may	not	be	random.
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More	Things	We	Know

• Organic	spread	
– Natural	people	to	people
– Trolls:	people	to	people	at	higher	rate

• Inorganic	– bots	are	software	driven,	
patterned.

• Hybrid	- more	difficult	to	discern
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More	Things	We	Know

• Story	content
– Trend	report	“the	headline	is	the	story”
– Appeals	to	emotions
– Length	of	story?
– Context?
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Context	Matters

• Contextual	evaluation
– Background	
– Environmental	variables
– Norms
– Baselines
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Beyond	Fake	News

• Why	do	we	care?
• What	does	this	have	to	do	with	cyber	
security?
All	of	our	security	solutions	are	vulnerable	to	

fake	data.

33



Beyond	Fake	News

• Talk	given	at	ECCWS	2017,	Dublin,	Ireland
– Russian	view	of	information	security

• Technical	&	cognitive	“wholeness”	of	information
• All	media	not	only	ICT	platforms

– “Protivoborstvo”
• West	translated	to	“warfare”
• Literal	meaning:	counter	struggle,	counter	action,	
countermeasure	

• Incorrect	translation	misses	the	intentionally	created	
rhetorical	game.

• Information	counter	struggle	is	ongoing,	not	just	wartime.
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Beyond	Fake	News	

• Fake	data/fake	news	may	be	
the	tip	of	the	iceberg

• Should	‘RuNet	2020’	be	Taken	
Seriously?	Contradictory	views	
about	cybersecurity	between	
Russia	and	the	West	– Mari	
Ristolainen,	Finland

• Weaponized	Information	is	
only	part	of	the	larger	picture

• Fragmentation	of	and	
discrediting	the	global	
Internet	is	the	larger	goal.
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DOES	RUSSIA	FEAR	THE	NEW	
HYBRID	CENTER?
Not	to	be	Outdone
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Conclusions

• There	is	emerging	widespread	agreement	that	
data	infidelity	will	move	beyond	the	
news/political	environment	and	into	other	
areas.

• Fake	news	and	weaponized	information	are	
likely	a	means	to	a	much	larger	goal.
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Conclusions

• In	an	age	where	information	is	the	new	
currency,	all	of	our	systems	are	vulnerable	to	
data	encoding	errors	that	undermine	the	
fidelity	of	our	data.
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THANK	YOU	FOR	YOUR	TIME!

Dr.	Char	Sample	–
char.sample@icf.com;	

charsample50@gmail.com
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Recommended	Reading

• Some	noteworthy	documents
– Cognitive	Hacking:	A	Battle	for	the	mind	(Cybenko,	2002)
– A	Theory	of	information	warfare:	Preparing	for	2020

(Szfranski,	1997).

– Social	consensus	through	the	influence	of	committed	
minorities,	Xie	et	al.,	2011

– Should	RUNet	2020	be	taken	seriously?	Contradictory	
views	about	cybersecurity	between	Russia	and	the	
West	(Ristolainen,	Finnish	Defense	Agency,	ECCWS	2017	Proceedings,	Dublin,	Ire)

– Data	Fidelity:	Security’s	Soft	Underbelly	IEEE	RCIS	2017	
Conference	Proceeding	Brighton,	UK
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