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ATTACK RESPONSE

COLLABORATION



Attacking Mindset



“A red team or the red team is an 
independent group that challenges 

an organization to improve its 
effectiveness by assuming an 

adversarial role or point of view.”

https://en.wikipedia.org/wiki/Red_team
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Red Teaming versus Pentesting

What are the differences in 
approach?

Isn’t this just another buzzword?
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Out of Scope



Goals
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redteam

Source : http://www.unitedliberty.org/files/images/ParadignShift.jpg



Ironic



Movement has 
started around using 
native windows tools 
to bypass protections 
via Microsoft signed 
executables





Attack



A campaign has a goal in mind :

• either to defend an attack from an 
enemy

• demonstrate ability to claim territory 
and/or resources

• protect those unable to defend 
themselves



Attack



Nothing new
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Operational Delivery



Protect the core



Protect C2 Infrastructure



Protect C2 Infrastructure



Redirectors

https://livingdeadrose.wordpress.com/tag/hiding/



Protecting the core



Redirectors

Repdomain.com



Redirectors

Repdomain.com



Redirectors

• Socat

• Apache Rewrite Modules

• Nginx

• Haproxy

• Domain Fronting

• Custom proxy

• Tor



CORE {

redirectors {

Example



Distributed Operations

Core

Redirectors



Are we leaving a breadcrumb 
trail?

Domain Registration

IP Addresses for redirectors



Commence Attack



Information Leakage?



Open-Source Intelligence

McAfee Network Security Platform
McAfee Endpoint Security Agents

McAfee NitroSecurity SIEM
FireEye Endpoint Security (HX)

FireEye Network Security (NX)

FireEye Cloud Email Security



Fitness Trackers

https://www.washingtonpost.com/world/a-map-showing-the-users-of-fitness-devices-lets-the-world-see-where-us-soldiers-are-and-what-they-are-
doing/2018/01/28/86915662-0441-11e8-aa61-f3391373867e_story.html?noredirect=on&utm_term=.99aaa799a484



Fitness Trackers



Physical



BIOS Controls



BIOS Controls



BIOS Controls

Password



Switch Port Controls



MAC address Controls

If MAC looking is implemented on a network switch port 
then this means that the port will only accept the mac 
address of a specific device.

Most desktop peripherals, such as desktop VoIP phones 
have information stickers.

DELIVERY



MAC address Controls

DELIVERY



MAC address Controls

It is trivial to spoof MAC addresses in Linux, and it is also 
possible to spoof them within Windows.

By impersonating a MAC address, this would give an 
attacker access to a port and any network segment 
configured to control the devices, such as a specific 
VLAN.

DELIVERY



Spoof MAC Address

DELIVERY



Spoof MAC Address

DELIVERY



Physical Implants



Network Drop Boxes

Raspberry Pi’s and other small ARM 
based computer devices make 
excellent physical network drop boxes. 
The idea is to plug these devices into a 
network and then gain a reverse 
connection out of the network.

Can be concealed into other devices 
to look more legitimate.

DELIVERY



Raspberry PI Surge Projector

DELIVERY



PowerShell





C#



Powershell.exe is a flag that 
responders signature on.

Excellent projects such as 
‘unmanaged Powershell’ that 
call .dotNET assemblies, or 
writing custom csharp and 
compiling this in realtime are 
good approaches



Phishing



Benign Phishing



Benign Phishing



Benign Phishing



Delivery

DELIVERY

https://medium.com/@adam.toscher/top-five-ways-the-red-team-breached-the-
external-perimeter-262f99dc9d17

Don’t EVER include any links or files when 
sending your first one or two spear phishes. 
Don’t try and emphasize urgency, or come off as 
aggressive. You want to write a nice realistic 
“note”, and quietly drop it in their inbox.







De-chaining



Foothold



Parent -> Child Processes



Processes



Notepad



Lateral Movement



Lateral Movement



SMB Named Pipes Initial footholds should 
be the pivot out of the 
network and ideally 
traffic should route via 
these initial pivots. 
Points of persistence if 
needed.

Use of SMB named 
pipes for lateral 
movement between 
hosts.



Sysinternals PsExec

Starts a service
Leaves an EVENT ID trace - 7045



Reporting



MITRE ATT&CK Framework







Skills Progression



practice makes perfect



perfect practice makes perfect



“You can shoot eight hours a day, but 
if your technique is wrong, all you 
become is good at shooting the 
wrong way. Get the fundamentals 
down and the level of everything you 
do will rise.”

Michael Jordan: American Basket Ball Star



Internal Lab Infrastructure

Ensure your Lab environments have working Windows 
Server and Clients Active Directory, Microsoft Office and 
the current version of A/V. Ideally you can test more 
advanced threat detection products like Fire Eye or Crowd 
Strike in a LAB environment.

https://medium.com/@adam.toscher/top-five-ways-the-red-team-breached-the-external-
perimeter-262f99dc9d17



LABSEED
EXAMPLE





people



SheepL



SheepL

• Written in python3 and generates valid AutoIT language

• tasks – creating documents, browsing, command lines

• emulation of key strokes

• amount of time to complete them

• random time intervals

• compiled into a binary that can be run at startup/login



SheepL

https://www.github.com/SpiderLabs/sheepl

https://www.github.com/SpiderLabs/sheepl


Summary

• Redirectors should be in place of all C2 infrastructure

• Know the thy target

• Parent -> Process relationships – Spawn/migrate to 
‘expected’ processes

• Outbound HTTP calls should be from a process that 
normally makes Internet requests




