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Quick Sync Survey

What is your top challenge in 

implementing application security?

Developer Education and 
Skills

A:
Silos between security and 

development
B:

Lack of BudgetC: We have no challenges!D:



What Are Your Top Challenges In Implementing 

Application Security.

Lack of application security skills, tools and methods 37.8%

Lack of funding or management buy-in 36.8%

Silos between security, development and business units 32.9%

Identifying  all applications in the portfolio 32.2%

Fear of modifying production code (might “break the app”) 27.6%

Shortage of technical resources to maintain security in production 
applications 21.7%

Lack of integrated security and remediation life cycle workflow 20.7%

Waiting for service releases to fix problems 14.1%



CHALLENGES: 

OUTNUMBERED, SILOED & INEXPERIENCED

Developers Security Manager

?!?! SQL..? HUH..?

Frost & Sullivan: “By 2020 we will have a shortage of 1.5M cyber experts”  
Websense: “Takes 11 years to become an expert in modern cyber attacks”



The Result



Behold

The Kit! 



The Kit 



The Kit 



Case Study
Application 

Security Education 

Program



Organization 

Details

Publicly held American technology company 

Develops products for online messaging, marketing, and analytics

Multiple development teams globally distributed

Group of 200 Developers were selected for the pilot



The 

Challenges



Challenges

Management Buy-In

Explain the long term benefits 

• Top Notch Secure

Coding standards

• Employees with a goal

are motivated employees

Budget

It isn’t expensive if you 

execute properly

Execution

Execute locally and run a pilot 

before you go full scale

Engagement 

Don’t force it

Make it interesting

Make it Fun

Make it worthwhile



The 31 Day 

Program



Preparations 

Champions were assigned

Involve champions from the start

Invest in your champion’s education

Kickoff with champions

Engage champions

Materials were created and plan was set



Week 1 - Engagement

Teasers  + Quiz + Prizes = Curiosity

Provide reference and explain what’s going on

Make the program “viral” across the offices 

Relevant materials were seen everywhere



We mean everywhere!

Office 

Kitchen

Everywhere!



Week 2 Education & Traction

We started pushing relevant 

education materials

Introduction to secure coding Standards

Webinars

Reading materials

Gamify the education to keep it 

interesting



Week 3 Practice, Practice and more Practice

Public study materials

Create healthy jealousy if there is 

such a thing

Give  out something cool for competition winners!

Announce the Grande Finale!

Provide learning materials for 

preparations

Spot the 

vulnerability!



Week 4 - The Grand Finale Challenge



Let’s try it out!

https://play.kahoot.it/#/intro?quizId=9a74df9f-22ff-4d03-b043-aaec1bc07b44
https://play.kahoot.it/#/lobby?quizId=9a74df9f-22ff-4d03-b043-aaec1bc07b44


kahoot.it

https://play.kahoot.it/#/intro?quizId=9a74df9f-22ff-4d03-b043-aaec1bc07b44
https://play.kahoot.it/#/lobby?quizId=9a74df9f-22ff-4d03-b043-aaec1bc07b44


Final Notes



Final Notes

The Secure Dev kit is a kick start education tool

This was an example how to implement an AppSec education program

400 organizations already kicked off their education program

Gamification is key for success of any education program

Checkmarx does not do this for a living, we Provide AppSec Solutions



Order a kit today

https://www.securedevkit.com/





Tips



Certificates



Prizes !



THANK YOU.

Andrew.thompson@Checkmarx.com


