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Fighting Software Supply Chain Attackers
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Software Suppliers Are Software Consumers
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S O F T W A R E  H A S  C H A N G E D

BuildCheck-inCode

</>

Package Deploy Go-live

Jenkins Artifactory AWS

Github Co-Pilot

NPM colors

NPM fonts
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Attacks are executed at any point in SDLC

S O F T W A R E  S U P P L Y  C H A I N  S E C U R I T Y
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Risk Tolerance is Quickly Changing
S O F T W A R E  S U P P L Y  C H A I N  S E C U R I T Y

Software Supply Chain Attack
An event in which a bad actor breaches the system to utilize the 

supplier's distribution for a larger attack as an example SolarWinds

BuildCheck-inCode

</>

Package Deploy Production

Attack

Risk

Vulnerability

Risk

Software Supply Chain Security
Supply chain security focuses on protecting the entire process of creating and 

distributing software, from the initial development to the final delivery to the end user.

Software Supply Chain Vulnerability
An accidental security flaw in a piece of the complex application creation as an 

example Log4Shell
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Vulnerable Dependencies:

Å exploited to gain unauthorized 

access or steal sensitive data

Å CVE assigned

Malicious Dependencies:

Å used as an attack vector to 

compromise your systems

Å CVE not  assigned

OSS Dependency: Understanding the Risk

S O F T W A R E  S U P P L Y  C H A I N  S E C U R I T Y
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Why Software Supply Chain Security Matters

S U P P L Y  C H A I N  T H R E A T  I N T E L L I G E N C E

150,878+ malicious packages discovered by Checkmarx Labs in 2023  

Compared to 25,226 vulnerabilities reported in 2022





<140 malicious package in database>



???
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Why we naturally tend to trust OSS so much

ÅOpen for everyone to look
ÅLŦ ǘƘŜǊŜΩǎ ŀƴ ƛǎǎǳŜ άǎƻƳŜƻƴŜέ ǿƛƭƭ ƴƻǘƛŎŜ
ÅThere are scoring mechanisms to star and rate
Å It gives a trustworthy feeling



How do we tend to understand OSS credibility?



Package Usage?

A

B



Package Downloads/Stars/Last Updated?

A

B



Developer History and Company?

A

B



How do we tend to understand OSS credibility?



Popular != Safe
Lesson #1
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Popular Packages Gone Bad

ua-parser-js

coa

rc

node-ipc

colors, faker

styled-components

ӈ



5ƻƴΩǘ .ŜƭƛŜǾŜ ²Ƙŀǘ ¸ƻǳ {ŜŜ
Lesson #2
























