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Please load font from fonts.google.com Browser loads fonts from fonts.google.com ‘
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Browser CSP Resource

el
- |28 - &b
Please load script from malicious.domain.net P - It depends...

In short... A CSPis a bouncer
| F
YOU EVER HEARD OF THIS ONE?

YOU'RE NOT ON THE LIST.
GETINLINE.




O Benefits
O Blocks malicious resources
O Blocks browser extension modifications
O ldentifies external resources being used
O Improves our security score
O Cons
O Allowlist approach is a big ask
O Potentially slow to roll out
O Somewhat complicated for developers to understand
O Can break your websitel




O Directives: Types of resources the website might load
O script-src: Scripts (Javascript)
O style-src: Styles (CSS)
O Efc...
O Directive Values: What is allowed for the given directive
O URL: https://fonts.google.com or https://fonts.google.com/family/font/style.css

‘self’: Tells the browser the website is allowed to load resources from the website

data:: Tells the browser embedded data is allowed (Typically used for img-src directive)
blob:: Tells the browser blob data is allowed (Typically used for img-src directive)

‘none’: Tells the browser there are no allowed resources for the directive

‘unsafe-inline’: Tells the browser it's okay to render resources that are embedded in the himl

O O0OO0OO0OO0O

‘unsafe-eval’: Tells the browser it's okay to perform script evals
O ‘nonce-’' or ‘'sha256-': Tells the browser it's okay to trust files or inline items if they match hashes
O report-uri & report-to: Where should the browser send violation reports?




O Directives: Types of resources the website might load
O script-src: Scripts (Javascript)
O style-src: Styles (CSS)
O Efc...
O Directive Values: What is allowed for the given directive
O URL: https://fonts.google.com or https://fonts.google.com/family/font/style.css
This was \Os:: ells the browser the website is allowed to load resources from the website
O

intentional

dote:| Tells the browser embedded data is allowed (Typically used for img-src directive)
O blo#::[Tells the browser blob data is allowed (Typically used for img-src directive) [\/\bee use this sometimes...

O ‘none’; Tells the browser there are no allowed resources for the directive

O ‘unsafe-inline’: Tells the browser it's okay to render resources that are embedded in the himl

O ‘unsafe-eval’: Tells the browser it's okay to perform script evals Avoid this like the plague...

O ‘nonce-’' or ‘'sha256-': Tells the browser it's okay to trust files or inline items if they match hashes
O report-uri & report-to: Where should the browser send violation reports?2




O  Optfions

O Content-Security-Policy Header

O Content-Security-Policy-Report-Only
Header




O  Optfions

O [Content-Security-Policy Header |

O Content-Security-Policy-Report-Only
Header




O  Optfions
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Content-Security-Policy Header

Content-Security-Policy-Report-Only
Header




“helmet":
"csp”: {

O  Optfions "directives™: {
O Content-Security-Policy Header "default-src”:

O  Content-Security-Policy-Report-Only =
Header Is
"report-uri”: |
“"https://local-dev.robotti.private/csp”

1
J

“reportOnly”: false

}




O  Optfions

O Content-Security-Policy Header

O Content-Security-Policy-Report-Only

)

s [o Elements

B Qltpy @

Navigated to https://local-dev.robotti.private/

A\ The key "user-scale” is not recognized and ignored.

local-dev.robotti.private/:7

@ Refused to load the script 'https://www.google.com/recaptcha/api.js’ because it violates the
following Content Security Policy directive: “"script-src *self'"
src'

is used as a fallback.

local-dev.robotti.private/:1
Note that ‘script-src-elem’' was not explicitly set, so 'script-

Hey... | tried to do that thing, but the bouncer said NO!
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® @Y Q Preserve log Disable cache Nothrotting ¥ =& @ 1T %
Filter Invert Hide data URLs Hide extension URLs All | Doc | JS | Fetch/XHR || €SS  Font ' Img Media Manifest | WS | Wasm | Other Blocked response cookies B
10ms 20 ms 30ms 40 ms 50 ms 60 ms 70 ms 80 ms 90 ms 100 ms 110ms 120 ms 130ms 140 ms 150 ms 160 ms 1m
= = = - —
Name “ X Headers Payload Preview Response Initiator Timing Cookies
=™ activities.png ¥ Request Payload view source

(1) fa-solid-900.woff2

(1) fa-regular-400.woff2

(1) fa-brands-400.woff2

(1) memvYaGs126MiZpBA-UvWbX2vVnXBbObj20VTS-muw.woff2

} memtYaGs126MiZpBA-UFUIcVXSCEkx2cmquXIWqWuU6F.woff2
© 2pi;

[ csp

[£] webclient-infield.html

@ favicon.ico

() 3666.runtime,js

(%) 6297.infield.js

32 requests | 8.2 MB transferred | 8.3 MB resources | Finish: 252 ms | DOMContentloaded: 136 ms

v

Load:

4

v {csp-report: {document-uri: "https://local-dev.robotti.private/", referrer: "",.}}
v csp-report: {document-uri: "https://local-dev.robotti.private/", referrer: "",.}
1 "https://www.google.com/recaptcha/api.js"
"enforce"
i: "https://local-dev.robotti.private/"
tive: "script-src-elem”
: "default-src

‘self';report-uri https://local-dev.robotti.private/c

tive: "script-src-elem"




Reporting
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k [o Elements Console Sources Network Performance Memory Application Security Lighthouse Recorder A Performance insights PAS
@ Y Q Preserve log Disable cache Nothrotting ¥ & | L %
Invert Hide data URLs Hide extension URLs All | Doc || JS | Fetch/XHR | CSS  Font @ Img | Media Manifest || WS | Wasm | Other Blocked response cookies B
10ms 20 ms 30 ms 40 ms 50 ms 60 ms 70 ms 80 ms 90 ms 100 ms 110 ms 120 ms 130 ms 140 ms 150 ms 160 ms 17
—
“ X Headers Payload Preview Response Initiator Timing Cookies
L
- ¥ Request Payload view source
v {csp-report: {document-uri: "https://local-dev.robotti.private/", referrer: "",.}}
v : {document-uri: "https://local-dev.robotti.private/", referrer: "",.}
-muw.woff2 : :
memtYaGs126MiZpBA-UF™====—= He— - -
Name Status Type Initiator -
csp
webclient-infield.html
@ favicon.ico
3666.runtime.js
6297.infield.js
32 requests | 8.2 MB transferred | 8.3 MB resources | Finish: 252 ms




Elements Console  Sources  Network  Performance  Memory  Application  Security Lighthouse  Recorder & Performance insights 28

Preserve log Disable cache Nothrotting ¥ = | 1 &

Invert Hide data URLs Hide extension URLs All | Doc | JS | Fetch/XHR | €SS  Font | Img | Media | Manifest | WS ' Wasm | Other | [] Blocked response cookies
30ms 40 ms = = 80 ms 90 ms 100 ms 110ms 120 ms 130ms 140 ms 150 ms 160 ms

Name | X Headers Payload Preview Response Initiator Timing Cookies

= activities.png . _ vRequest Payload  view source

(1] fa-solid-900.woff2 v {csp-report: {document-uri: "https://local-dev.robotti.private/", referrer: "",.}}
(1) fa-regular-400.woff2 = - t: {document-uri: "https://local-dev.robotti.private/", referrer: "",_.}
[7) fa-brands-400.woff2 ri: "https://www.google.com/recaptcha/api.js”

- . "enforce"
memvYaGs126MiZpBA- - .
P i "https://local-dev.robotti.private/"
ive: "script-src-elem”
default-src ‘self';report-uri https://local-dev.robotti.private/{

[£] webclient-infield.html

@ favicon.ico i ive: "script-src-elem"
() 3666.runtime,js

(%) 6297.infield.js =

32 requests | 8.2 MB transferred | 83 MB resources | Finish: 252 ms | DOMContentloaded: 136 ms | Load: 4
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® @ | Y Q | [ Preserve log Disable cache Nothrotting ¥ =& @ 1T %

Filter Invert Hide data URLs Hide extension URLs All | Doc | JS | Fetch/XHR | €SS  Font | Img | Media | Manifest | WS ' Wasm | Other | [] Blocked response cookies B
10ms 20 ms 30ms 40 ms 50 ms 60 ms 70 ms 80 ms 90 ms 100 ms 110ms 120 ms 130ms 140 ms 150 ms 160 ms 1m

Name

=™ activities.png

(1) fa-solid-900.woff2

(1) fa-regular-400.woff2

(1) fa-brands-400.woff2

(1) memvYaGs126MiZpBA-UvWbX2vVnXBbObj20VTS-muw.woff2
(1) memtYaGs126MiZpBA-UFUIcVXSCEkx2cmquXIWqWuU6F.woff2
© apij

[ csp

£ webclient-infield.html

@ favicon.ico

() 3666.runtime,js

(%) 6297.infield.js

32 requests | 8.2 MB transferred | 8.3 MB resources | Finish: 252 ms

“ X Headers Payload Preview Response Initiator Timing Cookies

¥ Request Payload view source

v {csp-report: {document-uri: "https://local-dev.robotti.private/", referrer: "",.}}

entorce

i: "https://local-dev.robotti.private/"

ective: "script-src-elem”

original-policy: "default-src ‘self';report-uri https://local-dev.robotti.private/c

v

DOMContentLoaded: 136 ms | Load: | 4




= [0 Elements Console  Sources  Network  Performance  Memory  Application  Security Lighthouse  Recorder & Performance insights & ©8 A1 mg

0] @ top ¥ @ Default levels ¥ 16Issues: B8 B 7 B
Navigated to https://local-dev.robotti.private/
A\ The key "user-scale” is not recognized and ignored. local-dev.robotti.private/:7
Refused to load '<URL>" because it violates the following Content Security Policy directive: "script-src-elem <URL>".
© Refused to load script "https://local-dev.robotti.private/js/jgquery.min.js® because ifj violates the following Content Security Policy directive: "script-src-elem https://www.google.com/recaptcha/api.js". local-dev.robotti.private/:1
© Refused to load script ‘https://local-dev.robotti.private/js/bootstrap.min.js* becausf it violates the following Content Security Policy directive: “script-src-elem https://www.google.com/recaptcha/api.js”. local-dev.robotti.private/:1
© Refused to load script "https://local-dev.robotti.private/js/glightbox.min.js"' becausf it violates the following Content Security Policy directive: "script-src-elem htips://www.google.com/recaptcha/api.js". local-dev.robotti.private/:1
© Refused to load script "https://local-dev.robotti.private/js/aos.js* because it violafles the following Content Security Policy directive: "script-src-elem https://www.google.com/recaptcha/api.js". local-dev.robotti.private/:1
© Refused to load script 'https://local-dev.robotti.private/js/purecounter.js' because [t violates the following Content Security Policy directive: "script-src-elem https://www.google.com/recaptcha/api.js". local-dev.robotti.private/:1
© Refused to load script "https://local-dev.robotti.private/js/swiper-bundle.min.js* beflause it violates the following Content Security Policy directive: "script-src-elem hittps://www.google.com/recaptcha/api.js”™. local-dev.robotti.private/:1
© Refused to load script ‘https://local-dev.robotti.private/js/main.js' because it violfjtes the following Content Security Policy directive:§"script-src-elem https://www.google.com/recaptcha/api.js”. local-dev.robotti.private/:1
3] en.js' because it violates the following Content Security Policy directivé§ "script-src-elem https://www.google.com/recaptcha/api.js”. ap

r scripts are blocked?
WELL ®

Because we didn't include ‘self’ for that directive




= [0 Elements Console  Sources  Network  Performance  Memory  Application  Security Lighthouse  Recorder & Performance insights & ©8 A1 mg
0] @ top ¥ @ Default levels ¥ 16Issues: B8 B 7 B
Navigated to https://local-dev.robotti.private/

A\ The key "user-scale” is not recognized and ignored. local-dev.robotti.private/:7

&) Refused to load the script '<URL>' because it violates the following Content Security Policy directive: “script-src-elem <URL>".
© Refused to load the script 'https://local-dev.robotti.private/js/iquery.min.js’ because it violates the following Content Security Policy directive: "script-src-elem https://www.google.com/recaptcha/api.js". local-dev.robotti.private/:1
© Refused load the script ‘https://local-dev.robotti.private/js/bootstrap.min.js* because it violates the following Content Security Policy directive: “script-src-elem https://www.google.com/recaptcha/api.js”. local-dev.robotti.private/:1
© Refused load the script 'https://local-dev.robotti.private/js/glightbox.min.js' because it violates the following Content Security Policy directive: "script-src-elem https://www.google.com/recaptcha/api.js". local-dev.robotti.private/:1
© Refused load the script ‘https://local-dev.robotti.private/js/aos.js* because it violates the following Content Security Policy directive: "script-src-elem https://www.google.com/recaptcha/api.js®. local-dev.robotti.private/:1

© Refused load the script 'https://local-dev.robotti.private/js/purecounter.js' because it violates the following Content Security Policy directive: "script-src-elem https://www.google.com/recaptcha/api.js”. local-dev.robotti.private/:1
© Refused load the script 'https://local-dev.robotti.private/js/swiper-bundle.min.js' because it violates the following Content Security Policy directive: "script-src-elem https://www.google.com/recaptcha/api.js”. local-dev.robotti.private/:1

robg oriva ain.qjc* ause i jolate 3 Security Policy directive: "script-src-elem https://www.google.com/recaptcha/api. local-dev.robotti.private
© » Refused to load the script 'https://www.gstatic.com/recaptcha/releases/-QbJlgHFGOUBSnuVRLvzFLVed/recaptcha because it violates the following Content Security Policy directive: “"script-src-elem https://www.google.com/recaptcha/api.js”.

We also have this new script that is being blocked?

Because the script we allowed pulled it in




“helmet":
"csp”: {
"directives”:
"default-src™:
"‘none’ "
"report-uri”:
“https://local-dev.robotti.private/csp”

Ja

“"reportOnly”™: true




Leils be smarter about it

€D The Content Security Policy directive 'upgrade-insecure-requests' is ignored when delivered in a report-only policy.

The Content Security Policy directive 'upgrade-insecure-requests®' is ignored when delivered in a report-only policy.

» The Content Security Policy directive ‘'upgrade-insecure-requests' is ignored when delivered in a report-only policy.
» The Content Security Policy directive 'upgrade-insecure-requests' is ignored when delivered in a report-only policy.
» The Content Security Policy directive 'upgrade-insecure-requests®' is ignored when delivered in a report-only policy.

» The Content Security Policy directive 'upgrade-insecure-requests’ is ignored when delivered in a report-only policy.

ate

.
|

(A The key "user-scale” is not recognized and ignored.

[Report Only] Refused to load media from tps://local-
explicitly set, so 'default-src' is used as a fallback.

ncinnati skyli

4' because it violates the following Content Security Policy directive: "default-src none". Mote that 'media-src' was not

[Report Only] Refused to load media from *
explicitly set, so 'default-src' is used as a fallback.

cinnati

' because it violates the following Content Security Policy directive: “"default-src none®. Note that ‘media-src' was not

[Report Only] Refused to load the script
'script-src' is used as a fallback.

*Bbecause it violates the following Content Security Policy directive: "script-src 'self"". Note that 'script-src-elem' was not explicitly set, so loc

» [Report Only] Refused to load the scyipt
was not explicitly set, so 'script-srg’ is

')E[EUSE it violates the following Content Security Policy directive: "script-src 'self'". Note that 'script-src-elem’

[Report Only] Refused to frame because it violates the following Content Security Policy directive: “"defauldZsrc none". Note that 'frame-src® was not explicitly set, so 'default-src' is used as a fallback.

[Report Only] Refused to frame °htt because it violates the following Content Security Policy directive: "default-s none”. Note that 'frame-src' was not explicitly set, so ‘default-src' is used as a fallback.

Which means this script was loaded and also reported




Leils be smarter about it

€D The Content Security Policy directive 'upgrade-insecure-requests' is ignored when delivered in a report-only policy.

The Content Security Policy directive 'upgrade-insecure-requests®' is ignored when delivered in a report-only policy.

» The Content Security Policy directive ‘upgrade-insecure-requests' is ignored when delivered in a report-only policy.
» The Content Security Policy directive 'upgrade-insecure-requests' is ignored when delivered in a report-only policy.
» The Content Security Policy directive 'upgrade-insecure-requests®' is ignored when delivered in a report-only policy.

» The Content Security Policy directive 'upgrade-insecure-requests’ is ignored when delivered in a report-only policy.

.
|

(A The key "user-scale” is not recognized and ignored.

[Report Only] Refused to load media from tps://local-
explicitly set, so 'default-src’ is used as a fallback.

A' because it violates the following Content Security Policy directive: "default-src none". Note that 'media-src' was not

"h

[Report Only] Refused to load media from
explicitly set, so 'default-src’' is used

* because it violates the following Content Security Policy directive: “default-src none". Note that ‘media-src' was not

[Report Only] Refused to load the script
'script-src' is used as a fallback.

* because it violates the following Content Security Policy directive: "script-src 'self"". Note that 'script-src-elem' was not explicitly set, so

en.js' because it violates the following Content Security Policy directivel] "script-src 'self'".

because it violates the following Content Security Policy directive: “"default-src none". Note that 'frame-src' was not explicitly sp#7 so 'default-src' is used as a fallback.

» [Report Only] Refused to load the script

ht nuVRL
was not explicitly set, so 'script-src’ is used as a fallback.

[Report Only] Refused to frame

[Report Only] Refused to frame *

because it violates the following Content Security Policy directive: “"default-src none". Note that ‘frame-src' was not explja y set, so ‘default-src’ is used as a fallback.

| never added script-src ‘self’




Response Headers [ Raw

Connection: keep-alive

Content-Length: 15293

Content-Security-Policy-Report-Only: default-src 'none’;report-uri https://local-dev.robotti.private/csp;base-uri 'selflfont-src 'self’ https: datalfonn-action ‘self':frame-ancestors 'self’;img-src 'self’
data:;object-src 'none';script-src 'self';script-src-attr ‘nonestyle-src 'self' https: 'unsafe-inlinejupgrade-insecure-requests

Content-Type: text/html; charset=utf-8

Cross-Origin-Opener-Policy: same-origin

Cross-Origin-Resource-Policy: same-origin

Date: Fri, 01 Dec 2023 15:14:58 GMT What's worse is they sometimes assume bed not great things

Etag: W/*3bbd-IfcJhoz2YaRw7FBp1zAoTAXi67k"

Keep-Alive: timeout=5

Origin-Agent-Cluster: 71

Referrer-Policy: same-origin

Some libraries that handle these headers assume you need certain directives set.

Directives:

* base-uri

» font-src

» form-action

» frame-ancestors
* img-src

» script-src

» style-src




Let's be super explicit with our policy.
And set everything to ‘none’

“helmet":
“csp”: {
“directives™: {
“default-src”:
“tnone” "

3
“script-src”:
“*none” "

B
"object-src":
i one”=

s
"style-src”:
= one =

s
"font-src":
“*none" ™
s
"img-src”:
" none* ™
s
"connect-src”:
EEP—

s
"frame-src”:
""none" "

>
"report-uri”:
"https://local-dev.robotti.private/csp™

“reportOnly”: true

}



Okay... Big brain smart time

A\ The key "user-scale” is not recognized and ignored.

[Report Only] Refused to load the stylesheet '<URL>" because it violates the following Content Security Policy directive: "style-src 'none'". Note that ‘style-src-elem’' was not explicitly set, so ‘style-src' is used as a fallback.

@EID [Report Only] Refused to load the font ‘<URL>' because it violates the following Content Security Policy directive: "font-src ‘none’"

[Report Only] Refused to load the font 'da f 2 local-dev.robotti.private/:26
d@9GREABAAAAAAZ gABAAAAAADAAAARAARARAAAAAARA AARAB “1RNMAGRMAABOAAM(16quUdERUYMAHgMMIWMACQAYABXRIBPUHAABhQMMUAAAANUAV7+xHU1VCAAAFxAAMFAAAABm2'FPCgU’JYLgIAAAH(MMSgAAAGBPBVSRYZlhcAAAAkQAAA(IMABVtBFecB]angAMC AMAAQMMEABEBRGGhC}AAAA\WAM
ACAAAAAT/ /wADZ 2%57 gAAAYwWAAADMAAAD2MHt ry Vo ZHFKAAABDAAAADAAAAAZE 2 +eoWhoZWEAAAGCAAAAHWAAACQC 9gDzaG18eAAAAT g AAAAT AAAAr g JKABF sb2NhAAACOAAAAF 0AAAB aF QAUGGT he HAAAAGBAAAAHWAAACAACABADmF t ZQAAA/ g AAAESAAACKVF dBwlwb3. . .OnYercZg2YVmLN/d/gczfEimrE/ fs/bOuq29ZmnB8t100RaXgZgGa7
B)m/canBpanqZSDvQSdE‘hSS[(QFqup]KhVFSSlA?JchleNAAAAeNptn@(KkaANBZ]ASQ?OU]vkLsPﬁEzFVERPySthZVER+31/ﬁPS3vIﬂLLySsoKlmrqquathG+JqERsYGhmbm]qZS)*B;ra'xthOBsHRydnEl".UAuRG\'x'/'JJXVEPTHrDy(MAAAAAH//wACeNp]YGRgYOABYnkgZg](ZgZNBkVGLQLtI]sFLlW;\AAw}ALgAePﬂluEKgD
AQBCE"\RDCZSFERBYDBQVQLB(V/HQE&GI625XBAWSCBK/mSlQQVEuVDXLnOF‘MLVZOLdKFaBP]UT‘UZh] Gabm0OS {CZoSIPrmUn@hGABAOBEFTQAA" because it violates the following Content Security Policy

directive: "font-src 'none*

@) (Report Only] Refused to load the image '<URL>' because it violates the following

@€E (Report Only] Refused to load the script '<URL>' because it violates the followir not explicitly set, so ‘script-src' is used as a fallback.

[Report Only] Refused to load media from 'https://local-dev.robotti.private/image
explicitly set, so 'default-src' is used as a fallback.

: "default-src "none’". Note that 'media-src' was not local-dev.robotti.private/:1

[Report Only] Refused to frame 'htt| * because it violates the foll

W

[Report Only] Refused to frame "ht /' because it violates the foll

N




O Violation reporting services exist
O Report-uri.com

O Csper.com

\,

.\iu‘*

I'M NOT:PAYING'FOR'THAT!




1e7

module.exports {

b

$i
de
ty|

additionalProperties: false,

pr

is

d: ‘cspReport’,

scription: "URI Violation Request Schema',

pe: ‘"object’,

operties: {
‘document-uri’:
»

referrer:

>

‘blocked-uri®:

s
‘effective-directive':

‘violated-directive':

‘original-policy”:

disposition:
»
‘status-code’:

‘script-sample’:

‘source-file':

>
'line-number”:
s
*column-number” :
>
sample:

required: [

1s

‘blocked-uri®,
‘document-uri’,
'violated-directive’,

‘effective-directive':
type: ‘string’,
enum: [

1,

*child-src’,
‘connect-src’,
"default-src’,
"font-src’,
‘frame-src’,
*img-src’,
"manifest-src’,
‘media-src’,
‘object-src’,
‘prefetch-src’,
"script-src’,
'script-src-elem’,
‘script-src-attr’,
"style-src’,
"style-src-elem’,
‘style-src-attr’,
‘worker-src’,
"base-uri’,
"sandbox’,
‘form-action”,
*frame-ancestors’,
"navigate-to’,
"require-trusted-types-for’,
“trusted-types”,
‘upgrade-insecure-requests’,

v
3




i }
€ Ajv - require(*ajv’);

schema - require(’../schemas/schema’);

wire( gazure/service-bus');

neexct) <> {

req.method 'pOST"
{
status: 485,
body: *Method Mot Allowed',
1
const ajv AV()
const validate ~compLle(schema) ;
onst domain - req.query.get('domain');
const jsom reg.json();
domain |- ‘string’
Sndex0f(* /") > -1
json
Json] ‘csp-report ]
Json] ‘esp-report ] abject

validat

Json[ *csp-report’ |}
son] *csp-report [ document-urd

1.index0f (" ://5{
Json[ *esp-report ] docu

eq- get
uri "] dndex0f (" ://5(

.get

ntext .warn( IS

. stringi fy|
‘Invalid request’,

body: 'Bad Reguest’,

%
onst [ sbConnectionString, sbPath B H
const sbClient sbConnectionstring);
const sbender - g tesenden! sbPath);
. sendHessages ({
body: (
domatn,

report: json| ‘csp-report’ ],

contentType: ‘application/json’,

err.
context. error( IS0

stringify(
Bessage: crrd.message,
url: reg.url,

domain®
*domain®

)
i}




gy ’
onst Ajv - require(ajv’);
onst schema - require(’../schemas/schema’);

module. expo
req.method *POST"

Method Mot Allowed",

ajv Afv()3
const validate +compile(schema);
domain - req. t{"domain’
const json reqg.json();
domain ‘string’

ndex0f(*/') > -1

['¢sp-report']

Why all the validatione

son|
validate(json| *csp-repor

Json[ *csp-report*]{'document -urd *]. index0f (" ://$
uri "] Andex0f (" ://3

1. Because this is open to all
2.1'm not hypocrite = |

{
status: 409,

3. It's javascript

sbConnectionString, sbPath
const sbelient
const sbSender

. sendMessages({
body: |

domain,

report: json| ‘csp-report’ ],
contentType: ‘application/json’,

i

status: 2

il stringiFy(
2.message,

Lenv;
sbConnectionstring) ;
sbPath

eSender

} = require( @azure/service-bus');

.get.

.ge

domain®
*domain®

r
/

)
i}



O O OO0 OO

Training Developers
Communication

Pilot Groups

Provide Tooling Access
Phased Approach
Progress Over Perfection




O What do you do with the reports?
O Bandwidth?

O Other Pages?

O Recommended?

O Was it worth the effort?




