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About the Speaker

Application Security Engineer with Paycor Inc.

In addition to Pentesting Web and mobile
applications, her focus areas include working
with development teams to help build security
in the SDLC.

Formerly worked as a Security consultant and
Team lead with Security services providing
companies in Telecom and Healthcare domains
and is CISSP certified.
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Introduction to BurpSuite

n BurpSuite is called the Swiss Army knife of Appsec
tools

. Burp Proxy is an intercepting web proxy that
operates as a man-in-the-middle between the end
browser and the target web application.

- It lets you intercept, inspect and modify the raw
traffic passing in both directions.

Request

Browser BurpSuite

Response Response
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Configuring BurpSuite on browser

« BurpSuite is available in Enterprise, fomectonsetine: "
PrOfeSSionaI and Community Edition Configure Proxy Access to the Internet
e Community Edition is free to use and e -
Auto-detect proxy settings for this network
Can be downloaded from here- Use system proxy settings
* Itis preferred to use BurpSuite with TEem—— ——

Firefox, to prevent it from interfering 7] Use tis prony seve or all protocls

with the network traffic
e Select the Manual Proxy configuration o

under Network settings and update the socs v

configuration
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https://portswigger.net/burp/communitydownload

Configuring BurpSuite on browser

e Setting up the Manual Proxy
requires to turn it On/Off each
time a request has to be
intercepted.

* Foxy Proxy addon is a fuss-free
alternative to switching the proxy
each time from the Network
Settings.

* Just need to toggle it anytime we
want the Manual proxy to be set

& Add Proxy

Title or Description (optional)

Color

#66cc66

Pattern Shortcuts

Enabled
Add whitelist pattern to match all URLs (i]

Do not use for localhost and intranet/private IP addresses (i ]

Proxy Type

Proxy IP address or DNS name
Port

Username (optional)

Password (optional)
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Configuring BurpSuite on browser

W Burp Suste Professional v1.1.33 - lemporacy Progect - hcensed to Bugoiowd |2 user hoense]
Bu ler Repeater Window Help

[7 Proxy | Spider | Scanner | intruder | Repeater | Sequencer | Dacoder | Comparer | Extender | Project options | User options | Alents

[ inteecept | HTTP nistory | WebSockets history | Options 0

>

!

o Buwp Proxy uses listeners 10 recene incomeng HTTP requests ffrom your browser. You will need to configure your browser to use one of the listeners as its proxy sernver

Add Running  Intedface Inwsible  Redwect CentiScate
[/ 127.0.0 18080 Per-host
Edit
Remove -

W ~dd a new proxy listener

| [[Binding | Request handiing | Cerificate |

BurpSuite Proxy Settings

Each mstallation of Burp generates its own CA certficate that Pr| |72 | These settings control how Burp binds the proxy listener.

or export this centificate for use in other tools or ancther
instaliation of Burp

Bind to port- 8080)
Import / export CA cenécate Regenerate CA censficate
Bind to address: @ Loopback only
() All interfaces
>

() Specific address: \ 10.101.1.154

“

o Use these settings to control which requests are stalled for views

) intercept requests based on the following rules

Add Enabled Operator | Match type Relationship Condtion
&4 Fide axtension Does not match (*gifS1* g S pngSircssSi*sSitcos)
jd'( Or Request Contains parameters
Or HTTP method Does not match (getipost)
Remove »
And URL Is in target scope
Up
Down

Automatically fix missing or superfluous new lines at end of request

] Automatically update Content-Length header when the request is adited

BurpSuite Proxy Settings
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Configuring BurpSuite on browser

= Navigate to http://burp from the
browser and download and install the
Burp certificate (from the link on the top
right corner) OR

=  Download the certificate from the
Import/Export CA certificate option
under Proxy Listeners (export in DER
format)

= |Import this certificate under Brower’s
certificate settings and choose it to
identify websites.

Certificate Manager

Your Certificates People Servers Authorities

You have certificates on file that identify these certificate authorities

v AC Camerfirma S.A.
Chambers of Commerce Root - 2008 Builtin Object Token
Global Chambersign Roat - 2008 Builtin Object Token
v AC Camerfirma SA CIF AB2743287
Camerfirma Chambers of Commerce Root Builtin Object Token
Camerfirma Global Chambersign Root Builtin Object Token
v ACCV
ACCVRAIZ1 Builtin Object Token

v Actalis 5.p.A,/03358520967

Import...

X

oK

Browser Certificate settings
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http://burp/

Test Targets

e OWASP Juice Shop
e DVWA
* BWApp

e Test sites — Webinspect , Acunetix



http://zero.webappsecurity.com/
http://testphp.vulnweb.com/

BurpSuite Tools: Proxy

e Most basic function of
BurpSuite

* Used to Tamper requests
and responses
* Usage
*  Observing the Raw
Request, finding hidden
parameters
*  Tampering the request
before sending it to the
server
*  Bypassing client side
validations

c2 X @ o)

@ Getting Started () Appendix | ChooseaL.. (D ITSecurity Standard: ...

v

@ localhost:9000/insecure_direct_obje;

an ex+r‘emely buf)?])/ web opp f

Bugs Change Password Create User Set Security

/ Insecure DOR. (Order Tic:

How many movie tickets would you like to order? (15 EUR per ticket)

I would like to orderlickels

Confirm

e @ ooty o e ¥e

© DOM Source of Select] B} Burp Suite Professional v2020.4 - Temporary Project - licensed to Paycor, Inc. [2 user license] - O X

Burp Project Intruder Repeater Window Logger++ Help

[ comparer | Extsnder | Project options | Useroptions | Reflsction | SQLPy | Loggert+ | Extractor |

[ Dashboard T Targst T I Intruder T Repeater T Sequencer Decoder }
J tercept THWP history TWebSuckets history IOMIDHS l
/ Request to http:/localhost:9000 [127.0.0.1]
| Fowad || Drop J | Intercept is on | Action W @
Raw | Params | Headers
1 POST /insscure_direct_object_ref_2.php HTTP/1.1 A
2 Host: localhost:9000 r

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; xE4; rv:75.0] Gecko/20100101

Firefox/75.0
4 ept: text/heml,application/xheml+xml, application/xml;q=0.9, image/wshp, */*;q=0.8
t-Language: en-US,en:q=0.5
5 A -Encoding: gzip, deflate

7 Content-Type: application/x-www-form-urlencoded

2 Content-Length: 46

¢ origin: http://localhost:9000
10 DNT: 1
11 Connection: close
erer: htep://localhost:9000/insecure dirsct_object ref 2.
13 Cookis: PHPSESSID=383ccOosldci3=fddijcunaars; sscurity=low;

QWSSTGILZ3IN%2F

14 Upgrade-Insscurs-Requests: 1

php
security level=0: secret=

16 ticket_quantity=l&ticket_price=l5&action=order

L ;

0 matches

@& (el

Forward the Request to send it to the server, or Drop the request to Reject it

) OLUASP
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BurpSuite Tools: Repeater

O Sim ple tOOI fo r ma n i pu Iati ng a nd Dashbu;rd Target | Proxy | Intruder I Re;eatev T Sequencer I Decoder I Comparer I Extender T Project options I User options T Reflection I SaLiPy T Logger++ I Extractor ]
reissuing individual requests and SLENLEN AN LAVERNLE :
analyzing responses —

*  Works like a scratchpad while _[Raw | Params [ eaters | x| (e [ et [

1 POST /insecure_direct_object_ref_2.php HTTP/L.1 i T Uy T R 7 A Naa s ol
. . 2 2 Host: localhost:S000 r
testing app||cat|ons : Toer-Agont: Mowillass.0 (Vindows NT 10.0; Wined; xE4; rvi75.0)
Gecko/2010010L Firefox/75.0
4 Aceept: N
° Usage ::;clf)html,applicacion/xh\:ml+xml,appll:‘a\:lun/xml;c[=D.9,image/ve]:p, *riq Bugs Change Password Create User Set Security Level
=0.8
S Accept-Language: =n-US,en;g=0.5
Replaying the request without - st fe s ficktsonl Crvomsommusencoaea
L[] ep 7 Content-Type: application/x-www-form—urlencods R
g C e -Le: h: 46 .
. X o [orzain: Merpers ecalnosti9000 / Insecure DOR. (Order Tickets.
having to run the scenarios on = w

Connection: close

< v Target: http:iflocalhost:9000

12 Referer: http://localhost:9000/insecure direct_object_ref 2.php How many movie tickets would you like to order? (15 EUR per ticket)
ront-en 13 Cookie: PHPSESSID=383ccOosldej3sfddljcunaars: sscurity=low:
QUSSIGILZ3M%CF

2 sec“nw*lw?,l: N I would like to order |1 tickets
M o I t the arameter 14 Upgrade-Tnsscurs-Requests: 1
L4 15
anlpu a Ing p 1¢ ticket_guantity=lstickst_price=1Skaction=order Confirm

values to observe the change in e s

Response Total amount charged from your account automatically: 15 EUR.

Thank you for your order!

* Select ‘Send to Repeater’ on right
click to send the intercepted D& (][] s
Request to Repeater

) OLUASP
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BurpSuite Tools: Repeater

* Simple tool for manipulating and
reissuing individual requests and
analyzing responses

e Works like a scratchpad while [ R [ Porams | Hesdrs | o B R [

1 POST /insecure_direct_object_r=f_2.php HTTP/1.1 A wora Creane Use BT SECUr Ty LEVE
2 Host: localhost:S000 r

H H H ser-Agent: z /5. = .0; H H :75.
testing applications L e T e e e

4 Accept:

. Usage Zz)-(;/ht.ml,appl1cat10nlxhtln1+xlnl,appllcat.l\:n/xml;([:D.9,Unagefue])p,"/";q / |ﬂ§8c;ut"e DOR (Or_der_ Tlcke_rg)

5 Accept-Language: en-US,en;q=0.5
¢ Accept-Encoding: gzip, deflate
o 3 7 Content-Type: application/x-www-form-urlencodsd How many movie tickets would you like to order? (15 EUR per ticket)
*  Replaying the request without : Content-Length: 15
c . R . .o
: g;;’f’”l" heep://localhost:S000 1 would like to order[1 tickets

having to run the scenarios on = oo cies-

1z Referer: hutp://localhost:9000/insscurs_direct_objsct_ref 2.php

Send <\v Target: http:/flocalhost:9000

Confirm

13 Cookie: PHPSESSID=383ccOosldcide cunaars; security=lou:
front‘end security_level=D; secret=QUS5IGJLZ3MEZF , i
14 Upgrade-Tnsecure-Requests: L You ordered § movie tickets
o M an i pu Iatl ng th e pa ram ete r 16 ticket_guantity=ssticket_price=llgaction=order Total amount charged from your account automatically: 5 EUR.

Thank you for your orderl

values to observe the change in
Response

* Select ‘Send to Repeater’ on right
click to send the intercepted
Request to Repeater
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BurpSuite Tools: Intruder

wilP=Legm = W Burp Suite Professional v2020.4 - Temporary Project - licensed to Paycor, Inc. [2 user license]
° A poWerfuI tool for Ca rrying Out &« X @ © (@ locq Burp Project Intruder Repeater Window Logger++ Help
. @ Getting Started @Appendlx|[hoosea [ @ Decoder T Comparer T Extender I Project options I User options I Reflection I SQLiPy I Logger++
a Uto mated attaCks aga I nSt Dashboard T Target T Proxy T Intruder I Repeater S
a ppl ications J ntercept T HTTP history IWebSnckets history I Options W Scan >
an extremely & 0o
passive scan
o U / Request to http://localhost:9000 [127.0.0.1] D EEs o
sage t Forward J t Drop J | Intercept is on | Action en to truder tr+
- . . end to Repeater rl+]
*  Brute-forcing login requests is Raw | Params | Headers Sendto Sequencer L
1 POST /login.php HTTF/L.l Send to Comparer
the most common use 2 Host: localhost:soon P ——
3 ser-Agent: ozl =¥ . indowvs L0z in HE 4 P EVITS. e
ERi ¥ it 1la/5.0 (Winc NT 10.0: Winég g% 75.0) G % G
N 5 - 4 Aceept: text/html,application/zhtml+xml, application/xml;q=0.9, imal equest in browser =
*  Fuzzing the parameter with a / LO@II’\ / © Accepc-banguage: enUS, en =05 SaLiPy Scan
& Accept-Encoding: gzip, deflate
ra nge Of Values 7 Content-Type: application/x-www-form-urlencodsd Send to Extractor
St g : - ¢ Content-Length: 51
Enter your credentials (bee/bug) % Crigin: hrep://localhost:2000 FEENEL S L
This can be further used to exploit e T L gz reauest metos
-4 = : = ange body encoding
1 H = 12 Referer: http://localhost:9000/ login. php
an |n_|ect|0n attaCk' bee = 13 Cookie: PHPSESSID=383ccOoeldcj3edddijcunaar5; security=low; secur| Copy URL
q ; Easword 'i Upgrade-Insecure-Requescs: 1 Copy as curl command
* Select ‘Send to Intruder’ on right 16| agin-bescpaasword-bectaceuzity. Level-Ottormsubmis Copytotle
aste from file
click to send the intercepted Set he securty leve Bl
low Don't intercept requests >
Request to Intruder . Dunigecy g
URL-encode as you type
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BurpSuite Tools: Intruder

Target | Positions | Payloads IOphnns ]
Target | Positions TPayloads IOptions ]

Payload set: ‘ 1 v Payload count: 16
@ Payload Positions Start attack —
Payload type: ‘ Simple list v Request count: 16

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned
to payload positions - see help for full details.

TJ @ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Attack type: | Sniper

© POST /login.php HTTP/ 1.1 a Add §

- . y . r

2 Host: localhost:9000 Paste Password967 A
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; xE64; rv:75.0) Gecko/Z0l00L0Ll Firefox/75.0 ;J P d@1

4 Aocept: text/html, application/xhtml+xml, application/xml; q=0.9, image/wshp, */ *:q=0.8 Clear § assword@

5 Accept-Language: en-US,en;q=0.5 Load ... Password12345

Hello@Spring >
? = | Remove | Spring@2020
: Content-Length: 51 Refresh Covid@2019
9 Origin: http://localhost:2000 Clear

& Accept—Encoding: gzip, deflate Auto §

Contenc-Type: application/x-www-form-urlencodesd

10 DHNT: 1 Password123 v
11 Connesction: close
12 Referer: htep://localhost:9000/ login.php Add Enter a new ile
13 Cookie: PHPSESSID=383ccOoeldej3efddijcunaar5; security=low; security level=0
¢ Upgrads-Insscurse-Regquests: 1 |Add Eomilisti TJ

16 login=hbeesipassword=SheeSisecurity level=0Oiform=submit

kb
v

(ﬂ Payload Processing

Click on ‘Start Attack’ once the Payload Options are set, to start the
attack

OWAS!
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BurpSuite Tools: Intruder

Attack Save Columns F

J Results TTarget I Positions I Payloads T Options ]

Filter: Showing all items |®_

Request 4 | Payload | Status | Error | Timeout | Length |error | exce.. illegal |invalid | fail | stack | access | ||
F = L=} = = = L= L) = = =

5 Spring@2020 200 ] L) 4430 o ] O ™ [} [} ] . E

B Covid@2019 200 J J 4430 J J J [ (] () (]

7 Password123 200 =] [ 4430 O ] ] o ] ] ] F

8 Password456 200 J J 4430 J J J [ (] () (]

9 Password928 200 ] ) 4430 LJ (] UJ [ J J J

10 foo 200 J J 4430 J J J [} L () (]

11 bar 200 =] [ 4430 ] ] ] o ] ] ]

12 password 200 O [ 4430 OJ (] OJ [ O (] OJ

13 passwd 200 ] ] 4430 O [0 [} ] ] ] ]

14 bug 302 L LJ 502 LJ LJ U LJ LJ LJ U

16 bee 200 a 0O 4430 O O ) & O O o U

16 flower 200 ] ) 4430 J [J J &) [J [J [J v

- (‘ T

Request | Response

Raw | Headers | Hex

1 HTTP/1l.l 302 Found

Z Date: Mon, 04 May Z0Z0 07:29:43 GMT

3 Server: Apache/2.4.7 (Ubuntu)

X-Powered-By: PHPF/5.5.59-lubuntud.ZZ2

Expires: Thu, 19 Nowv 1881 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

% Set-Cookie: PHP3ESSID=59310i6md0jZ0821rjl%h3dsgel;: path=/ [/

Jr

S et—Cookie: security lewvel=0; expires=Tus, 04-Nay-I0Z1 07:29:43 GMT:; Max-Age=3153£000; path=/
10 Location: portal.php
1 Content-Length: O -

0 matches [ Pretty |

Cannertinn: ~lass

D &) (=) ¢
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BurpSuite Tools: Intruder - Payload Processing

[Results ITarget IPusitions I Payloads IOptions ] J Results [Targel ] Positions | Payloads | Options I
T COVIOEZU TS 2
® Payload Positions Password123 > r
Remawe | 4456
Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which asswor
payloads are assigned to payload positions - see help for full details Clear | Sasswomgzg
ar v
Attack type: ' Sniper Add |
L GET / HTTP/1.1 s adds | Add from list . ¥
2 Host: 127.0.0.1 _— =~ J
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x€4; rv:75.0) Gecko/20100101
| Clear§ |
— (\

8 [ Auos | (?) Payload Processing

/html, application/xhtml+xml, application/xml;q=0.9, image/webp, */*;

5 Accept-Language: en-US,en;q=0.5 [ You can define rules to perform various processing tasks on each payload before it is used
5 Accept-Encoding: gzip, deflate | Refresh |
7 DNT: 1 — )

Connection: clo Add | Enabled |Rule |

Upgrade-Insecure-Requests: 1 ) Add Prefix: foo
10 Authorization: Basic §ZmOvOmJhcg==§ Edt | o  Basebd-encode
12 Remove | >
Up |

Down |

® Payload Encoding

This setting can be used to URL-encode selected characters within the final payload, for safe transmission within HTTP requests

@{é} | €| (=] |Searct 0 matches it l Clear | LJ URL-encode these characters.

PL 4

i
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BurpSuite Tools: Decoder

© Used to Encode/Decode Values in Decoder Comparer Extender Project options User options Reflection SALiPy Logger++ ‘ Extractor |

different encoding/hashing o 0Tt OH (D
fO I"matS | Decode as . _'J
* The Smart decode feature detect :E"m &= _'j
Hash ... L
and decodes the data by analyzing e ——

it’s encoding type _
foo-bal ® Text () Hex

- Usage | Decode as . _'J
*  Encode/Decode parameter/token (Encode as ... _'J
values (Hash ... v
)

Smart decode

*  Encoding payloads for filter :
invasion

OLUASP
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BurpSuite Tools: Collaborator

* Network service that Burpsuite _an,
uses to discover external service l e eV
interaction [ et swr?
BURPSUITE B - BURPCOLLABORATOR
* Usage ”

* Detect blind injection attacks and
service specific vulnerabilities.

v

. External service interaction.

v

. Can also be used to validate SSRF

Issues | Did you receive an interaction for my payload? ‘

v

:

Report external service interaction

Source: https://portswigger.net/burp/documentation/collaborator
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https://portswigger.net/burp/documentation/collaborator

Lets move on to a useful but often ignored feature
of BurpSuite..
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Recording Macros in BurpSuite

B Macro Editor X

* Macros direct Burp to follow a set

epae .
Of Ste ps o n h Ittl ng Ce rta I n Use the configuration below to define the items that are included in the macro, and the order they will be issued. You can configure how parameters and cookies are handled for each item. You

o can also test the macro to confirm it is working correctly
conditions

Macro description: | Login Macn)|

> Usage Macro items

© Most commonly used for keeping e S5 e et
the session active while . / - o
scanning/spidering the site or [Request | Response | Mo doun
performing any automated attack | Raw | Params | Hoaders | e | _ Remowiem

s NT 10.0; Winé4; x€4; rv:7€.0) Gecko/20100101 Firefox/7€.0

User-Agent: Mozilla/5.0 (Wir
cation/xhtml+xml, application/xml:q=0.9, image/vebp, */*:q=0.8

Accept: text/htm

T

Accept-Encoding:

tent-Type: application/x-wwv-form-urlencoded
Content-Length: 51

Origin: http://localhost:9000

DNT: 1
Connection: clc
Referer: http://localhost:S000/login.php

Cookie: security 1 ; PHPSESSID=laf22lg4ihlrba
Upgrade-Insecure-Re Tl

Re-record macro

v Re-analyze macro
y

0 matches Test macro

oK
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What’s more fun? BurpSuite features can be
Extended..
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BurpSuite Tools: Extender

® The re a re n u me ro us a pps ava i Ia ble { Dashboard | Target | Proxy | Intruder T Repeater T Sequencer T Decoder T Comparer ] Extender ] Project aptions T User options I Reflection I SaLiPy T Logger++ I Extractor l
on the BApp Sto re fo ra d d | ng [ Extensions | BApp Store | APIs | Options |

BApp Store

fu nct|0 n a I Ity to yo u r a I rea dy The BApp Store contains Burp extensions that have been written by users of Burp Suite, to extend Burp's capabilities.
|Oa d e d B u rps u ite Name |Installed | Rating | Popularity | Last updated | Detail T Using Burp Extractor T

_NET Beautifier wowwy ——— 23 Jan 2017 -
Ty — g D S ap—— 1. Ifa request requires a value from a response, right click on that request and select ‘Send
o P . .t Th | t. f Add & Track Gustom Issues ey — 03 Mar 2020 Pro extension to Extractor’. Then find a response where the client receives this value from, and select
T ‘Send to Extractor’
rereqUISI es e Oca Ions O Add Custom Header — 18 Sep 2018
. p - Additional CSRF Checks — 14 Dec 2018 2. Go to the Extractor tab to view a Comparer-like interface, and select the request and
the Inte rpreter Jar fIIeS should be Additional Scanner Checks — | 21Dec2018 Pro extension response needed. then click ‘Go'.
Adhoc Payload Processors = 06 Nov 2019 3. Within the newly created tab, highlight the content of the request which needs to be
t‘ d d IO t' ’ AES Payloads — 28 Aug 2015 Pro extension replaced, and the content of the response which contains the value to be inserted. Adjust
I I Ie n IO ne U n e r p IO n S Anti-CSRF Token From Ref._. — 28 Feb 2020 the scope as necessary, and click Tum Extractor on’
Comparsr | Exsndar | _Projsctoptions | Ussrogions | Refction | SaLPy | Loggers | Esracter Asset Discovery : 12 Sep 2019 Pro extension 4. Once turned on, Extractor will look for occurrences of the regex listed in the request and
Exessinsi] Bion sl peis [ Aftack Surface Detector T 08 Mar 2019 response panels, and extract or insert data appropriately. It will also update the Value to
= — AuthMatrix Rt — 02 Feb 2018 insert field with the newest value extracted.
Falder for loading ibary JAR fes [optiansi) I Authz — 01.Jul 2014
—— Auto Repeater — 04 Apr 2018 Please consult the extension's Github page for a mare complete tutorial.
Auto-Drop Requests —1 07 Oct 2018
2 p - Autorize v — 17 Mar 2020 Author: Wil Strei
Q-g . . - . N e . AWS Security Checks —H 18 Jan 2018 Pro extension Version: 1.0
£33 These settmgs let you canfigure the smironment for executing extensions that are wrtten in Python. To uze Python -
R e ————— ’ AWS Signer — 16 Oct 2019 Source:  hitps fiithub. comy oken-extractor
Location o ythan standslons JAR fle AWS Sigud I 28 Apr 2020 Updated: 29 Oct 2018
= o Backslash Powered Scanner — 19 Aug 2019 Pro extension
T - :ocivone 2 7 2 Soloct fle i A A
Batch Scan Report Generator — 03 Oct 2017 Pro extension Rating: pgkakakes Submit rating
Fokder for loading modules (optional) BeanStack - Stack-trace Fi... — 23 Mar 2020 Pro extension q
Selct folges Blazer — 01 Feb 2017 L || Fopularity: L
Bnokmarks — 26 Mar 2020 hd L]

R 1 " Refresh list Manual install -

These seftings lat you Canfigure the environment for execuling extensions thal are written in Ruby. To use Ruby
‘axtensions, you will nesd to downioad JRuby, which is a Ruby interpreter implamented in Java. Note that you can sither
‘conigure the location of the JRuby JAR file here. or you can load the JAR file on startup wa the Java classpath

0
o6

Location of JRuby JAR fils
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Extensions to improve your BurpSuite features

* Vulnerable Libraries scanners
* Retire.js (Pro)
— Integrate Retire.js repository to find
vulnerable JavaScript libraries
» Software Vulnerability scanner (Pro)

— This extension scans for
vulnerabilities in detected software
versions using the Vulners.com API

Target | Praxy | Spider | Scanner | Intruder | Repeater | Sequencer | Decader | Comparer | Extender | Options | Alets |

Resuls | Scan queue | Live scamning | Options |

i https://ausd mozilla org » @ The JavaScript fils ‘smber js' includes a vulnerabie version of the library ‘smber [2]
i nhitps://fhr.data. mozilla. com v @) The JavaScript file jquery-1.6.2 s’ includes a wiinerable version of the library jquery' [2)

itpi/localhost:3000 ligwery-16.2s

il Tiquery-16.2js

i favicon ico i Email addresses disclosed

iery162]s » i HTHL does nat specify charset [2]

i testhim » i Frameable respanse (potential Clickjacking) 3]

v @30 | HTML uses umecognized charset [2)
emberjs
itps //saisbrowsing-cache google com = 5
Pitps:/safabrowsing google.com _[iaavisony | Requesi [ Response |

i hitps:iisnippets cdn mozilla.net
i hitps:/hiles.senices. mozilla.com

The JavaScript file 'jquery-1.6.2.js' includes a vulnerable version of the library 'jquery’

Issue The Java Script file jquery-1.6.2s' includes a vulnerable version of the lbrary jauery’
Severl.  Medium

Confidence: Certain

Host hitp:iiocalnost:8000

Path fquery-1.6.24s

Issue detail

The library jquery version 1.6.2 has known security issues.
For more information, visi thos: =

90

Affected versions

The vuinerabilty is affecting all versions prior 1.9.001 (between * and 1.9.001)

=

ng o bsite is not using. notused, this
The libeary name and ts version are identy based on a Retire S Signature. Ifthe library identfication is not carredt, the prior il

Source: https://github.com/portswigger/retire-js
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https://vulners.com/
https://github.com/portswigger/retire-js

Extensions to improve your BurpSuite features

* Formatting the Request/Responses
* Json Beautifier

— This is a Burp Extension for beautifying JSON output.
* _.Net beautifier

— A BurpSuite extension for beautifying .NET message parameters and hiding some of the extra clutter
that comes with .NET web apps (i.e. __ VIEWSTATE).

* BurpBeautifier
— BurpSuite extension for beautifying request/response body, supporting JS, JSON, HTML, XML format

* Request minimization

e Request minimizer

— Performs HTTP request minimization. It deletes parameters that are not relevant such as: random ad
cookies, cachebusting nonces, etc.
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Extensions to improve your BurpSuite features

* Input validations related

* SQLiPy
— A plugin for Burp Suite that integrates SQLMap using the SQLMap API
* CO2

— Collection on enhancements for BurpSuite. SQLmapper is one of the module for running SQL
map directly

» Reflected Parameters (Pro)

— This extension monitors traffic and looks for request parameter values (longer than 3
characters) that are reflected in the response.

 Authorization checks
e Autorize

— Autorize helps in finding authorization vulnerabilities in an application.

— Itis sufficient to give to the extension the cookies of a low privileged user and navigate the
website with a high privileged user. The extension automatically repeats every request with the
session of the low privileged user and detects authorization vulnerabilities.
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Extensions to improve your BurpSuite features

* Logging requests

* Llogger++
— Logs requests and responses from all Burp Suite tools, like the Repeater, Intruder, Proxy etc.

— The extension allows advanced filters to be defined to highlight interesting entries or filter logs to only
those which match the filter.

— To enable logs to be used in other systems, the table can also be uploaded to elasticsearch or exported
to CSV.

* Log Requests to SQLite

— This extension keeps a trace of every HTTP request that has been sent via BURP, in an SQLite database.
This is useful for keeping a record of exactly what traffic a pen tester has generated.

e Collaborator Everywhere

— This is a Burp Suite Pro extension which augments your in-scope proxy traffic by injecting non-invasive
headers designed to reveal backend systems by causing pingbacks to Burp Collaborator.

e SSL Scanner
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Additional resources

https://portswigger.net/burp/documentation/desktop/getting-started
https://portswigger.net/training
https://www.bugcrowd.com/hackers/bugcrowd-university/

Video Tutorials
HackerOne: https://www.youtube.com/watch?v=LSqC9qggEMIi0
BurpSuite basics: https://www.youtube.com/watch?v=G3hpAeoZ4ek

These are some test sites to get started learning
https://xss-game.appspot.com/

There are plenty of vulnerable web Applications that you can set up to start testing with Burp and
understanding Appsec vulnerabilities. Some are listed below:

* Damn Vulnerable Web Application (DVWA)

*  OWASP Juiceshop

*  Buggy Web App — BWApp

@) ouAsP

Open Web Application
Security Project



https://portswigger.net/burp/documentation/desktop/getting-started
https://portswigger.net/training
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