
DJI Mavic Air Investigations
Mavic microSD card Expert Witness/Encase format 



Obtain the microSD image

Download microSD card image

Verify hash code



Find the format of Mavic microSD



Show image 
information 



Verify image 
hash 



Mount an Expert Witness Compression 
Format (EWF) image file

usage: ewfmount image mount_point
• image:  an Expert Witness Compression Format 

(EWF) image file 
• mount_point: the directory to serve as mount point



Note: the permission and owner have been 
changed



Show all files



Where was the first video taken?

2018-02-02T17:31:20 EST



How to play the video?



How many people were shown on the first 
video?

DJI_0001.MP4

three



Is this video same as the video in internal 
microSD card?

recall the hashes/timestamps of videos in internal microSD card

same



Verify the serial number of the image

It turns out the microSD card is the same as internal microSD card
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