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Compromise targetdomain.com 
whose entire infra is on AWS



Recon

● Subdomain finder

● Subdomain bruteforcer

● Certificate transparency logs (crt.sh)

● Online Platforms - GitHub, Pastebin

● Scrape Websites, Internet Archive, etc

● S3 Buckets - GreyHat Warfare & osint.sh/buckets/



One recon technique might get you more 
leverage!



If you don’t know, now you know

● Each AWS account has an account ID (12 digit number)

● Every resource is associated with an AWS account

● Majority of resources get their ARN with account ID in it

● arn:aws:<service>:<region>:<account>:<resourceType>/<resourceName>



Why are Account IDs important?

● To share resources with other accounts

● To create “trust relationships” with other accounts (especially 
vendors)

Your Accounts Vendors’ Accounts



Enumerating Account IDs of Companies



Access Keys

● Access Keys disclose AWS Account ID

aws sts get-caller-identity

● Even if a key is revoked, you can still find it’s Account ID

aws sts get-access-key-info --access-key-id <KEY>

● Cognito Identity credentials will also disclose Account ID



DEMO
Find the account ID from leaked creds

AKIAZQ3DPS3MCUE5DYLX
xb6cz2KGxZMJT0mfN8sVRKSdW6jy/qxwai4MAjPy



S3 Buckets

● Public buckets can fetch you account IDs

s3-account-search arn:aws:iam::123456789012:role/s3_read s3://my-bucket

● https://github.com/WeAreCloudar/s3-account-search 

● Private buckets can also fetch account IDs*

● https://tracebit.com/blog/how-to-find-the-aws-account-id-of-any
-s3-bucket 

* Looks like AWS has rolled out protection to limit the amount of wildcard chars https://x.com/thiezn_/status/1808477407659069442 

https://github.com/WeAreCloudar/s3-account-search
https://tracebit.com/blog/how-to-find-the-aws-account-id-of-any-s3-bucket
https://tracebit.com/blog/how-to-find-the-aws-account-id-of-any-s3-bucket
https://x.com/thiezn_/status/1808477407659069442


DEMO
Find account ID for the following bucket

https://cloudsecclub-bucket.s3.amazonaws.com/65ba6793e4b00910b5ba380a.jpg 

https://cloudsecclub-bucket.s3.amazonaws.com/65ba6793e4b00910b5ba380a.jpg


S3 Presigned URLs

● Security best practice

● Share private bucket objects to users or allow users to upload 
objects to private buckets

● Always discloses AWS Access Key ID in the X-Amz-Credential param

Source: https://medium.com/@aidan.hallett/securing-aws-s3-uploads-using-presigned-urls-aa821c13ae8d



DEMO
Do you know the AWS Account ID of GitHub.com?



GitHub

● Leading provider of AWS Account IDs disclosed in IaC code



GitHub

Source: https://github.com/openstreetmap/chef/blob/master/cookbooks/planet/templates/default/aws-credentials.erb



Documentation

● Product documentations (especially cloud security vendors) expose 
their Account IDs

Source: https://docs.datadoghq.com/integrations/guide/aws-manual-setup/?tab=roledelegation



Documentation

Collection of known AWS accounts scraped from documentation: 
https://github.com/fwdcloudsec/known_aws_accounts 

https://github.com/fwdcloudsec/known_aws_accounts


Other places to find Account IDs or Access Keys

● Source Code
○ GitLab & Bitbucket
○ DockerHub & Public ECR Images

● Error output
○ GitHub, GitLab & Bitbucket Issues
○ Stackoverflow
○ Online forums

● Serverless Application Repositories

● Mobile apps

● SQS Queue URLs



Where are we now?

Looked at 
so many 
places

AWS 
Account 

ID



Leveraging Account IDs of Companies



Bruteforce for IAM Entities

● You can find IAM principals (users and roles) from account ID

● Can help with phishing

● Script: https://github.com/dagrz/aws_pwn/blob/master/reconnaissance/validate_iam_principals.py 

● Wordlist: https://github.com/righteousgambit/quiet-riot/blob/main/wordlists/service-linked-roles.txt 
python3 validate_iam_principals.py -i service-linked-roles.txt -a <accountID>

https://github.com/dagrz/aws_pwn/blob/master/reconnaissance/validate_iam_principals.py
https://github.com/righteousgambit/quiet-riot/blob/main/wordlists/service-linked-roles.txt


Enumerate Security Services

● AWS can’t access your resources by default

● AWS Security Services create Service Linked IAM Roles to access your 
resources

● External Cloud Security vendors require you to create IAM Roles

● Existence of an IAM Role implies that the service may or may not be 
enabled right now. Non-existence of the IAM Role implies the service 
is definitely not enabled.



Demo
What services are being used in target’s accounts?

Target Account ID: 654654281432



Enumerate Public Snapshots

● Many public database snapshots can be queried using Account ID 
○ EBS Snapshots 

(https://us-east-1.console.aws.amazon.com/ec2/home?region=us-east-1#Snapshots:visibility=public;sort=snapshotId)

○ RDS Snapshots 
(https://us-east-1.console.aws.amazon.com/rds/home?region=us-east-1#snapshots-list:tab=public)

○ DocumentDB Snapshots 
(https://us-east-1.console.aws.amazon.com/docdb/home?region=us-east-1#snapshots)

○ Neptune Snapshots 
(https://us-east-1.console.aws.amazon.com/neptune/home?region=us-east-1#snapshots:type=public)

https://us-east-1.console.aws.amazon.com/ec2/home?region=us-east-1#Snapshots:visibility=public;sort=snapshotId
https://us-east-1.console.aws.amazon.com/rds/home?region=us-east-1#snapshots-list:tab=public
https://us-east-1.console.aws.amazon.com/docdb/home?region=us-east-1#snapshots
https://us-east-1.console.aws.amazon.com/neptune/home?region=us-east-1#snapshots:type=public


DEMO
Find public snapshots in target’s accounts?

Target Account ID: 654654281432



Public AMIs

Public AMIs can be queried using Account IDs

https://us-east-1.console.aws.amazon.com/ec2/home?region=us-east-
1#Images:visibility=public-images

https://us-east-1.console.aws.amazon.com/ec2/home?region=us-east-1#Images:visibility=public-images
https://us-east-1.console.aws.amazon.com/ec2/home?region=us-east-1#Images:visibility=public-images


Other Interesting Scenarios



Does this ABC resource belongs to XYZ Company?

● If the leaked resource’s owner ID == target domain’s account ID => 
confirmed resource leak

Source: https://hackerone.com/reports/819278



Detect CanaryTokens

● If you know an account is used for canary tokens, avoid using it

● Trufflehog has inbuilt support to detect canarytokens.org accounts

Source: https://trufflesecurity.com/blog/canaries



Where are we now?

Looked at 
so many 
places

AWS 
Account 

ID

So much more 
information 

without 
compromising 

anything



Remember, it’s just a bug feature



Mindmap



Is AWS Account ID Sensitive?



My Short Answer

The Account ID is useless and not a direct weakness in itself. 

It’s sensitivity arises from the fact it can help fetch 
and/or correlate resources and also gather information 

that can be used in other attacks. 
What I do know is it’s a POWERFUL technique in your recon process.



Resources

● https://rhinosecuritylabs.com/aws/assume-worst-aws-assume-rol
e-enumeration/

● https://github.com/fwdcloudsec/known_aws_accounts
● https://medium.com/@TalBeerySec/a-short-note-on-aws-key-id-f

88cc4317489 
● https://blog.plerion.com/aws-account-ids-are-secrets/
● https://github.com/dagrz/aws_pwn/blob/master/reconnaissance/v

alidate_iam_principals.py 
● https://www.youtube.com/watch?v=iMYbne-tD20 

https://rhinosecuritylabs.com/aws/assume-worst-aws-assume-role-enumeration/
https://rhinosecuritylabs.com/aws/assume-worst-aws-assume-role-enumeration/
https://github.com/fwdcloudsec/known_aws_accounts
https://medium.com/@TalBeerySec/a-short-note-on-aws-key-id-f88cc4317489
https://medium.com/@TalBeerySec/a-short-note-on-aws-key-id-f88cc4317489
https://blog.plerion.com/aws-account-ids-are-secrets/
https://github.com/dagrz/aws_pwn/blob/master/reconnaissance/validate_iam_principals.py
https://github.com/dagrz/aws_pwn/blob/master/reconnaissance/validate_iam_principals.py
https://www.youtube.com/watch?v=iMYbne-tD20


Thank You
Any Questions?

Securing AWS: Strategies for Lean Teams


