


BACKGROUND

◼ Penetration Tester, Offensive Security Specialist

◼ Focusing now on more Red Teaming

◼ Over 7 years experience 

Melih Turhanlar
Red Team Operator, REWE digital

OTHER TOPICS

◼ System/Computer Engineering, 

◼ MSc in Cyber Security,

◼ Detecting Turkish Phishing Attacks with ML Algorithms

◼ Blogging about Cyber Security 

Contact Me!



BACKGROUND

◼ Former DevSecOps Engineer, Security Analyst and Cyber 
Defense Expert

◼ Now on the road as a Red Team Operator and Coach

◼ > 12 years of security experience 

Benjamin-Yves Trapp
Technical Product Owner, REWE digital

OTHER TOPICS

◼ Studied computer engineering and biotechnology 

◼ Experience in the chemical- , retail-,  and banking/insurance 

industries

◼ Blogging about DevOps and security 

◼ Developing (security) tools and malware

Contact Me!
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What is Red Teaming ?

Red Team
Infrastructure

CI/CD Pipeline Attack
Vectors

Offensive Side of Security





• Proactive and adversarial 
approach to protect the company, 
systems, network, and individuals 
from attacks

• Filling the gaps of conventional 
Security Controls/Programs

Conventional Security is reactive:
• Focus on patching and risks
• Finding and fixing known system 

vulnerabilities
• Reacting on CVEs / Exploits 
• Responding on Security Events

➔ Attack Surface Management & Reduction

Offensive  Security is proactive:
• Focuses on TTPs (next slide)
• Implementing security measures by

hacking strategies
• Simulating/Emulating real attacks
• Helping in finding responses to attacks by

challenging Security Controls



Source: Tactics - Enterprise | MITRE ATT&CK®

• Describes „cyber adversary 
behaviour“

• Has 3 matrices:
• Enterprise
• Mobile
• Industrial Control Systems

• Focus on TTP
• Tactics: Why? (on the right)
• Techniques: How?
• Procedures: How is it implemented?

• Methodical and large coverage

• Can be overwhelming

ATT&CK Framework 
(MITRE 2013)

https://attack.mitre.org/tactics/enterprise/
https://attack.mitre.org/tactics/enterprise/
https://attack.mitre.org/tactics/enterprise/
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• Suitable for analyzing malware and 
ransomware campaigns 

• Focussed on overcoming perimeter 
security / exploits

• Assumes the target machine is the 
asset (ignores network pivoting)

• We prefer the Unified Kill Chain!

Cyber Kill Chain 
(Lockheed Martin 2011)

Source: Cyber Kill Chain® | Lockheed Martin

https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html
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Vulnerability Assessment
• Process of identifying, quantifying, and 

prioritizing system vulnerabilities
• Involves completing a vulnerability 

scan and validating findings
• Removes false positives to calculate 

accurate risk rating Penetration Testing
• Active exploitation of identified 

vulnerabilities
• Often discovers unknown 

vulnerabilities and bypasses 
preventive controls

• Conducted within a defined scope 
and adhering to Rules of Engagement
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Process of using TTPs to emulate a 
real-world threat with the goals of 
training and measuring the 
effectiveness of people, processes, 
and technology used to defend an 
environment

Orientated on Targets/Goals to reach
and TTPs instead of a “small” scope
➔Choosing our battles wisely

Source: https://scythe.io/library/scythes-ethical-hacking-maturity-model
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Exploitation without exploit

➔ Patching is good, but Attacks not always 
require an  exploit based on code flaws

➔Exploitation or compromising a system by 
(ab)using the system design, functions, and 
configuration against itself

➔Weak security controls and 
misconfigurations can lead to compromise 

➔ Social Engineering ➔ Humans can‘t be 
patched

Attack != Scan → Exploit → Profit

(ADVANCED) 
PENETRATION 

TESTING

PHYSICAL 
SECURITY 

SOCIAL 
ENGINEERING

RED 
TEAMING



• People are behind cyber-attacks!
• Security controls and strategies 

must defend against intelligent 
threat-actors and not solely on 
(potential) security events

• TTPs are the best representation 
of attacker behavior
→ Segregates Red Teaming also 
from Pentesting

• The company defense need to 
focus on detection and NOT
on prevention

ISO27001:  A potential cause of an incident, that
may result in harm of systems 
and organization



"Everybody has a plan until they get punched 
in the face" - Mike Tyson

Real Threat-Actors will:
• Establish C2 (Command &Control)
• Establish persistence
• Perform situational awareness
• Push to ultimately achieve goals

➔Mimic/Simulate Threat-Actors by 
learning from their TTPs

➔ Test immunity of the company 
against real-world attacks



• Threat Intelligence-based Ethical 
Red Teaming 

• Framework used by EZB (European 
Central Bank)

• Aiming to improve protection, 
detection, and response 
capabilities

• Structured way to organize Red 
Team assessments

Source: https://www.scip.ch/en/?labs.20201119



• Learn from real-world 
Threat Actors

• Brings in the realism into 
the Adversary 
(Sim/Em)ulation

• Creation of:
• Threat Profiles
• TTPs 
• Attack flows
• Campaigns
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Process of identifying, analyzing, and prioritizing potential 
adversarial tactics, techniques, and goals to design realistic 
scenarios that test an organization's security defenses
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Threat Planning is required to:
• Create the rules of the engagement
➔ Establish responsibility, relationship & guidelines

     ➔ Segregates between legal and sinister actions
• Documentation to make the applied threat touchable for the 

stakeholders
• Help the Red Team to slip into the skin of the adversary

• What is the motivation of the adversary ?
• Which goals does the adversary aim at ?
• How is the adversary applying the threat ? 
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Threat Actors Threats Assets

RiskVulnerabilities

Owner

Countermeasures

Value

Wish to minimize risk
Impose

Reduces

Leading to

May be aware of

May possess

Give Rise to Increases
Directly

Wish to Abuse and/or may cause damage 

Exploit

Source: SANS - Creating a Threat Profile for Your Organization
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Threat Actors
Assume, Detect, 
and (attempt to)
Bypass implemented
Security Controls
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"Command and Control consists of 
techniques that adversaries may 
use to communicate with systems 
under their control within a victim 
network."

- MITRE ATT&CK®

• Command and Control (C2) Server:

• An attacker-controlled system used to 
communicate with implants.

• Acts as a command center by serving 
tasks and retrieving results for various 
implants deployed throughout the target 
space.

• Uses asynchronous communications to 
maintain a lower profile.

How can you manage +50 Reverse Shells
in combination with the used attacker tools?



"A beacon is a small piece of code 

deployed on a compromised system 

that communicates back to the 

attacker's command and control (C2) 
server.”

• Beacon:

• Your “innocent part” in victim 
environment.

• Enables remote control.

• Data exfiltration, post exploitation 
activities.

• Maintain persistence while “evading 
detection!”

”Beacon is better”



Source: LOLC2

• C2 servers "listen", serve tasks, and 
retrieve the results from the registered 
beacons

• A variety of methods to establish 
network communications or 
"channels"

• C3, or custom command and control, 
is used to identify bespoke

• implementations with the intention of 
avoiding detection of widely 
distributed tools

https://lolc2.github.io/


The most popular C2 channels are:

• HTTP/S (network egress)

• DNS (network egress)

• TCP (peer-to-peer)

• SMB (peer-to-peer)

Some more esoteric examples are:

• Gmail: https://github.com/byt3bl33d3r/gcat

• Google Drive: https:/ /github.com/lukebaggett/google_socks

• Slack: https://github.com/Coalfire-Research/Slackor

• Twitter: https://github.com/PaulSec/twittor

• DNS-over-HTTP: https://github.com/sensepost/godoh

Communication is important.



Source: LOLC2

• C2 servers "listen", serve tasks, and 
retrieve the results from the registered 
implants

• A variety of methods to establish 
network communications or 
"channels"

• C3, or custom command and control, 
is used to identify bespoke

• implementations with the intention of 
avoiding detection of widely 
distributed tools
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C2 Server Beacon on Victim Side



• Different IPs Everytime
• Add obstacles for 

analysing the traffic flow
• Chance of fingerprintig 

and catching Blue Team 
activities

C2 Server Beacon on Victim Side

Redirector
Redirector

Redirector
Redirector

Redirector
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Source: https://revshells.com/







•Scans for Pwn Requests, Actions Injection, 

Runner Takeover

•Supports cross-repo workflows & reusable 

actions

•High sensitivity: catches what others miss (may 
include false positives)

•Safe search/enumerate on public repos — no rule 

violations

•Attack features require authorization

https://github.com/AdnaneKhan/Gato-X



https://github.com/AdnaneKhan/Gato-X
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Use with Victim PAT 

Reach Organization PAT with Repo Privileges

By changing code, implement Supply Chain Attack

Reach Other Tokens and Credentials



• Tunneling traffic through a controlled system to other 
systems that are not directly accessible.

• Tunneling →Used to protect or encapsulate traffic to 
correctly route it







• Check the permissions of your Pipeline 
→which other repositories are accessible?
→ Skipping least privilege can jeopardize your defense. 
→One misconfigured repo is enough

• Check permissions for the accessible systems of your 
CI/CD ecosystem
• Git, Nexus, Artifactory, internal Docker Registries  
→Can lead to a supply chain attack

• SonarQube and Scanners can be blinded
• Pipelines are ideal beachheads, operating in blind 

spots and blend in into corporate traffic
• Injected credentials may allow lateral movement
• Never ever loose a GitLab Runner registration token or 

global privileged token that manages repositories!

Always assume that CI/CD is a dangerous
goods transport. They are RCE as a Service





Backup Slides



• https://github.com/ionuttbara/windows-defender-remover
• https://github.com/es3n1n/no-defender

Sources

• Abuses an undocumented 
WSC (Windows Security 
Center)  service  API call

• Regularly requires to sign an 
NDA with Microsoft to get 
Documentation

• Normally used by 
Antivirus Vendors to tell 
Defender that another AV 
tool takes the Lead
➔What should go wrong?

https://github.com/ionuttbara/windows-defender-remover
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Framework developed to understand and analyze malicious 
cyber activities. This model is built around four core features: 
adversary, infrastructure, capability, and victim, arranged in the 
shape of a diamond
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