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* Systéme de détection d’intrusion

* Open source

. ntissage automatique(Machine Learning)
Développé par le Stratosphere Research Lab
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1 hour long by default.

generated per each IP metin the traffic + timeline - all connections related to this
profile and timewindow
timenindow « features - gathers llnfo about
timewindow! connections in one timewindow
+ detections

L timewindow3

INPUT timewindowé OUTPUT

(srclP1 srcPort! dstiP2 dstPort2)

Kalipso

(terminal GUI)

Network traffic ——>+—>Zeek——flow1

Slips detection modules

. asn
+ Peap files + geoip

+ Packets from an interface + virustotal

+ Suricata flows + portscan-detector
« Argus flows « timeline

« Zeek/Bro flows + mn-cc-detection

+ Nfdump flows » flowalerts
+ threat intelligence

blocking module

all is stored in Redis database




* Divise le flux en profils
* Chaque profils est divisé en fenétre temporelle

ntéugodéle sur un trafic

| / PCAP et détection




Voir SLIPS en action
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marina@marina-virtual-machine: ~/Stra...

(venv) : $ cd StratosphereLinuxIPS/

(venv) : $ python slips.py -i O 8 Not Secure 192.168.91.143

ens33

Slips Version: (5f0e1435) : (=] selected: 192.168.91.1 TW 1:2025/08/26 14:26:14

https://stratosphereips.org

[Main] Storing Slips logs in output/ens33_2025-08-26_14:24:28/
[Main] Detected host IP:

Reverse Threat URL Download Reference

[Main] Using redis server on port: Sl IP Country DNS ASN Intel score score score
Started process [PID 1 .
Starting modules Profiles 192.168.91.1
Starting the module (Detect ARP attacks) [PID 1
Starting the module (Alerts about flows: long connec 192.168.91.1 S ————,
tion, successful ssh, password guessing, self-signed certificate, data exfiltrat ‘ Timeline ” WS H Outgoing H Incoming ’ Evidence
1 ion, etc.) [PID ] | | = I g 3
X Starting the module (Train or test a Machine L W
o earning model to detect malicious flows) [PID ]
- ] Starting the module (Analyze HTTP flows) [PID TW 1:2025/0;
- A :
3 Starting the module (Get different info about an IP/MAC 14:26:14 10 v entries
5 address) [PID ]
Starting the module (Detect Horizonal, Vertica 192.168.91.14 i Threat
1, ICMP and DHCP Scans.) [PID 1 . . TR Evidence Confidence Level Category  Tag Description
Starting the module (Module to get passive DNS info abou
TRl 1756218393.218634 1 INFO Connecting to
34.107.221.82 private IP:
< > 192.168.91.254
92.205.111.3 on destination
port: 67
fe80::a548:10:

1756218393.26449 0.8 Connection on
port 0 from
192.168.91.1:0
to
224.0.0.22:0.
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Détection de scans réseauv internes.
Analyse d’exfiltration de données.
Détection d’activités internes
malveillantes.

e malwares

Surveillance'en t
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docker run -it --rm --net=host stratosphereips/slips:latest

Docker: Islips.py -f capture.pcap

cd StratosphereLinuxIPS/
Jinstall.sh

pyﬂ-\on)sl'

it clone hitps://github.com/stratosphereips/Stratosphereli uxIPS‘i
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