
All roads lead to 
Domain Admin
Adéla Haníková



Whoami
• Mathematician – mathematical methods of information security

• Penetration tester at AEC a.s.

• Not a domain admin



Basic concepts
• AD – Active Directory

• DC – Domain Controller

• DA – Domain Admin

• LA – Local Admin

• Hash



Two ways
• Indirect process

 Domain user → local administrator → domain administrator

• Direct success



LA – local escalation
• Unencrypted computer with Windows 7



LA – local escalation
• Unencrypted computer with Windows 7



LA – local escalation
• Scheduled tasks



LA – local escalation
• Scheduled tasks



LA – escalation 
• SYSVOL & Group Policy 

Preferences



LA – escalation 
• SYSVOL & Group Policy 

Preferences

• MS14-025



LA – escalation 
• Passwords in plaintext on SMB shares

• *.bat; *.cmd; *.vbs; *.ps1; …



What‘s next?
• Extract hashes (passwords) 



What‘s next?
• Extract hashes (passwords) 

• Pass the hash



Direct methods
• Already seen

 Password of domain admin in plaintext on share
 SYSVOL & Group Policy Preferences



Exploitation of a server
• HP Data Protector – port 5555



Exploitation of a server
• HP Data Protector – port 5555



Weak password
• Cracking Net-NTLMv2



Weaker password
• Default password for new accounts



The weakest password
• Bruteforce



Lessons learned
• Educate your employees (even DA)

• Be aware of history

• Script kiddies can hack your network



Thanks for your 
attention.
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