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KALIPSO

Ips from slips

—66.102.1.188 [+]
++10.8.0.117 [-] imeline

| F-timewindow b.8.0.117 timewindowl

timewindowl®

+~timewindowll 22:43:03 - DNS asked to 8.8.8.8 53/udp, Sent: 48, Recv: 64, Tot: 112.0@b

timewindow12 22:43:03 - Query: s-usclc-nss-224.firebaseio.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['35.201.97.85']

—~timewindowl3 22:43:07 - DNS asked to 8.8.8.8 53/udp, Sent: 34, Recv: 79, Tot: 113.00b

—timewindowl4 - Query: mtalk.google.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['mobile-gtalk.l.google.com', '74.125.71.188']

—timewindowl5 $019/10/22 - DNS asked to 8.8.8.8 53/udp, Sent: 37, Recv: 53, Tot: 90.00b

t—~timewindowl6 $019/10/22 - Query: play.googleapis.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['216.58.201.74']

+—timewindowl? p019/10/22 - DNS asked to 8.8.8.8 53/udp, Sent: 56, Recv: 72, Tot: 128.00b

—timewindowl8 $019/10/22 - Query: mobilenetworkscoring-pa.googleapis.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['216.58.201.106']
+~timewindowl9 $019/10/22 - https asked to 216.58.201.106 443/tcp, Sent: 966, Recv: 957, Tot: 1.88Kb

—timewindow2 p019/10/22 - mobilenetworkscoring-pa.googleapis.com. Issuer: . Trust Cert: ?7 (Resumed). Subject: . Version: TLSv12. Resumed: True

—timewindow2@ $019/10/22 - https asked to 216.58.201.74 443/tcp, Sent: 2142, Recv: 5996, Tot: 7.95Kb

—timewindowZl - play.googleapis.com. Issuer: CN=GTS CA 101,0=Google Trust Services,C=US. Trust Cert: Yes. Subject: CN=*.googleapis.com,0=Google LLC,L=Mountai
timewindow22 - Google Playstore or Google Talk or Google Chrome Sync asked to 74.125.71.188 5228/tcp, Sent: 961, Recv: 416, Tot: 1.34Kb

—~timewindow23 - mtalk.google.com. Issuer: . Trust Cert: ?? (Resumed). Subject: . Version: TLSv12. Resumed: True

—timewindow24 - DNS asked to 8.8.8.8 53/udp, Sent: 44, Recv: 116, Tot: 160.00b

—~timewindow3 - Query: android.clients.google.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['android.l.google.com', '216.58.201.78
—~timewindowd - DNS asked to 8.8.8.8 53/udp, Sent: 43, Recv: 88, Tot: 131.00b

timewindows z - Query: 1lh3.googleusercontent.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['googlehosted.l.googleusercontent.com',
I—~timewindow6 $019/10/22 22:52:27 - DNS asked to 8.8.8.8 53/udp, Sent: 37, Recv: 53, Tot: 90.00b

—timewindow? $019/10/22 . - Query: play.googleapis.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['172.217.23.202']

—~timewindow8 $019/10/22 22:52:28 - DNS asked to 8.8.8.8 53/udp, Sent: 47, Recv: 63, Tot: 110.00b

$019/10/22 o A - Query: connectivitycheck.gstatic.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['216.58.201.67']
$019/10/22 22:52:29 - DNS asked to 8.8.8.8 53/udp, Sent: 36, Recv: 52, Tot: 88.00b
p) - Query: wwwv.googleapis.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['216.58.201.106']

- DNS asked to 8.8.8.8 53/udp, Sent: 33, Recv: 8@, Tot: 113.00b

- Query: www.blogger.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['blogger.l.google.com', '216.58.201.105']
- DNS asked to 8.8.8.8 53/udp, Sent: 43, Recv: 59, Tot: 102.00b

- Query: sticker-pa.googleapis.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['172.217.23.202']
- https asked to 216.58.201.78 443/tcp, Sent: 581, Recv: 4344, Tot: 4.81Kb

All profiles and all the
time windows when this
profile communicated.
Detected profiles and
time windows are
highlighted in red.

f-74.125.133.188 [+]
(-10.8.0.1 [+]

}-74.125.71.188 [+]
{-64.233.166.188 [+]
L-108.177.97.188 [+]

[ e:srcPortClient c:dstIPsClient b:dstPortServer p:dstPortsClient n:dstPortsClientIPs h:OutTuples m:map




Ips from slips

~66.102.1.188 [+]
1710.8.0.117 [-]
”—timewindowl
timewindowl®
Htimewindowll
timewindow12
Htimewindowl3
Htimewindowl4
HtimewindowlS
Htimewindowl6
H—timewindowl?
Htimewindowl8
ttimewindowld
Htimewindow2
Htimewindow2@
Htimewindow2l
Htimewindow22
Htimewindow23
timewindow24
—timewindow3
Htimewindowd
timewindows
Htimewindowé
Htimewindow?
timewindows

TIMELINE

i

A combined timeline of
what happened and T
when. Based on Zeek v
files. Each mainline(e.g ™7™ "
DNS) has below its
corresponding
interpretation (Query:)

Timeline

10.8.0.117 timewindowl

2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22

2019/10/22

Evidence

22:43:03
22:43:03
22:43:07

22:52:27
22:52:28
22:52:28
22:52:29
22:52:29
22:52:31

DNS asked to 8.8.8.8 53/udp, Sent: 48, Recv: 64, Tot: 112.00b
- Query: s-usclc-nss-224.firebaseio.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['35.201.97.85']
DNS asked to 8.8.8.8 53/udp, Sent: 34, Recv: 79, Tot: 113.00b
- Query: mtalk.google.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['mobile-gtalk.l.google.com', '74.125.71.188']
DNS asked to 8.8.8.8 53/udp, Sent: 37, Recv: 53, Tot: 90.00b
- Query: play.googleapis.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['216.58.201.74']
DNS asked to 8.8.8.8 53/udp, Sent: 56, Recv: 72, Tot: 128.00b
- Query: mobilenetworkscoring-pa.googleapis.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['216.58.201.106']
https asked to 216.58.201.106 443/tcp, Sent: 966, Recv: 957, Tot: 1.88Kb
- mobilenetworkscoring-pa.googleapis.com. Issuer: . Trust Cert: ?7 (Resumed). Subject: . Version: TLSv12. Resumed: True
https asked to 216.58.201.74 443/tcp, Sent: 2142, Recv: 5996, Tot: 7.95Kb
- play.googleapis.com. Issuer: CN=GTS CA 101,0=Google Trust Services,C=US. Trust Cert: Yes. Subject: CN=*.googleapis.com,0=Google LLC,L=Mountail
Google Playstore or Google Talk or Google Chrome Sync asked to 74.125.71.188 5228/tcp, Sent: 961, Recv: 416, Tot: 1.34Kb
- mtalk.google.com. Issuer: . Trust Cert: ?? (Resumed). Subject: . Version: TLSv12. Resumed: True
DNS asked to 8.8.8.8 53/udp, Sent: 44, Recv: 116, Tot: 160.00b
- Query: android.clients.google.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['android.l.google.com', '216.58.201.7§
DNS asked to 8.8.8.8 53/udp, Sent: 43, Recv: 88, Tot: 131.00b
- Query: 1lh3.googleusercontent.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['googlehosted.l.googleusercontent.com',
DNS asked to 8.8.8.8 53/udp, Sent: 37, Recv: 53, Tot: 90.00b
- Query: play.googleapis.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['172.217.23.202']
DNS asked to 8.8.8.8 53/udp, Sent: 47, Recv: 63, Tot: 110.00b
- Query: connectivitycheck.gstatic.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['216.58.201.67']
DNS asked to 8.8.8.8 53/udp, Sent: 36, Recv: 52, Tot: 88.00b
- Query: www.googleapis.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['216.58.201.106']
DNS asked to 8.8.8.8 53/udp, Sent: 33, Recv: 8@, Tot: 113.00b
- Query: www.blogger.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['blogger.l.google.com', '216.58.201.105']
DNS asked to 8.8.8.8 53/udp, Sent: 43, Recv: 59, Tot: 102.00b
- Query: sticker-pa.googleapis.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['172.217.23.202']
https asked to 216.58.201.78 443/tcp, Sent: 581, Recv: 4344, Tot: 4.81Kb

[ e:srcPortClient

c:dstIPsClient

b:dstPortServer p:dstPortsClient n:dstPortsClientIPs h:OutTuples m:map




Ips from slips

—66.102.1.188 [+]
1710.8.0.117 [-]
”—timewindowl
timewindowl®
Htimewindowll
timewindow12
Htimewindowl3
Htimewindowl4
HtimewindowlS
Htimewindowl6
H—timewindowl?
Htimewindowl8
timewindowl9
Htimewindow2
Htimewindow2@
Htimewindow2l
Htimewindow22
Htimewindow23
timewindow24
—timewindow3
Htimewindowd
+—timewindowS
Htimewindowé
Htimewindow?
timewindows

EVIDENCE

The evidence is (-]
generated by all |-74.125.133.188 [4]
. . t-10.8.0.1 [+]
dett_achon module_s. i s,
IS the Supportlﬂg --108.177.97.188 [+]
evidence for the

detection.

Timeline

10.8.0.117 timewindowl

2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22

Evidence

e:srcPortClient

c:dstIPsClient

22:43:03 -
22:43:03
22:43:07 -

22:43:07
22:52:27 -

b:dstPortServer

DNS asked to 8.8.8.8 53/udp, Sent: 48, Recv: 64, Tot: 112.00b
- Query: s-usclc-nss-224.firebaseio.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['35.201.97.85']
DNS asked to 8.8.8.8 53/udp, Sent: 34, Recv: 79, Tot: 113.00b
- Query: mtalk.google.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['mobile-gtalk.l.google.com', '74.125.71.188']
DNS asked to 8.8.8.8 53/udp, Sent: 37, Recv: 53, Tot: 90.00b
- Query: play.googleapis.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['216.58.201.74']
DNS asked to 8.8.8.8 53/udp, Sent: 56, Recv: 72, Tot: 128.00b
- Query: mobilenetworkscoring-pa.googleapis.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['216.58.201.106']
https asked to 216.58.201.106 443/tcp, Sent: 966, Recv: 957, Tot: 1.88Kb
- mobilenetworkscoring-pa.googleapis.com. Issuer: . Trust Cert: ?7 (Resumed). Subject: . Version: TLSv12. Resumed: True
https asked to 216.58.201.74 443/tcp, Sent: 2142, Recv: 5996, Tot: 7.95Kb
- play.googleapis.com. Issuer: CN=GTS CA 101,0=Google Trust Services,C=US. Trust Cert: Yes. Subject: CN=*.googleapis.com,0=Google LLC,L=Mountai
Google Playstore or Google Talk or Google Chrome Sync asked to 74.125.71.188 5228/tcp, Sent: 961, Recv: 416, Tot: 1.34Kb
- mtalk.google.com. Issuer: . Trust Cert: ?? (Resumed). Subject: . Version: TLSv12. Resumed: True
DNS asked to 8.8.8.8 53/udp, Sent: 44, Recv: 116, Tot: 160.00b
- Query: android.clients.google.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['android.l.google.com', '216.58.201.78
DNS asked to 8.8.8.8 53/udp, Sent: 43, Recv: 88, Tot: 131.00b
- Query: 1lh3.googleusercontent.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['googlehosted.l.googleusercontent.com',
DNS asked to 8.8.8.8 53/udp, Sent: 37, Recv: 53, Tot: 90.00b
- Query: play.googleapis.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['172.217.23.202']
DNS asked to 8.8.8.8 53/udp, Sent: 47, Recv: 63, Tot: 110.00b
- Query: connectivitycheck.gstatic.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['216.58.201.67']
DNS asked to 8.8.8.8 53/udp, Sent: 36, Recv: 52, Tot: 88.00b
- Query: wwwv.googleapis.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['216.58.201.106']
DNS asked to 8.8.8.8 53/udp, Sent: 33, Recv: 80, Tot: 113.00b
- Query: www.blogger.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['blogger.l.google.com', '216.58.201.105']
DNS asked to 8.8.8.8 53/udp, Sent: 43, Recv: 59, Tot: 102.00b
- Query: sticker-pa.googleapis.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['172.217.23.202']
https asked to 216.58.201.78 443/tcp, Sent: 581, Recv: 4344, Tot: 4.81Kb

dport:81:PortScanType2 1,50,New horizontal port scan detected to port 81. Not Estab TCP from IP: 192.168.2.12. Tot pkts sent all IPs: 63
dport:23:PortScanType2 1,50,New horizontal port scan detected to port 23. Not Estab TCP from IP: 192.168.2.12. Tot pkts sent all IPs: 45

p:dstPortsClient n:dstPortsClientIPs h:OutTuples m:map




HOTKEYS

Help on what you can do

Ips from slips

—66.102.1.188 [+]
1710.8.0.117 [-]
”—timewindowl
timewindowl®
timewindowll
Htimewindowl2
Htimewindowl3
Htimewindowl4
HtimewindowlS
Htimewindowl6
H—timewindowl?
Htimewindowl8
timewindowl9
Htimewindow2
Htimewindow2@
Htimewindow2l
Htimewindow22
Htimewindow23
timewindow24
—timewindow3
timewindowd
+—timewindowS
Htimewindowé
Htimewindow?
timewindows

i

}-74.125.133.188 [+]
(-10.8.0.1 [+]

{-74.125.71.188 [+]
{-64.233.166.188 [+]
-108.177.97.188 [+]

Timeline

10.8.0.117 timewindowl

2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22
2019/10/22

Evidence

22:43:03
22:43:03
22:43:07

107
22:43:07
22:52:27

DNS asked

- Query:

DNS asked

- Query:

DNS asked

- Query:

DNS asked

- Query:

to 8.8.8.8 53/udp, Sent: 48, Recv: 64, Tot: 112.0@b

s-usclc-nss-224.firebaseio.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['35.201.97.85']

to 8.8.8.8 53/udp, Sent: 34, Recv: 79, Tot: 113.00b

mtalk.google.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['mobile-gtalk.l.google.com', '74.125.71.188']
to 8.8.8.8 53/udp, Sent: 37, Recv: 53, Tot: 90.00b

play.googleapis.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['216.58.201.74']

to 8.8.8.8 53/udp, Sent: 56, Recv: 72, Tot: 128.0@b

mobilenetworkscoring-pa.googleapis.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['216.58.201.106']

https asked to 216.58.201.106 443/tcp, Sent: 966, Recv: 957, Tot: 1.88Kb

- mobilenetworkscoring-pa.googleapis.com. Issuer: . Trust Cert: ?7 (Resumed). Subject: . Version: TLSv12. Resumed: True
https asked to 216.58.201.74 443/tcp, Sent: 2142, Recv: 5996, Tot: 7.95Kb

- play.googleapis.com. Issuer: CN=GTS CA 101,0=Google Trust Services,C=US. Trust Cert: Yes. Subject: CN=*.googleapis.com,0=Google LLC,L=Mountai
Google Playstore or Google Talk or Google Chrome Sync asked to 74.125.71.188 5228/tcp, Sent: 961, Recv: 416, Tot: 1.34Kb

- mtalk.

DNS asked

- Query:

DNS asked

- Query:

DNS asked

- Query:

DNS asked

- Query:

DNS asked

- Query:

DNS asked

- Query:

DNS asked

- Query:

google.com. Issuer: . Trust Cert: ?? (Resumed). Subject: . Version: TLSvl2. Resumed: True

to 8.8.8.8 53/udp, Sent: 44, Recv: 116, Tot: 160.00b

android.clients.google.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['android.l.google.com', '216.58.201.78
to 8.8.8.8 53/udp, Sent: 43, Recv: 88, Tot: 131.0@b

1h3.googleusercontent.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['googlehosted.l.googleusercontent.com',
to 8.8.8.8 53/udp, Sent: 37, Recv: 53, Tot: 90.00b

play.googleapis.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['172.217.23.202']

to 8.8.8.8 53/udp, Sent: 47, Recv: 63, Tot: 110.00b

connectivitycheck.gstatic.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['216.58.201.67']

to 8.8.8.8 53/udp, Sent: 36, Recv: 52, Tot: 88.00b

www.googleapis.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['216.58.201.106']

to 8.8.8.8 53/udp, Sent: 33, Recv: 8@, Tot: 113.0@b

www.blogger.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['blogger.l.google.com', '216.58.201.105']

to 8.8.8.8 53/udp, Sent: 43, Recv: 59, Tot: 102.00b

sticker-pa.googleapis.com, Query Class: C_INTERNET, Type: A, Response Code: NOERROR, Answers: ['172.217.23.202']

- https asked to 216.58.201.78 443/tcp, Sent: 581, Recv: 4344, Tot: 4.81Kb

dport:81:PortScanType2 1,50,New horizontal port scan detected to port 81. Not Estab TCP from IP: 192.168.2.12. Tot pkts sent all IPs: 63
dport:23:PortScanType2 1,50,New horizontal port scan detected to port 23. Not Estab TCP from IP: 192.168.2.12. Tot pkts sent all IPs: 45




KALIPSO

E HOTKEY

Src ports when the IP of the
profile acted as client. Separated
in Established and Not
Established histograms. Shows
the amount of total flows, total
packets and total bytes going in a
specific source port.

estSrcPortClient

UDP/5165

UDP/32830

UDP/33844

UDP/37575

UDP/44125

UDP/44192

UDP/47452

UDP/47493

UDP/47542

notEstSrcPortClient

TCP/401

TCP/477

TCP/675

TCP/1652

TCP/1703

TCP/1760

TCP/1767

TCP/1880

TCP/2022

totalflows totalpkts
45 368
1 E
1 2
1 2
1 2
1 2
: § 2
3 2
3 2
totalflows totalpkts
1 &
| ¥
1 1
& p ¢
1 1
1 1
1 &
1 &
: 3 K

totalbytes
198066
180
180
174
174
174
178
178

174

totalbytes

60

&€ 8 8 8 8 8 8 8

o

{ :main e

c:dstIPsClient

b:dstPortServer

p:dstPortsClient

n:dstPortsClientIPs

h:OutTuples

m:map




KALIPSO

C HOTKEY

Dst IPs when the IP of the profiles
acted as client. Separated in
Established and Not Established
histograms. Shows the amount of
total flows, total packets and total
bytes going to a specific dst IP.

estDstIPsClient

UDP/192.168.2.1

UDP/185.117.82.70@

UDP/82.221.103.244

UDP/67.215.246.10

UDP/156.223.127.185

UDP/175.38.39.105

UDP/37.70.140.43

UDP/179.98.114.116

UDP/213.145.5.81

notEstDstIPsClient

TCP/49.148.115.135

TCP/163.14.48.108

TCP/46.195.119.147

TCP/220.56.165.177

TCP/88.202.87.165

TCP/103.9.154.102

TCP/209.158.8.213

TCP/142.110.34.64

TCP/126.38.144.129

totalflows

12

1

1

totalflows

i

1

b |

totalpkts

24

2

11

23

totalpkts
L
1

1

totalbytes
2176
180
1632
5685
318
437
663
663

663

totalbytes

60

g 8 8 8 8 8 8 8

o

' :main e:srcPortClient c

b:dstPortServer

p:dstPortsClient n:dstPortsClientIPs h:OutTuples




estdstPortClient totalflows totalpkts totalbytes

KALIPSO

UDP/53 12 24 2176 o H N
UDP/123 2 4 360 1 |
UDP/1460 1 1 1448 z N
UDP/1978 1 7 1324 3
UDP/6346 1 2 209 +
UDP/6881 6 42 8456 s B
UDP/6889 1 2 492 ¢ 1N
UDP/7048 1 2 221 7 1N
UDP/8999 4 4 1814 8 _
notEstdstPortClient  totalflows  totalpkts totalbytes
TCP/23 45 45 2700
p “OTKEY TCP/81 - = s :’ I N
Dst ports when the IP of the g ; 3 327 i R——
profile acted as client. Separated g : 3 366 .
in Established and Not e : 1 148 . -_
Established histograms. Shows V.. . 2 296 i
the amount of total flows, total Wz 1 1 109 . -_
bytes and total packets going to a UDP/8999 1 1 148 —
specific dst port. UDP/11119 1 i o o
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UDP/123 185.117.82.70 2 i |
UDP/123 91.224.149.41 2 2 B
UDP/1460 27.72.227.169 1 3
UDP/1978 81.0.20.73 7 + B
UDP/6346 90.0.227.11 2 s B
UDP/6881 82.221.103.244 11 |
UDP/6881 67.215.246.10 23 7 IR
UDP/6881 86.145.52.4 2 s B
notEstdstPortClient IP Number of connections
TCP/23 150.171.234.234 1
o |
TCP/23 143.102.191.224 1 i
1
Dst Ports when the IP of the TCP/23 60.80.210.22 1 i
. - 2
profile acted as client. TCP/23 51.145.103.81 1
Separated in Established and — A Y 1
not Established histograms. — G . + 1
5
Shows the amount of TCP/23 194.226.171.218 1 :
connections to adst IPon a oy e 2 s
ifi 7
SpeCIfIC port. TCP/23 167.203.30.28 1 :
8
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Shows geolocations of all dst
IPs to which the src IP of the
profile connected to during b
the time window.
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