<link href="/Them:¢
<link href="/Them

</head>
<body>

<div class="conta
<header class="}
<div class="
<div cla
<article class="widg

<strong><a href=

<strong><a href=

net

Pokud neznas nepi

eist of Dar

OWASP Czech Chapt@pMeetlng

<ulelass="nav m-Hy

<li class="first">

<a nrevx'lp(ﬁ"-‘ i}
</li> ?}
<li> i
<a hrel="/pr ugram":
<fli>
<li>

< href="/prednase
Celli>

<li> an cl
3 - 14t Nov@m ber 2018
<html lang="cs <aclas
<hedd> £ </div>
et p oo

<t--[if It =
«script src="/Core/Sh <giv class="r

NG Ing. Martin: Klubal
& ; Senior IT Securltyd'ﬁpeuallst
. S info@martinklubal.cz

<spar

" </bu:$ n
v_y
4 <div ¢
N \‘":\\ <(1| ¢

e ‘i}l B ¥ <article class




= Terminology

= Tor News in 2018

— Next Gen Onion Services
— Tor Browser for Android

= Statistics

= Vulnerabilities

= Seizure & Conviction

= Popular Hidden Services
= DEMO: Tor Real Hacking
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Terminology

» Clearnet/Surface web
— https://www.google.com/ :
— http://crdclub.su/

Financial Records

= Darkweb (Darknet) =
— Hidden Wiki ]
— Silk Road 90%
" Deepweb e T
— Invite Only Sites -~ 6%

Contraband Sales
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= Better crypto

* |mproved directory protocol

= Better onion address security against impersonation
= More extensible introduction/rendezvous protocol

= Acleaner and more modular codebase

= Onion v3 Addresses
— 56 characters long

vwwo6ybal4bd7szmgncyruucpgfkqahzddi37ktceo3ah7ngmcopnpyyd.onion
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Google Play (Alpha)

Alternatives
— Orfox (don‘t use anymore)
— Onion Browser (i0S)

Q' search or enter addre

T5¢ | Browser

Explore.
Privately.

h or enter addres { ch or enter a

WELCOME PRIVACY TOR NETWORK WELCOME PRIVACY TOR NETWORK

Snub trackers and snoopers.

olates traffic for each domain

START NOW




= Atlas - List of relays
— https://atlas.torproject.org/

Number of relays

Relays
Bridges

0-

2018-01 2018-04 2018-07 2018-10
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Unique .onion addresses

125 000~

100 000~

2018-01 2018-04 2018-07 2018-10

The Tor Project - https://metrics.torproject.org/
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4 000 000~

3 000 000~

2 000 000~

1000 000~

2018-01

Directly connecting users

2018-04 2018-07 2018-10

The Tor Project - https://metrics.torproject.org/
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Directly connecting users from the Czech Republic

WMMMWWWWM

2018-01 2018-04 2018-07 2018-10

The Tor Project - https://metrics.torproject.org/
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= Top 10 countries by relay users in 2018

— Germany
— USA

— UAE

— Russia

— France

— Ukraine

— Indonesia
— UK

— Netherlands
— India

14t November 2018
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= Tor Browser 0-Day Exploit
— version 7.X
— vulnerability in the NoScript plugin

— JavaScript execution in Safest Security Level
* Tor users deanonymization

— patched Iin the latest branch 8.x

https://twitter.com/Zerodium/status/1039127214602641409
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= Guard Discovery
—the most serious threat of the v3 onion services

— lots of relays under the attacker control required
« Hidden Services & Tor users deanonymization

— Patched through the Vanguards Add-On
* not a part of the Tor core yet

https://blog.torproject.org/announcing-vanguards-add-onion-services
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PROMETHEON - Index page

S @~

welcome seeker.

Username:

WHO IS ONLINE

Registered users: No registered users
Legend: =

BIRTHDAYS
No birthdays today

€ OR bemmx x.onion

In total there are 2 users online :: 0 registere|
Most users ever online was 7 on Sun Jan 22, |

Certificate Viewer: *It6gpldxmmxh27nx.onion”

neral | Details

Could not verify this certificate because the issuer is unknown.

Issued To
Common Name
Organization (0) Prometheon
Organizational Unit (OU) Exod

Serial Number 03

Issued By

Common Name (CN)  Prometheon Certificate Authority
Organization (0) Prometheon
Organizational Unit (OU) Exos

Period of Validity
Begins On

Expires On

Monday, December 21, 2015 1§} Certificate Information

Saturday, December 19, 2020
i Windows does not have enough information to verify

Fingerprints this certificate.

st 6 Fingerprint 7 ick i

SHAL Fingerprint # Board

It is currently Thu Aug 30, 2018 10:09 pm

Issued to: [t5gpichar

Issuedby: Prometh
| Remember me Il

valid from 1

14t November 2018

In total there
Most users ev|

ive over the past 5 minutes)

Registered us|
Legend:

BIRTHDAY S
No birthdays

STATISTICS

Total posts 4 = Total topics 4 = Total members 5 = Our newest member a0a0

+5

es = All times are UTC

Poviered by phpBB® Forum Software © phpBE Limited

The Zeitgeist of Darknet 13/26



» SSL Certificate Deanonymization

— Use Shodan
= DigiCert.com Issues trusted .onion certs
= SSL certs are In Tor

https://twitter.com/ydklijnsma/status/1025796349541769217
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Seizure & Conviction

* No significant Hidden Service seized

= Conviction

— Gary Dauvis (Irish)
» Silk Road admin
 Pleaded quilty to drug trafficking (up to 20 years)

— Gal Vallerius (French) i
 Dream Market admin "
 Pleaded guilty to drug trafficking/launder money (20 years)
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Popular Hidden Services

= Dream Market

— http://uffti3lhacanefgy.onion/
— Black Market
— online from November 2013
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Dream Market
Ichudifyeqm 4idjj.onion
Established 2013

Browse by category

Services

» IDs &Passports
Money
Other
Cash out

Digital Goods
Drugs
Drugs Paraphernalia

Services
Other

Onion mirrors

uffti3lha

bkjcpa2kikkmow:
xytjgcfendzeby22.c
nhib6cwhfsoyiugv.onion
k3pd243s57fttnpa.onion

14t November 2018

\_I Logout

Links
Vendor  LabDoc (0) Forum
Price $0.1239 ($780) Help

Ships to  Worldwide Conference;
Vendor application

Ships from Worldwide Earn money

Escrow Yes
B Exchange

clan ” onmn
tabdoc@py g RIDICSKY PRUKAZ @
ram: @ Cases reromonn 1bDox
.

O 1502190 g, = protonn
Wbdacd) i

ram: @i s oam RABNO abDoc

abd protont

oC . B
. bDoc
o, @Latm A

ibdoc(@ protonmail.com mail: labdoc@protor
hdoc( 404 o Lelegram: @1.abDo

labdoc@proto

LR 9}

Forum under
maintainance
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Popular Hidden Services

= The Hidden Wiki

— http://zgktlwidfecvob6ri.onion/
— Directory of Links
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3 Io
2 login

main page discussion \ source history

Main Page

Welcome to The Hidden Wiki New hidden wiki url 2018 http://zqktiwidfecvori.onion 7
Add it to hookmarks and spread i

Contents [hide]
1 Editor's
Editor's picks 2 Volunteer

navigation 3 Introduction Points

Pick a random page from the article index and replace one of these slots with it: 4 Financial Services

. The Matrix - Very nice to read.
= Rules of the site . How to Exit the Matrix - Learn how to Protect yourself and your rights, online and off.
T . Verifying PGP signatures - A short and simple how-to guide. 7 Anonymity
. . In Praise Of Hawala - Anonymous informal value transfer system. 8 Blogs / Es: Wikis

. Terrific Strategies To Apply A Social media Marketing Approach - Great tips for the internet
marketer. 10 Social Netw
Go

Search Volunteer

11 Forums / Boal
12 Whistleblowing
13 HIP/AIWIVIC
14 Audio -

Here are the six different things that you can help us out with:

. Plunder other hidden service lists for links and place them here!

. File the SnapBBSIndex links wherever they go.

. Set external links to HTTPS where available, good certificate, and same content.
. Care to start recording onionland's history? Check out Onionland's Museum.

15 Video - Movies
16 Book

17 Drugs

18 El a

. Perform Dead Services D R
18.1 Noncomme

. Remove CP shitness.
Introduction Points

! - Clearnet search engine for Tor Hidden Services.
- A Hidden Service that searches the clearnet.
- TorLinks is a maderated replacement for The Hidden Wiki.
- Tor Search Engine. Claims to index around 1.1 Million pages.
i 7 - A mirror of the Hidden Wiki. 2 days old users can edit the main page
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Popular Hidden Services

= Ahmia
— http://msydgstlz2kzerdg.onion/
— Fulltext Search Engine
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About Ahmia Statistics Add Service i2p search

Ahmia searches hidden services on the Tor network. To access these hidden services, you need the
Tor browser bundle. Abuse material is not allowed on Ahmia. See our service blacklist and report

abuse material if you find it in the index. It will be removed as soon as possible.

For more about Ahmia, see indexing information , contribute to the source code.
The Tor Project
Onion service: msydqstlz2kzerdg.onion

Contact

Blacklist

The Zeitgeist of Darknet
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Popular Hidden Services

= ProtonMall
— https://protonirockerxow.onion/
— Anonymous Freemalll
— Branch of ProtonMail.com

14" November 2018 The Zeitgeist of Darknet 22/26



ProtonMail
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» Daniel’'s Hosting
— http://dhosting4okcs22v.onion/
— Webhosting

— Most popular webhosting at the moment
« 4002 public hosted sites

* 1604 hidden hosted sites
— Deepweb
— Let's hack it ©
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Thank you
for your attentltnl

Any questions?
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