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• Threat Research Team 
Lead

• ShadowTalk Host (US)
• Recovering US Gov IT 

Recruiter
• Avid Outdoorswoman
• GSD Mom

kaceyclark@digitalshadows:~$ whoami
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Agenda
• Defining Account Takeover 
• The Market For Exposed Credentials 
• ATO Attacker’s Toolkit 
• Taking a Proactive Stance
• Resources & Shameless Plug
• Questions
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DEFINING ACCOUNT TAKEOVER
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The process of gaining access to a victim account, often by 
compromise or credential re-use
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ATO - A Proven Technique
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80%
Breaches related to hacking 
involved brute-force cracking or 
the use of lost or stolen 
credentials. 
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The Market for Exposed Credentials
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Accounts For Sale
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15,000,000,000
Credentials Exposed 
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2 Million Accounting Usernames
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ATO ATTACKER’S TOOLKIT
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Rent Your Own
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• Brute-force tools
• Account checkers
• Credential stuffing tools
• SentryMBA
• Rising star: OpenBullet
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ATO ATTACKER’S TOOLKIT
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Moving to a Proactive Stance
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Prioritize Patching
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ID Early Discussions and Advertisements
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ZoomInfo
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Monitor for Leaked Access Keys
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truffleHog

Secret Scanning
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Monitor for Potentially Malicious Domains
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Buy domains 
similar to yours

Monitor domain 
registration 

activity
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Resources & Shameless Plug
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https://resources.digitalshadows.com/whitepapers-and-reports/from-exposure-to-takeover

https://resources.digitalshadows.com/whitepapers-and-reports/from-exposure-to-takeover
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ATO Part 1: https://www.digitalshadows.com/blog-and-research/from-
exposure-to-takeover-part-1-beg-borrow-and-steal-your-way-in/

ATO Part 2: https://www.digitalshadows.com/blog-and-research/the-rise-of-
openbullet-a-deep-dive-in-the-attackers-ato-toolkit/

ATO Part 3: https://www.digitalshadows.com/blog-and-research/account-
takeover-expanding-on-impact/

Ransomware Trends in Q2: https://www.digitalshadows.com/blog-and-
research/ransomware-trends-in-q2-how-threat-intelligence-helps/

Not Another Ransomware Blog: https://www.digitalshadows.com/blog-and-
research/not-another-ransomware-blog-initial-access-brokers-and-their-role/

Access Keys Exposed: https://www.digitalshadows.com/blog-and-
research/access-keys-exposed-more-than-40-are-for-database-stores/
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Blogs as Far as the Eye can See

https://www.digitalshadows.com/blog-and-research/from-exposure-to-takeover-part-1-beg-borrow-and-steal-your-way-in/
https://www.digitalshadows.com/blog-and-research/the-rise-of-openbullet-a-deep-dive-in-the-attackers-ato-toolkit/
https://www.digitalshadows.com/blog-and-research/account-takeover-expanding-on-impact/
https://www.digitalshadows.com/blog-and-research/ransomware-trends-in-q2-how-threat-intelligence-helps/
https://www.digitalshadows.com/blog-and-research/not-another-ransomware-blog-initial-access-brokers-and-their-role/
https://www.digitalshadows.com/blog-and-research/access-keys-exposed-more-than-40-are-for-database-stores/
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Shameless Plug
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Questions


