B\

CHRISTIAN

SCHNE/DER

Agile Threat NModeling
with OpenSource Tools

Christian Schneider @cschneiderd 711 www.Christian-Schneider.net



Christian Schneider
Security Architect, Pentester, Trainer

Agile Threat Modeling
Security Architecture
DevSecOps
Pentesting

www.Christian-Schneider.net
mail@Christian-Schneider.net
@cschneider4711 on Twitter






% Marathon 01b - with thick client - Threat Modeling Tool 2016 o X
File Edit View Settings Diagram Reports Help

ad 8@ DD D@

tMarathon Maodell X Stencils

[
~| 4 Generic Process
' -

\ ' : QS Process

- , ' Web-Server DMZ, "o pli i ol D o e i e St iy e e ot e s e i DB-Server DMZ!

Thread

Kernel Thread

Web Server:
" Reverse-Proxy
{Apache)

Web
Application:
Marathon
(Tomeat)

File Aces :
File System i

Share (Photas)

Native Application

Human User Browser
AlP

Managed Application

Thick Client

SQL Database
{Postgres)

Browser Client

-
T
T
"5
= 7
@
T
v )
Q
[ o
=
a
Q;
2

Browser and ActiveX Plugins

.........................

,’I --------- U T O i i Web Server

Windows Store Process

18 [ = (&5 E OO

,’f : /Direct SOL Access

Element Properties o x

' : Browser y )
- Thick Client:

Web Application
SQL-Client

Name Web Application: M

' : Out Of Scope []
; : Admin
Reason For Out Of Scope

' Configurable Attributes

' Code Type Unmanaged

£ o o o e - . e em e e e e ————————————————— - —— - S S R S e e S e s e e e e s e -

------------------------------------------------------------------------------------------------------------------------- As Generic Process

Running As Standard User With

Isolation Level Sandbox

i X
W& hges=iio baer odhe : Accepts Input From Local or Network S

Description Severit Diagram Ignore
P 4 9 9 Implements or Uses an

Yes
Authentication Mechanism

Implements or Uses an

Ye
Authorization Mechanism =

Implements or Uses a

P No
Communication Protocol

Lo S N PP Y W -

Messages - No issues found i Notes - no entries {

n O Zur Suche Text hier eingeben

,qq P (?E E (])» 1743 D

02.11.2018

(]




Thr

=

at Modelin
9

g\?{
- Ar
cy
ou
doing it?

: TR
@ s

$

I\ <

' " L\ N
0
: f




U%B\ U £} '
.. )}6’
: 3

E L T T




.\O;S‘o- '“\S; ;dj
Th . nP(
re .
at Modelin
g

EV
| e’y
L ol Releas
@ : e Vs _
e ( 22 02+

i / AN SR /r
0
A ’ 3 r

—




.\O;S‘o- '“\S; ;dj
Th . nP(
re .
at Modelin
g

Wh
L iy at abou
o (Sec) t

i / AN SR /r
0
A ’ 3 r

—




DevSecOps

In DevSecOps paradise
everything appears to be code

(or at least some kind of automation magic)



Threat Models as Gode?

Why not let threat models
also be something like code?



Benefits of GCode:




Benefits of GCode:

Editable in any IDE

(even vi or emacs)



Benefits of GCode:

Checked-in into the source tree



Benefits of GCode:

Diff-able and revert-able

(even branch-able and merge-able when you need to)



Benefits of GCode:

Collaboration-capable




Benefits of GCode:

Testable and verifiable




Benefits of GCode:

Reproducible and repeatable



Benefits of GCode:

Clearly states its most recent

update in the revision history
(or the lack thereof)




Benefits of GCode:

Developers love code
(and they know the application best)



Benefits of GCode:

??7? some more ???



Drawbacks of Code:




Drawbacks of Code:

It’s code...
Someone has to write it...



Drawbacks of Code:

Some people find code

hard to read
(Why?)




Drawbacks of Code:

Starts with the details
not the abstractions



Drawbacks of Code:

Not easy to spot the "Big Picture”
by looking at the detalls




Drawbacks of Code:

??7? some more ???



Threat Modeling

Dev(Sec)Ops-style



Use some textual simple to read
markup language like YAML...

(easier to read than code and understood by all IDES)



... and in it describe your:
- Data
- Components
- GCommunication Links
- Trust Boundaries




... and use an open-source tool to
analyze it as a graph of connected
components with data flowing
between them




... Which generates nice:
- Model Graphs
- Potential Risks / Threats
- Hardening Recommendations
- Reports / Documentation

(for the compliance folks)




Idea: Bridge the gap between classic threat modeling and agile development teams.

Threat Models as declarative YAML file containing
- Data Assets
- Components
- Communication Links
- Trust Boundaries

Checked-in along with the source-tree.

Benefits of YAML model file: diff-able, collaboration capable, testable, verifiable, ...



Open-Source on GitHub & DockerHub
Modeled elements contain technology and protocol type on detailed level.

Threagile analyzes the model YAML file as a graph of connected components

with data flowing between them and generates:
- Model Graphs / Diagrams
- Potential Risks / Threats
- Hardening Recommendations
- Reports / Documentation
- ... as PDF, Excel, and JSON (for DevSecOps automation in build pipelines)

Custom identified risks (during workshops for example) can be added as well.



Technology-aware model types

~40 Coded risk rules checking the graph (and growing)

Custom risk rule plugin interface

Calculation of RAA (Relative Attacker Attractiveness) for each component
Calculation of DBP (Data Breach Probability) for each data asset

Model macros to automate certain model modifications

Risk mitigation state maintained in same YAML file

Released as open-source software

Runs totally offline (of course)



Either as

Threagile - Aglle Threat Modeling

- command-line interface (CLI), or

Documentation: https://threagile.io
Docker Images: https://hub.docker.com/orgs/threagile

. Source Code: https://github.com/threagile
- Server Wlth REST API L1 Open—Source/ (MIT License)

Version: 1.0.0 (20200721134469)
Usage: threzgile [options]

Options:

-background string
background pdf file (default "background.pdf")
-create-editing—support

. . . just T diti ) t stuff in th tput di T
Avallable as a Docker container: oy JUst cToSte sons editing support stuft dn the outout dirsctory

just create an example model named threagile-—-example-model.yaml in the output directory
-create—-stub—model

just create a minimal stub model named threagile-stub-model.yaml in the output directory
-custom-risk-rules-plugins string

e
dOCker run __rm _1t comma—separated list of plugins (.so shared object) file names with custom risk rules to locad

-diagram-dpi int

. . DPI used to render: maximum is 240 (default 120)
threagile/threagile
Execute model macro (by ID)

—-generate-data—-asset—diagram
generate data asset diagram (defsult true)




Create either a minimal stub model or a filled example model

The YAML file is the only source of input to Threagile an contains
- Data Assets
- Technical Assets
- Communication Links
- Trust Boundaries

— and optionally more things
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apache-webserver

process
bhusiness
false
application
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Linux
apache
aws:ec?
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container
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false
false




customer-accounts
customer-operational-data
customer-contracts
internal-business-data

S~ ‘W ol o F .
| — 2o Ny Ny Sl e
- LA AW N L J

client-application-code
server-application-code

json
file




™ o
N\

erp-system
iption: Link to the ERP system
ol: https
tion: token
technical-usenr

ltered: false
false

business
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customer-accounts
customer-operational-data
internal-business-data

customer-accounts
customer-operational-data
customer-contracts

internal-business-data




web-dmz
Web DMZ
network-cloud-security-group

apache-webserver
marketing-cms
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Processes the YAML model file

N\

Executes Risk-Rules (including custom developed ones)

\ Creates some nice risk output ;)



Model Graph Generation (Data Flows)
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PDF & Excel Report Generation
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Management Summary - Some Example Application

Management Summary

Threagile toolkit was used to model the architecture of "Some Example Application" and derive risks
by analyzing the components and data flows. The risks identified during this analysis are shown in
the following chapters. Identified risks during threat modeling do not necessarily mean that the
vulnerability associated with this risk actually exists: it is more to be seen as a list of potential risks
and threats, which should be individually reviewed and reduced by removing false positives. For the
remaining risks it should be checked in the design and implementation of "Some Example
Application” whether the mitigation advices have been applied or not.

Each risk finding references a chapter of the OWASP ASVS (Application Security Verification
Standard) audit checklist. The OWASP ASVS checklist should be considered as an inspiration by
architects and developers to further harden the application in a Defense-in-Depth approach.
Additionally, for each risk finding a link towards a matching OWASP Cheat Sheet or similar with
technical details about how to implement a mitigation is given.

In total 84 initial risks in 28 categories have been identified during the threat modeling process:

53 unchecked
1 critical risk 0 In discussion
2 high risk 1 accepted
27 elevated risk 5 in progress
46 medium risk 25 mitigated
8 low risk 0 false positive

g

v

Just some more custom summary possible here...
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Impact Summary (before & after mitigation)

Impact Analysis of 84 Initial Risks in 28 Categories - Some Example Application

Impact Analysis of 84 Initial Risks in 28 Categories

The most prevalent impacts of the 84 initial risks (distributed over 28 risk categories) are (taking
the severity ratings into account and using the highest for each category):
Risk finding paragraphs are clickable and link to the corresponding chapter.

Critical: Some Individual Risk Example: 2 Initial Risks - Exploitation likelihood is Frequent with
Very High impact.
Some text describing the impact...

High: SQL/NoSQL-Injection: 1 Initial Risk - Exploitation likelihood is Very Likely with High impact.
If this risk is unmitigated, attackers might be able to modify SQL/NoSQL queries to steal and modify
data and eventually further escalate towards a deeper system penetration via code executions.

High: XML External Entity (XXE): 1 Initial Risk - Exploitation likelihood is Very Likely with High
impact.

If this risk is unmitigated, attackers might be able to read sensitive files (configuration data,
key/credential files, deployment files, business data files, etc.) form the filesystem of affected
components and/or access sensitive services or files of other components.

Elevated: Cross-Site Scripting (XSS): 4 Initial Risks - Exploitation likelihood is Likely with High
impact.

If this risk remains unmitigated, attackers might be able to access individual victim sessions and
steal or modify user data.

Elevated: LDAP-Injection: 2 Initial Risks - Exploitation likelihood is Likely with High impact.
If this risk remains unmitigated, attackers might be able to modify LDAP queries and access more
data from the LDAP server than allowed.

Elevated: Missing Authentication: 2 Initial Risks - Exploitation likelihood is Likely with Medium
impact

If this risk is unmitigated, attackers might be able to access or modify sensitive data in an
unauthenticated way.

Elevated: Missing Cloud Hardening: 5 Initial Risks - Exploitation likelihood is Unlikely with Very
High impact.
If this risk is unmitigated, attackers might access cloud components in an unintended way and .

Elevated: Missing File Validation: 1 Initial Risk - Exploitation likelihood is Very Likely with Medium
impact.
If this risk is unmitigated, attackers might be able to provide malicious files to the application.

Elevated: Missing Hardening: 6 Initial Risks - Exploitation likelihood is Likely with Medium impact.
If this risk remains unmitigated, attackers might be able to easier attack high-value targets.
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Risk Mitigation

Risk Mitigation - Some Example Application

Risk Mitigation

The following chart gives a high-level overview of the risk tracking status (including mitigated risks):

Low (8)

100%

53 unchecked

0 in discussion
80% 1 accepted

5 in progress

25 mitigated
60% 0 false positive
40%
20%
0%

Medium (46)  Elevated (27)

High (2) Critical (1)

After removal of risks with status mitigated and false positive the following 59 remain unmitigated:

1 unmitigated critical risk
2 unmitigated high risk
19 unmitigated elevated risk
29 unmitigated medium risk
8 unmitigated low risk

2 business side related
14 architecture related
17 development related
26 operations related

Threat Model Report via Threagile
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Impact Analysis of 59 Remaining Risks in 24 Categories - Some Example Application

Impact Analysis of 59 Remaining Risks in 24 Categories

The most prevalent impacts of the 59 remaining risks (distributed over 24 risk categories) are
(taking the severity ratings into account and using the highest for each category):
Risk finding paragraphs are clickable and link to the comresponding chapter.

Critical: Some Individual Risk Example: 2 Remaining Risks - Exploitation likelihood is Frequent
with Very High impact.
Some text describing the impact...

High: SQL/NoSQL-Injection: 1 Remaining Risk - Exploitation likelihood is Very Likely with High
impact.

If this risk is unmitigated, attackers might be able to modify SQL/NoSQL queries to steal and modify
data and eventually further escalate towards a deeper system penetration via code executions.

High: XML External Entity (XXE): 1 Remaining Risk - Exploitation likelihood is Very Likely with High
impact.

If this risk is unmitigated, attackers might be able to read sensitive files (configuration data,
key/credential files, deployment files, business data files, etc.) form the filesystem of affected
components and/or access sensitive services or files of other components.

Elevated: Cross-Site Scripting (XSS): 4 Remaining Risks - Exploitation likelihood is Likely with
High impact.

If this risk remains unmitigated, attackers might be able to access individual victim sessions and
steal or modify user data.

Elevated: Missing Authentication: 2 Remaining Risks - Exploitation likelihood is Likely with
Medium impact.

If this risk is unmitigated, attackers might be able to access or modify sensitive data in an
unauthenticated way.

Elevated: Missing Cloud Hardening: 5 Remaining Risks - Exploitation likelihood is Unlikely with
Very High impact
If this risk is unmitigated, attackers might access cloud components in an unintended way and .

Elevated: Missing File Validation: 1 Remaining Risk - Exploitation likelihood is Very Likely with
Medium impact.
If this risk is unmitigated, attackers might be able to provide malicious files to the application.

Elevated: Path-Traversal: 1 Remaining Risk - Exploitation likelihood is Very Likely with Medium
impact,

If this risk is unmitigated, attackers might be able to read sensitive files (configuration data,
key/credential files, deployment files, business data files, etc.) from the filesystem of affected
components.

D

Threat Mode! Report via Threagile - confidential — Page 10




L —

STRIDE Classification of Risks

STRIDE Classification of ldentified Risks - Some Exampie Application

STRIDE Classification of Identified Risks

This chapter clusters and classifies the risks by STRIDE categories: In total 84 potential risks have
been identified during the threat modeling process of which 8 in the Spoofing category, 33 in the
Tampering category, 2 in the Repudiation category, 18 in the Information Disclosure category,
5 in the Denial of Service category, and 18 in the Elevation of Privilege category.

Risk finding paragraphs are clickable and link to the corresponding chapter,

Spoofing

Elevated: Missing File Validation: 1 / 1 Risk - Exploitation likelihood is Very Likely with Medium
impact.

When a technical asset accepts files, these input files should be strictly validated about filename
and type.

Medium: Cross-Site Request Forgery (CSRF): 7 / 7 Risks - Exploitation likelihood is Very Likely
with Low impact.

When a web application is accessed via web protocols Cross-Site Request Forgery (CSRF) risks
might arise.

Tampering

High: SQL/NoSQL-Injection: 1/ 1 Risk - Exploitation likelihood is Very Likely with High impact.
When a database is accessed via database access protocols SQL/NoSQL-Injection risks might
arise. The risk rating depends on the sensitivity technical asset itself and of the data assets
processed or stored.

Elevated: Cross-Site Scripting (XSS): 4 / 4 Risks - Exploitation likelihood is Likely with High
impacit.

For each web application Cross-Site Scripting (XSS) risks might arise. In terms of the overall risk
level take other applications running on the same domain into account as well.

Elevated: LDAP-Injection: 0 / 2 Risks - Exploitation likelihood is Likely with High impact.
When an LDAP server is accessed LDAP-Injection risks might arise. The risk rating depends on
the sensitivity of the LDAP server itself and of the data assets processed or stored.

Elevated: Missing Cloud Hardening: 5 / 5 Risks - Exploitation likelihood is Uniikely with Very
High impact

Cloud components should be hardened according to the cloud vendor best practices. This affects
their configuration, auditing, and further areas.

Elevated: Missing Hardening: 0 / 6 Risks - Exploitation likelihood is Likely with Medium impact.
Technical assets with a Relative Attacker Attractiveness (RAA) value of 55 % or higher should be
explicitly hardened taking best practices and vendor hardening guides into account.
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STRIDE Classification of Identified Risks - Some Example Application

Information Disclosure

High: XML External Entity (XXE): 1 /1 Risk - Exploitation likelihood is Very Likely with High
impact.
When a technical asset accepts data in XML format, XML External Entity (XXE) risks might arise.

Elevated: Path-Traversal: 1/ 1 Risk - Exploitation likelihood is Very Likely with Medium impact.
When a filesystem is accessed Path-Traversal or Local-File-Inclusion (LFI) risks might arise. The
risk rating depends on the sensitivity of the technical asset itself and of the data assets processed
or stored.

Elevated: Server-Side Request Forgery (SSRF): 2 / 2 Risks - Exploitation likelihood is Likely
with Medium impact.

When a server system (i.e. not a client) is accessing other server systems via typical web
protocols Server-Side Request Forgery (SSRF) or Local-File-Inclusion (LFI) or
Remote-File-Inclusion (RFI) risks might arise.

Elevated: Unencrypted Communication: 4 / 4 Risks - Exploitation likelihood Is Likely with High
impact.

Due to the confidentiality and/or integrity rating of the data assets transferred over the
communication link this connection must be encrypted.

Medium: Accidental Secret Leak: 1 / 1 Risk - Exploitation likelihood is Unlikely with High impact,
Sourcecode repositories (including their histories) as well as artifact registries can accidentally
contain secrets like checked-in or packaged-in passwords, API tokens, certificates, crypto keys,
etc.

Medium: Missing Vault (Secret Storage): 1 / 1 Risk - Exploitation likelihood is Unlikely with
Medium impact.

In order to avoid the risk of secret leakage via config files (when attacked through vulnerabilities
being able to read files like Path-Traversal and others), it is best practice to use a separate
hardened process with proper authentication, authorization, and audit logging to access config
secrets (like credentials, private keys, client certificates, etc.). This component is usually some
kind of Vault.

Medium: Unencrypted Technical Assets: 0 / 8 Risks - Exploitation likelihood is Unlikely with
High impact.

Due to the confidentiality rating of the technical asset itself and/or the processed data assets this
technical asset must be encrypted. The risk rating depends on the sensitivity technical asset itself
and of the data assets stored.

Denial of Service

Low: DoS-risky Access Across Trust-Boundary: 5/ 5 Risks - Exploitation likelihood is Unlikely
with Low impact.

Assets accessed across trust boundaries with critical or mission-critical availability rating are
more prone to Denial-of-Service (DoS) risks.
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Assignment by Function

Assignment by Function - Some Example Application

Assignment by Function

This chapter clusters and assigns the risks by functions which are most likely able to ch
mitigate them: In total 84 potential risks have heen identified durng the threat mocelin
which 11 should be checked by Business Side, 14 should be checked by Architec!
should be checked by Development, ard 40 should be checked by Operations.
Risk fincing paragraohs are clickable and link 10 the conesponding chapter

Business Side

Critca’: Some Individual Risk Example: 2 /2 Risks - Cxploitation likelihocd is Freqgt
Very High impact.
Some text describing the mitigation. .

Medium: Missing Two-Factor Authentication (2FA): 0 / 9 Risks - Exploitation lixel
Unfkely with Medium impact.

Apply an authentication method to the technical asset protecting highly sensitive data
two-factor authentication for human users.

Architecture

Flavatad: Migsing Authentication: 2 /2 Risks - Exploitation likelihoad is [ ikely with |
impact .
Apply an authentication method to the technical asset. To protect hignly sensitive dat
the use of two-factor authentication for human users.

Elevated: Unguarded Access From Internet: 3 / 3 Risks - Exploitation likelihood is |
with Medium impact

Encapsulate the asset behind a guarding service, application, or reverse-proxy. For &
maintenance a bastion-hos: should be used as a jump-server. For file transfer a
store-and-forward-host should be used as an indirect file exchange platform,

Elevated: Untrusted Deserialization: 2 / 2 Risks - Explotation likelirood s Likely wil
Impact.

Try to avoid the deserializatior of untrusted data (even of data within the same trust-t
long as itis sent across a remote connection) in order to stay safe frcm Untrusted De
vulnerabilities. Alternatively a strict whitelisting approach of the classes/types/values |
desenalize might help as wall. When a third-party product is usad Instead ot custom ¢
sofllware, check il the product applies the proper miligaticn and ensure a reasonable

Medium: Miesing Identity Propagation: 1 / 1 Risk - Expoitation | ke'ihcod ie Unlikel
Medium impact

\When prccessing requests for endusers if possible authorize in the backend against |
propagated identity o the enduser. This can be achieved in passing JWTs or similar !
checking them in the backend services. For DevOps usages apply at least a techni
authorzation.

Assicnment by Function - Some Example Applicaticn

Medium: Miseing Vault (Secret Storage): 1 / 1 Rsk - Exploitation licelihocd s Unlikel
Mediurm impact.

Ccnsider using a Vault (Secret Storage) 1o securey store and accass config secrets (liK
credentias, private keys, client certifcates, etc.).

Medium: Push instead of Pull Deployment: 2 | 2 Risks - Explcitation likelihood is Unidl
Mediurm impact.
Try to prefer pull-basec degloyments (like GitOgs scenarios offer) over push-based deo

Medium: Unchecked Deployment: 3 /3 Risks - Explotation likelihood is Unfkelywith |
impact

Apply DevSecOps best-practices and use scanning tools to icentify vuinerabilities in sot
byle-code  dependencies, container layers, and oplionelly also via dynamic scars again
1est systems.

Development

High: SQL/NoSQL-Injection: | / | Fisk - Exploitation Ikelihood is Very Likely with High
Try to use parameter bnding to be safe from injection vulnerabilities. When a thrrd-party
is used instead of custom davelopad software, check if the product epplies the prcper

and ensure a reasnnahle patch-level

High: XML External Entity (XXE): 1/ 1 Risk - Explotation likelihood is Very Liksly with
impact.

Apply hardening of all XML péarser instances in order to stay safs from XML External En
vulnerabilities When a third-pary product is used instead of custom developed software

the product applies the proper mitigation and ensure a reasonable patch-level.

Elevated: Cross-Site Scripting (XSS) 4/ 4 Risks - Exploitationr likelihood s Likely witl
impact

Try to encode all values sent back to the browser and also hancle DOM-manipulations i
way fo avoid DOM-basad XSS. When a third-party product is used instezd of custom ce
software, check if the product applies the proper mitigation and 2nsure a reasorable pa

Elevated: LDAP-Injection: D/ 2 Risks - Exploitation likelihood is Likely with High impac!
Try to use libraries that properly encods LDAP meta characters in searches anc queries
acress the LDAP sever in arder to slay safe from LDAP-Injection vulnerabiitias. Whan
third-party product is used instead of cusiom developed softwara, check if the product a
proper mitigaton and ensure a reasonable patch-lavel.

Elevated: Missing File Validation: 1 /1 Risk - Exploitation likelihcod is Very Likely with
impact.

Fiter by fle extension and discard (il feasible) the name provided. Whitelist the accepta
types anc determine the mime type on the server side (for example via "Apache Tika" @
checks). If the fike s retrievable by endusers and/ur backofflice employees, consider vex|
scans for popular maiware (if the fles can te retrieved much latar than they were uploal
apply a frash malware scan during retrieval to scan with newer signatures of popular mé
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Assigrnment by Funation Soma Example Application

Also enforce limits on maximum file size to avoid den al-of-service like scenarios.

Elavaled: Path-Traversal: 1 /1 Risk - Exploitation likalihood s Vary Likely with Medium impzact
Before accessing the file cross-check that it resides in the expected folder and is of the expected
type and filename/sufiix. Try to use a mapping if possible instead of cirectly accassing by a
filename which is (partly or fully) provided by the caller. When a third-party prod.ci is used
instead of custom developed coftware, check if the product apples the proper mitigation and
ensure a reasonable patch-level.

Elevaled: Server-Side Request Forgery (SSRF): 2 /2 Risks - Explotation liselhcod is Likely
with Medium impact.

Try to avoid constructing the outgoing target URL with caller controllable values. Alternatively use
& mapping (whitelist) when accessing outgoing URLs instead of crzating them including caller
contrcllable values, When a third-party product is used instead of custom developed software,
check if the product apples the proper mitigation and ensure a reasonable patch-level.

Medium: Cross-Sile Request Forgery (CSRF): 7 / 7 Risks - Exploitation likelihood is Very Likely
with Low impeéct.

Try lo use ant-CSRF lokers ol the double-submil paltems (al least for logged-in requests). When
your authentication scheme depends on cookies (like session or token cookies), consider
marking them wilh he same-sile flag. When a third-parly product is used inslead of custom
ceveloped software, check if the product applies the proper mitigation and ersure a reasonable
patch-level.

Operations

Elevaled: Missing Cloud Hardening: 5/ 5 Hsks - Exploitation ikelihood is Unikely with Very
High impact

Apply hardening of all cloud compcnents and services, lakng special care to folow the individual
rsk descriptions (which depend on the cloud provider tags in the model].

Elevaled: Missing Hardening: 0 / 6 Risks - Exploitation likelihood is Likely with Medium impact.
Try to apply all hardening test practices (like CIS berchmarks, OWASP recommendations,
vendor recommendations, DevSec Hardening Framework, DBSAT for Oracle databases, and
cthers).

Elevaied: Unencrypted Communication: 4 / 4 Risks - Exploitation likelhood is Likely with High
impact.
Apply transport layer encryption to the communication link.

Medium: Accidental Secret Leak: 1/ 1 Risk - Exploitation likelinood is Unlikely with High impact.
Establish measures preventing accidental check-in or package-in of secrels intc sourcecode
repositories and arlifact registries. This starts by using good .gitignore and .dockerignors fles, but
coes not stop there. See for example tools lika "git-secrets” or "Taiisman" to have check-in
preventive measures for secrets. Consicer also 1o reqularly scan your reposilorias for secrets
accidentally checked-in using scannirg loals like "gitleaxs" or "gitrob".
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RAA Analysis

For each technical asset the "Relative Attacker Attractiveness” (RAA) value was calculated in
percent. The higher the RAA, the more interesting it is for an attacker to compromise the asset. The
calculation algorithm takes the sensitivity ratings and quantities of stored and processed data into
account as well as the communication links of the technical asset. Neighbouring assets to
high-value RAA targets might receive an increase in their RAA value when they have a
communication link towards that target ("Pivoting-Factor").

The following lists all technical assets sorted by their RAA value from highest (most attacker
attractive) to lowest. This list can be used to prioritize on efforts relevant for the most
attacker-attractive technical assets:

Tachnical asset paragraphs are clickable and link to the carresponding chapter.

LDAP Auth Server: RAA 100%
LDAP authentication server

Backoffice ERP System: RAA 81%
ERP system

Jenkins Buildserver: RAA 80%
Jenkins buildserver

Apache Webserver: RAA 75%
Apache Webserver

Customer Contract Database: RAA 58%
The database behind the ERP system

Identity Provider: RAA 53%
Identity provider server

331 e wass IDAA DOO;
Git Repository: RAA 39%

Git repository server

Marketing CMS: RAA 28%
CMS for the marketing content

Contract Fileserver: RAA 21%
NFS Filesystem for storing the contract PDFs

Load Balancer: RAA 13%
Load Balancer (HA-Proxy)

Sensitivity rating of stored & processed data

Attacker paths to the highest-valued targets:
Components with access to these are ranked higher also

Nice example: Build-Pipelines with many
deployment connections...

Reflected in the created data flow diagram

Custom calculation algorithms possible as plugins



Data Breach Probabilities (DBP)

“Blast-Impact” of compromised systems

Data Mapping - Some Example Application

Data Mapping

The following diagram was generated by Threagile based on the model input and gives a high-level

o T S e Each Risk-Rule refers to affected targets:

stands for dala is stered by the assef and a dashed one means dala /s processed by the assel. For
a full high-resolution version of this diagram please reler to the PNG image file alongside this report.

p— And the data assets stored/processed there

B Mashotrg CM3 | Identified Data Loss Probabilties grouped by Data Assel - Some Example Application

e 7 Customer Contract Summaries: 6 / 7 Risks
B R S o) S Customer Contract Summaries
o m ID: contract-summaries
R T = Usage: business
i Quantity: very-few
’ — T Tags: none
T P m TS Origin: Customer
; \\\ m Owner: Company XYZ
—Tm. e m Confic.ier-ltiality: reskiged (rated 3 fn scale of 5)
Integrity: operational (rated 2 in scale of 5)
< N acictice £RP 2y Availability: operational (rated 2 in scale of 5)
ClA-Justification:  Just some summaries.
- === Processed by: none
Stored by: Contract Fileserver
<> S Sent via: none
o Received via: none
R S oot Sueos g — Data Loss: probable

Data Loss Risks:  This data asset has data loss potential because of 6 remaining risks:

Thraat Modal Rapon via Thraagile — confidantial — Probabs: missirg-cloud-ardening®apolicat cn-network
Probaba - missirg-coud-tardenng & contract laseraer
—?ﬂ —————
Probabya: missirg-cleud-rardening S eep-dmz
Pasnibky migsing autharticabon@ oy apatoma>als ety Mem acson 48 arm aystom Joaonim et eaasons
Pazisitby unenceypitod cammu nashian @ am sysloranis Hlasystam a0oeas o systomE eantract lilaservor

Imzrobozie: mived-targats-on-ahared-runt meds wabapp-virtuallzation




Server-Side Reywes! Fuigery (SSAF). 272 Risks - Some Example Apalicaliorn

Server-Side Request Forgery (SSRF): 2/ 2 Risks
Description (Infarmzaton Disclosure): CWE 318
When a server system (i.e. not a clinnt) is acrassing othar sener systems v

Server-Side Request Forgery [SSRF) or Local-File-Inclusion (LF1) or Remot
risks might arise.

Impact

If this rick is unmitigated, atiackers might be ablc fo access sensitive service
naiwork-reachable comoonanis by modilyirg oulgoing calls of affected cemj
Detection Logic

In-scope non-client systems accessing (using cutgoing communicétion lirks
HTTP or HTTPS protocol.

Risk Rating

The risk rating (lcw or medlum) cepends on the sensitivity of the data assets
nrotonols from targets within the same network trust-boundary as well on the
assets raceivable via web protocals from the target 2sset itself. Also for clou
the exploitation impact is ar least medium, as c.oud backend services car by

False Positives

Servers nct sending oulgoing Aeb requesis can ba considerad as lalse posi

Mitigation (Development): SSRF Preventicn
Try 10 avoid carstructing the outgoing target URL witk caller controllable val
Tapping (whtelist) when accessirg outgoirg UFLS instead of creating them

controllable values. Wnen & third-party product is used instead of custom de
f the product apglies the proper mitigaticn and ensure a reasonabla patch-¢

ASVS Chapter. V12 - File and Resources Verlficalion Requirernents
Cheal Sheetl: Server Side Reguesl Forge'y Preveniion Cheal Sheet

Check

Are recommencations from the linked cheat sheet and refarancec ASVS chi

I hreal Moce! Hapcrt via | hreaglie - gonigential —
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AML Zxtemal Entiy (XXE}: 1 /1 Aisk -~ Somne Sxample Applicaton

XML External Entity (XXE): 1 /1 Risk
Description (Informaton Disclesure). CWE 611

When a lechinical assel accepis data in XML format, XML External Entity (XXE) risks might arise.

Impact

If this risk Is unmtigated, attackars might be able to read sensitiva files (configuration data
Key/'credential fles, deplcyment fles, business data files, €tc.) form the ‘liesysiem o atfectad
comporents andor accass sansitive services or files of other components,

Detection Logic

In-scope technical assets accepting XML data formats.

Risk Rating

Tre risk rating deperds on the sensitivity of tha technical asset itself and of the da‘a assets
processed and siored.

False Pasitives

Fully trusted (i e. cryptngraphically signed nr similar) XML data can da cons dered as false positives
after indiviiual review

Mitigation (Development): XML Parser Hardening

Apply hardening of al XML parser instances in order to stay safo from XML External Entity (XXE)

vuinerabdities. When a third-party sroduct 1S used instead of cusiom developed sotware, check il
the product applies the oroper mitijation and ensure a reasonable patch<evel.

ASVS Chepter: V14 - Configuration Verifcation Requirements
Cheat Sheet: X xterna!_Enti wenti 2k

Check

Are recommendztions frem the linked cheat sheet and referenced ASVS chapter agpliad?
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Risk Mitigation Recommendations

Detailed mitigations along with links to

- OWASP ASVS Chapter

- OWASP CSVS Chapter

- OWASP Cheat Sheet

- elc.



Risk Instances (by vulnerability & by tech asset)

Missing Couc Harcening: 575 Risks - Some Examnpiz Apciication

Missing Clouc Hardaning: 5/ 5 Risks - Some Example Al Risk Findings

The risk Missing Cloud Hardening was fcund 5 times in the analyzad architecture
possible. Each spot should ba checked individually by reviewing the implemertation
nontrols hava bean applied properly in arder ta mitigate each risk.

Hisk MNAING perag aohs &re clkabie and Nk 10 e COMESponcing chapter.

Missing Cloud Hardening: 5/ 5 Risks

Backoifice ERP System: 15 19RIsks - Some Examplae Applizaton

Description (Tampering): CWE 1008

Cicud components should be hardenec according 1o the cloud vendc
their configuration, auditing, ard further zreas.

Impact
If this risk is unmitigated, attackers might access cloud eompeonants i

Detection Logic

In-scope cloud compaonents (either residing in cloud trust bouncaries
with cloud grovider types).

Risk Rating

The risk rating depends on the sensitivity of the technical asset itself
processed and s:ored.

False Positives

Cicud components not running parts of the target architeciure can o¢
after individual revew

Mitigation (Operations): Cloud Hardening

Apply nardening of all coud componens and services, taking speca
risk descriptions (which d2pend on tha cloud grovider tags in the mot

For Amazon Web Services (AWS): Fcllow the CIS Benchmark for A
the automated checks cf cloud audit tools like "PacBot", "CloudSploil
"ScouiSuite", or "Prowler AWS CIS Benchimark Tool").

For EC2 and othar servars running Amazon Linux, follow the C/S Ba
For S3 buckets follow the Security Bes! Practices for Amazon S3at |
hitps://docs.aws.a azonS3/lalest'dev/securty-best-pr:
leakage

Also teks a look at some of these tools: https:/github.comtoniblyx/m

For Micrasoft Azure: Follow the CIS Benchmark for Microsoft Azurd  Thr2at Mode!l Report via Threagle

cnhecks of cloud audit :ools like "CloudSplait’ or "SenutSuite)

Flevated Risk Severity

Missing Cloud Hardening (AWS) risk al Application Network. CIS Benching
Explaitation lkohhood is Unlikely with Very High impact.
mrinsry)-doud bardenho il anchicaton network

Uncheckea

Missing Cloud Hardening (EC2) rizk at Apache Webserver CIS Benchmark
Linux: Explolation likelihood Is Unitkely with Very High impact
Nissrg-Joud D dening ¥ apeche-weborrver

Unchecked

Missing Cloud Hardening rick at EAP DMZ: Exploitation ike'ihood ias Liniikely
impact
missng-doud hadenhg B ecpdrmz

Unchecked

Missing Cioud Hardening risk at Web DMZ. Exploiation lIkelihocd Is Unilkely
impact
migeng.dowdhardening B ueb.ony

Unchecked

Medium Risk Severity

Missing Cloud Hardening (S3) risk at Contract Fileserver: Security Best Prg
$3: Exploitation likelihood is Unlikely with High impact,
misuey-doud hrdenhig B cortract heserver

Uncheched

- ponikdential -~

— - —
Thiral Model Reporl via Thieagile -~ confidentia — Puye 45
Thraal Modol Roport via Threagle - confidonticl - Page 100
—— e ———

Backoffice ERP System: 15/ 19 Risks
Description
ERP gystem

Identified Risks of Asset

Rish ‘Inding peragraphs are cickaoie avd link o the sumespondng chupter,

High Risk Severity

SQL/NoSQL-Injection rick at Backoffice ERP Sysiem against daizbase Customer Contraet
Database via Database Traflic. Exploitat on li<elinoce is Very Likely with High imoad.
nhenansyl ingietne 0 erp- vyaters 0 8y catoag (8 srps aysisersdalaiins- il e

Uncheoked

XML External Entity (XXE) rick at Backoffice ERP System: Cxploitation likelihood is Very
[ fealy with High Impant.
xnhowtormel sty 8 ers-yean

Unchrecked

Elevated Risk Severity

Cross-Site Scripting (XS8) ris< st Backoffice ERP System Explotalion likelihood is Lkely
with High 'mpact
vno sl adpdy Jopsysen

unchecked

Path-Traversal risk 8t Backotfice ERP Systam agamnst filesystem Contract Filesarver via
NFE Fllesystem Access: Exploitation | kelhood is Very Likely wth Medium impact,
PATEEVrSEE QF- SIS 00T LNSHVOr W Arp-5ySTeran s ey som- oeess

Uncheckad

Untrusted Deserlalization risk at Backoffice ERP Systom: Exglotation likelihood is Likaly
with Very High impacz:.
unated dese-wiznicn ¥ apsysien

Aseepled 2020-01-04  Johr Doo XyZ-1234

Rk ACoErteo A eratie

Missing Hardening risk et Backoffice ERP System: Exploitation likelihood is Likefy with
Medium mpact.
migsang. Facining e ryston

Wigated 2020-01-04  Jobr Doe XYZ-1204

The hardening meazures were implerranted snd chacked

Everything linked and
clickable inside the
report for easy
navigation



Excel Report

Some Example Application

16

26

A B C D E F G H I J K
Severity Likelihood Impact STRIDE Function CWE Risk Category Technical Asset Communication Link RAA % Identified Risk

Critical Likely Medium Repudiation Business Side CWE-693 |Some Individual Risk Example Customer Contract Database 58 | Example Individual Risk at Database
Medium Frequent Very High Repudiation Business Side CWE-693 |[Some Individual Risk Example Contract Fileserver 21 Example Individual Risk at Contract Filesystem

High Very Likely High Tampering Development CWE-89 |SQL/NoSQL-Injection Backoffice ERP System Database Traffic 81 sql/NaSQL-Injection risk at Backaffica ERP System against database Cu

High Very Likely High Information Disclosure Development CWE-611 | XML External Entity [XXE) Backoffice ERP System 81 XML External Entity {(XXE) risk at Backoffice ERP System
Elevated Likely High Tampering Develapment CWE-79 |Cross-Site Scripting (XSS) Apache Webserver 79 Cross-Site Seripting (XSS) risk at Apache Webserver
Elevated Likely High Tampering Development CWE-79  |Cross-Site Scripting (XS5) Backoffice ERP System 81 Cross-Site Scripting (XSS) risk at Backoffice ERP System
Elevated Likely High Tampering Development CWE-79  |Cross-Site Scripting (X5§) |dentity Provider 53 | Cross-Site Scripting (XSS) risk at identity Provider
Elevated Likely High Tampering Developmeant CWE-79 Cross-Site Scripting (XSS) Marketing CMS 28 | Cross-Site Scripting (XSS) risk at Marketing CMS
Elevated Likely Medium Elevation of Privilege Architecture CWE-306 |[Missing Authentication Marketing CMS CMS Content Traffic 28 Missing Authenrtication covering communication link CMS Cartent Traf
Elevated Likely Medium Elevation of Privilege Architecture CWE-306 |Missing Authentication Contract Fileserver NFS Filesystem Access 21 Missing Authentication covering communication link NFS Filesystem Ac
Elevated Unlikely Very High Tampering Operations CWE-1008 |Missing Cloud Hardening 0 Missing Cloud Hardening (AWS) risk at Application Network: <u>CIS Be
Elevated Unlikely Very High Tampering Operations CWE-1008 |Missing Cloud Hardening Apache Webserver 79 Missing Cloud Hardening (EC2) risk at Apache Webserver: <u>CiS Benc
Elevated Unlikely Very High fampering Operations CWE-1008 |Missing Cloud Hardening 0| Missing Claud Hardening risk at ERP DMZ
Elevated Unlikely Very High Tampering Operations CWE-1008 |[Missing Cloud Hardening 0 Missing Claud Hardening risk at Web DM2
Medium Unlikely High Tampering Operations CWE-1008 |[Missing Cloud Hardening Contract Flleserver 21 Missing Cleud Hardening (S3) risk at Contract Fileserver: <usSecurity B
Elevated Very Likely Medium Spoofing Development CWE-434 |Missing File Validation Apache Webserver 79 | Missing File Validation risk at Apache Weabserver
Elevated Likely Medium fampering Operations CWE-16  [Missing Hardening Apache Webserver 79 | Missing Hardening risk at Apache Wehserver
Elevated Likely Medium Tampering Operations CWE-16 Missing Hardening Backoffice ERP System 81 Missing Hardening risk at Backaffice ERP System
Elevated Likely Medium Tampering Operations CWE-16 |Missing Hardening Customer Contract Database 58 wissing Hardening risk at Customer Contract Database
Elevated Likely Medium Tampering Operations CWE-16 _ |Missing Hardening |dentity Provider 53 | Miissing Hardening risk at Identity Provider
Elevated Likely Medium Tampering Operations CWE-16 |Missing Hardening Jenkins Buildserver 80 | Missing Hardening risk at Jenkins Buildserver
Elevated Likely Medium Tampering Operations CWE-16 Missing Hardening LDAP Auth Server 100 Missing Hardening risk at LDAP Auth Server
Elevated Very Likely fedium Information Disclosure Development CWE-22 Path-Traversal Backoffice ERP System NFS Fllesystem Access 81  Path-Traversal risk at Backoffice ERP Systemn against filesystem Contrac
Elevated Likely Medium Information Disclosure Development CWE-918 |Server-Side Request Forgery (SSRF) Apache Webserver ERP System Traffic 79 server-Side Request Forgery (SSRF) risk at Apache Webserver server-si
Elevated Likely Medium Information Disclosure Development CWE-918 |Server-Side Request Forgery (SSRF) Apache Webserver Auth Credential Check Traffic 79 Server-Side Request Forgery {SSRF) risk at Apache Webserver server-sk
Elevated Likely High Information Disclosure Operations CWE-319 |Unencrypted Communication Marketing CMS Auth Traffic 28 Unencrypted Communication namad Auth Traffic between Marketing (¢
Elevated Likely High Information Disclosure Operations CWE-319 |Unencrypted Communication Load Balancer Web Application Traffic 13 | Unencrypted Communication namead Web Application Traffic between
Medium Unlikely High Information Disclosure Operations CWE-319 |Unencrypted Communication Backoffice ERP System Database Traffic 81 Unencrypted Communication named Database Traffic between Backofl
Medium Unlikely Medium Information Disclosure Operations CWE-3183 |Unencrypted Communication Backoffice ERP System NFS Filesystem Access 81 Unencrypted Communication named NFS Filesystern Access between B
Elevated Very Likely Medium Elevation of Privilege Architecture CWE-501 |Unguarded Access From Internet Jenkins Buildserver Jenkins Web-Ul Access 80 Unguarded Access from Internet of Jenkins Buildserver by External Dev
Medium Very Likely Low Elevation of Privilege Architecture CWE-501 |Unguarded Access From Internet Git Repository Git-Repo Code Write Access 39 | Unguarded Access from Internet of Git Repository by External Develop:
Medium Very Likely Low Elevation of Privilege Architecture CWE-501 |Unguarded Access From Internet Git Repository Git-Repa Web-Ul Access 39 | Unguarded Access from Internat of Git Repasitory by External Develop:
Elevated Likely Very High Tampering Architecture CWE-50Z2 |Untrusted Deserialization Jenkins Buildserver 80 Untrusted Deserialization risk at Jenkins Bulldserver
Elevated Likely Very High Tampering Architecture CWE-502 |Untrusted Deserialization Backoffice ERP System 81 Untrusted Deserialization risk at Backoffice ERP System
Medium Unlikely High Information Disclosure Operations CWE-200 |Accidental Secret Leak Git Repository 39 | Accidental Secret Leak (Git) risk at Git Repository: <u>Git Leak Preventi
Medium Unlikely High Tampering Operations CWE-912 |Code Backdooring Git Repository 39 Code Backdoaring risk at Git Repositary
Medium Unlikely High Tampering Operations CWE-912 |Code Backdooring Jenkins Buildserver 80 Code Backdooring risk at Jenkins Buildserver
Medium Unlikely High Tampering Operations CWE-912 |Container Baseimage Backdooring Apache Webserver 79 Container Baseimage Backdcooring risk at Apache Webserver
Medium Unlikely High Tampering Operations CWE-912 |Container Baseimage Backdooring Marketing CMS 28 | Container Baseimage Backdooring risk at Marketing CMS
Medium \Very Likely Low Spoofing Develapment CWE-352 |Cross-Site Request Forgery (CSRF) Apache Webserver Web Application Traffic 79 | Cross-Site Request Forgery (CSRF) risk at Apache Webserver via Web A

i e






| risks

built-in

),
)
).
?
p
)
)
)
J
b
)
)
),
).
).
7
)
)
7
>

Bl accidental-secret-leak
| code-backdooring

container-baseimage-backdooring

M container-platform-escape
| cross-site-request-forgery
Ml cross-site-scripting
M dos-risky-access-across-trust-boundary
| iIncomplete-model
M |[dap-injection
M missing-authentication
@ missing-authentication-second-factor
M missing-build-infrastructure
I missing-cloud-hardening
B missing-file-validation
B missing-hardening
Bl missing-identity-propagation
Bl missing-identity-provider-isolation
Bl missing-identity-store

missing-network-segmentation

| missing-vault

?

VWV OV VNV VYV VNV NV VY N VNV NV NV N NV NN VN Y

| missing-vault
Bl missing-vault-isolation

missing-waf

I mixed-targets-on-shared-runtime
B path-traversal

push-instead-of-pull-deployment

Bl search-gquery-injection
Ml server-side-request-forgery

service-registry-poisoning

M sgl-nosgl-injection
| unchecked-deployment

unencrypteg-asset

2 unencrypted-communication
| unguarded-access-from-internet

unguarded-direct-datastore-access

Bl unnecessary-communication-link
| unnecessary-data-asset

unnecessary-data-transfer

Bl unnecessary-technical-asset
| untrusted-deserialization

wrong-communication-link-content

B wrong-trust-boundary-content
| xml-external-entity
Ml custom




ge ldap_injection

unc Category() model.RiskCategory {
urn model.RiskCategory{
Id:
Title:
Description:

GenerateRisks() []model.Risk 4
i risks := make([]model.Risk, @)
chaatShaat: | for _, technicalAsset := range model.ParsedModelRoot.TechnicalAssets {
Actions ‘ incomingFlows := model.IncomingTechnicalCommunicationLinksMappedByTargetId[technical
Mitigation: | for _, incomingFlow := range incomingFlows <
model.ParsedModelRoot.TechnicalAssets[incomingFlow, SourceId].0ut0fScope {

Impact:

contlnue
Check:
Function: model.Development

STRIDE: model. ] erint ' ' - "
DetectionLogic: Llikelihood := model.Likely

if incomingFlow.Protocol == model.LDAP || incomingFlow.Protocol

RiskAssessment: 1f incomingFlow.Usage == model.Dev0ps
FalsePositives: likelihood = model.Unlikely
}

risks = append(risks, createRisk(technicalAsset, incomingFlow, 1likelihood))

ModelFailurePossibleReason:
CWE:




]
N .o
’ | S
A y I\

something-strange

lption: Some text describing the risk category..

Same text describing the impact...
V@ - Something Strange

heet: https://example.com

Some text describing the action...

tigation: Some text describing the mitigation...

Check if XYZ...
business-side
repudiation
Llogic: Some text describing the detection
nt: Some text describing the risk asse
Some text describing the most comm
b1 ason: false

critical

- sql-database

Likely
medium
: probable

sgl-database

frequent

very-high
improbable

contract-fileserver




> <> tags_available

Nice structured YAML tree in many PR

(> Apache Webserver
popular IDEs and YAML editors: ) pockorties o

(> Backoffice ERP System

(2> Contract Fileserver

(> Customer Contract Database

(> Customer Web Client

{ > External Development Client

(> Git Repository

¢ 2 ldentity Provider

2> Jenkins Buildserver

(> LDAP Auth Server
(> Load Balancer
(> Marketing CMS

(> technical_overview

threagile_version
title
{ > trust_boundaries
(> Application Network
{2 Auth Handling Environment
(7> Dev Network
(> ERP DMZ
(> Web DMZ




ai

; iinux application-server
- apache artifact-registry
. . _ . . batch-processing
Schema for YAML input available:
rnet: fep owser
COThyild-pipeline

Enables syntax validation (error flagging) & auto-completion ption: o

Compzclient-system

cms

ccode-inspection-platform
container-platform
data-lake
database
desktop

'devops-client

apache-webserver

process
business cechno Logy \Neb|
ient_by Fags: web-application
false ~ 1inux Neb-server
out_of_scope: neb-service-rest
Neb-service-soap

- apache

application
] web-serverrrrr - aws:ec’

Schema validation: Value should be one of: " Lnternet: 'f:a LSE
= - “browser”, "desktop”, "mobile-app", "devops
Linux "application-server"”, "database", "file-server ;
- apache service-rest", "web-service-soap”, "ejb", "ses 1PS
registry", "reverse-proxy", "load-balancer”, " : inicatic Ldap-server
- aws:ec?2 “artifact-registry”, "code-inspection-platfor DD Cueta dETURERY
platform"”, "batch-processing”, "event-listene i load-balancer
false “identity-store-database", "tool", "cli", "task" 3 )
Local-file-system

- "message-queue", "stream-processing”, "ser jent 1/ technical_a ;
containenr Wy al "oy W Maaraft idel Wime - mail-server

10C-dev.ice

& Endpoints =




Live Templates:

Enables Template-based Quick Editing

tech
technical_asset




d-deserializat
accepted
ication: Risk accepted as tolerable
XYZ-1234
2020-01-04
cked_by: John Doe
clon(@*@ldap-avth-server(
mitigated
tion: The hardening measures were implemented and checked
XYZ-5678
2020-01-05
by: John Doe
mitigated
Lfication: The hardening measures were implemented and checked
XYZ-1234
2020-01-04

by: John Doe

Hisk Mitigatior

Risk Mitigation
The following chart gives a high-level overview of the risk tracking status (including mitigated risks):

100%

53 unchecked

| accepted

5 in progress
25 mitigated

0 false positive

Low (8) Medium (46) Elevated (27) High (2) Critical (1)

After removal of risks with status mitigated and false positive the following 59 remain unmitigated:

1 unmitigated critical risk

2 unmitigated high risk 2 business side related
’ ! 14 architecture related
29 unmitigated medium risk 17 develoj

8 unmitigated low risk 26 operations related

Model-Macro exists for quick seeding of risk instances for tracking in YAML model file




What About Bigger Models?

Soms Example Application
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Also within the Docker container

Playground online available for instant playing as well: https://run.threagile.io

Threagile AP| 99~

Thrsagile AFT tor Agia Thraak Modeling.: vat ot sz o or mone nicrmsaticn,

fexern
[ /-Threaglis Sarver ~

direct Lhireser. oevrsiob gl e o lhe-Hy anadyan o ohcss og ol modes:
/direct/stub Snheocs hic
fdirect/check Dl model chece ca

;'direg ‘,”ungly‘e Phirwrst ovader’ e vally ees 120

/meta/ping Simpleheath eonnk ning
/metajversion Veosion mumbe
/meta/types !lsing atnl anum typa wikias

/metasstats Model stateos

auth authcals far ervpio key ard token management

Jauth/keys Cicalyaruwaul) hoy

' "aUth"k.Ys Dinieds & 519 koo

Jauth/tokens Cisals g rmew Ui lieilech ks oo s aul key

models Porastent medel eragtion end handing st




Interactive wizards reading existing models and modify/enhance them

Useful for repeating, often similar, model tasks like:

- Adding a Build-Pipeline to the model

- Adding a Vault to the model

- Adding ldentity Provider and ldentity Storage to the model

- elc.

Pluggable interface allows for custom model macros



in Threag|le

- Agile Threat Modeling

Live Demo

Enhancing an existing model with a build-pipeline via a model-macro
(and inspect changes in Data Flow, RAA, Data Breach Probabilities & Risks)




Please choose from the following values (enter value directly or use number):
1: network—-on—-prem
network—-dedicated-hoster
network-virtual-lan
network-cloud-provider
network-cloud-security—-group
network-policy—-namespace-isolation

This model macro adds a build pipeline (development client,
registry, container image registry, source code repository,

This name affects the technical asset's title and ID plus a
Enter your answer (use 'BACK' to go one step back or 'QUIT' to quit without executing the mod
el macro)

Answer (default
Answer processed

Enter your answer (use 'B/
the model macro)

Answer (default 'Git'):

Answer processed

Enter number to select/desel
Please select (multiple exec
select/deselect):

SELECTION PROCESS FIN
apache-webserver
backend-admin-client
backoffice-client
contract-fileserver
customer-client
erp—-system

'network=go-nrem!'

HEBRBHBHRBRBHRBRBH BB R BB B R BB B R BB R RBRBHR BB R R B R AR RBRBHRB R BB HBH
Do you want to execute the model macro (updating the model file)?
BHRBHBHRBHBHR BB R BB R B R B R B R B R RB B R R BB R BB R R BB BB R BB HBHH
*
The following changes will be applied:
adding tag: sonarqube
adding data asset: sourcecode
adding data asset: deployment
adding technical asset (including

Push—-based deployments a
Please choose from the f
1: Push—-based Deploy

This name affects the tec

communication links): development

Enter your answer (use 'Bf

the model macro)
Answer (default 'Jenkins'
Answer processed

What product 1s used as t

This name affects the tec

ol
N =&

NV OO NODOT PSP WONEES

external-dev-client
glt-repo
identity—-provider
jenkins—buildserver
ldap—auth-server
load-balancer
marketing-cms
sgql—-database

2: Pull-based Deploy

Enter your answer (use '
el macro)

Answer: 2

Answer processed

adding
adding
adding
adding
adding
adding
adding
adding

technical
technical
technical
technical
technical
technical

asset
asset
asset
asset
asset
asset

(including
(including
(including
(including
(including
(including

communication
communication
communication
communication
communication
communication

trust boundary: devops—network
shared runtime:

valid

1inks):
links):
links):
links):
links):
links):

kubernetes—-container-runtime

glt—sourcecca
docker—-conta
kubernetes—
jenkins—bui
nexus—artifa
sonarqube-ca

Changeset
Enter your answer (use 'B/
the model macro)

Answer (default 'Nexus'):

Enter number to select/deselect (or @ when finishedlppply these changes to the model file?

Type Yes or No: B




Model Macros: Results
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GitHub Integration (as workflow action

https://github.com/Threagile/github-integration-example

w Threagile [ github-integration-example Tempiate

<> Code

4

%

(1) Issues Il Pull requests (+) Actions "] Projects T Wiki (1) Security |~ Insights

i1 Settings

¥ main ~ ¥ 1branch © 0tags Go to file Add file = ¥ Code ~

Threagile Update threat model report and data-flow diagram by Threagile 45¢1674 2 hours ago Y 9 commits
" _githubjworkflows Sample creation 4 hours ago
B threagile/output Update threat model report and data-flow diagram by Threagile 2 hours ago
[® LICENSE Initial commit 4 hours ago
[ README.md README update 3 hours ago
[3 threagile.yam! Test commit to execute the action on threat model change 2 hours ago
README.md V4

github-integration-example

Example of how to integrate Threagile into GitHub workflows:

This repo acts as some sort of template to see the integration of Threagile into a GitHub workflow in action. Usually
here would be a real project with real source and other stuff. Also such a repo contains a threagile.yaml file, which
contains the threat model input (see the Threagile docs for info about this). Here we're using the Threagife example

YAML file as an example threat model input.

GitHub Workflow Integration




GitHub Integration (as workflow action)

https://github.com/Threagile/github-integration-example

1 on:

2 push:

3 paths:

4 - 'threagile.yaml' # useful to filter this job to execute only when the threat model changes
o)

b

/7 jobs:

8

9 threagile_job:

10 runs-on: ubuntu-latest

11 name: Threat Model Analysis

12 steps:

13

14 # Checkout the repo

15 - name: Checkout Workspace

16 uses: actions/checkout@v2

17

18 # Run Threagile

19 - name: Run Threagile

20 id: threagile

9 21 uses: Lthreagile/run—threagile-action@vl

22 with:

23 model-file: ‘threagile.yaml’
24
25 # Archive resulling files as arlifacls
26 - name: Archive Results

27 uses: aclions/upload-artifacl@v2

28 with:

29 name: Lhreagile-report

30 path: threagile/output




GitHub Integration (as workflow action)

https://github.com/Threagile/github-integration-example

Threat Model Analysis
The open-source toolkit for agile threat modeling, Threagile, was used to model and analyze potential threats.

Data-Flow Diagram (DFD)

The following DFD was generated by Threagile during threat model analysis:
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Threat Model Report

The following report was generated by Threagile during threat model analysis: Threat Model Report
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Some Example Application
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Custom coded risk rules
can analyze the model graph

(helps big corporations with individual policies)



Uniform documentation of
system landscape built bottom-up

(by dev teams In their IDEs along with the codebase)



Instant regeneration of project
risk landscape on changes

(What happens when a data classification changes
or some component moves into the cloud)



Instant regeneration of corporate-wide
risk landscape on changes

(just modify a risk rule due to a policy change
and instantly regenerate threat models across all projects)



Cl/CD-Pipelines can check the
generated JSON for unmitigated risks

(trend graphs & warning when rollout
contains new unchecked high risks)

Threat Modeling as a part of DevSecOps



Security is less bottleneck
for threat model sign-offs

(risks rules as code automate threat model vetting)



More Docs, Samples & Screencasts & Web-based Model Editor:
Easier on-boarding of new users.

Model Linking & Model Includes (+ Layered Graphs):
Referencing other models (external systems): reference vs. inclusion as “Sub-Models”.

Cloud Crawiler:
Crawling Cloud environments (preferably as “Model-Macro”) with wizard to selectively take

cloud components into a Threagile model.

GitLab Integration:
Further integrations into SCM workflows: preferably via “Actions” and Web-Hooks.

CloudFormation / Terraform / Helm Import:
“Model-Macro” based wizard to import infrastructure declarations into model.



Build Pipeline Plugins (Jenkins, Azure DevOps, etc.):
Close integration into CI/CD pipelines.

LeanlX / EA Integration via API:
Integration with enterprise architecture tools like “LeanlX”, “Enterprise Architect” and others.

Bug Tracker Integration (JIRA, Defect Dojo, ...):
Bi-directional integration with bug trackers (like JIRA) for risk mitigation state management:
preferably via Web-Hooks.

Drawing App Integrations
Import and/or export with draw.io

Your Ideas and Feature Requests:
Feedback welcome: Create feature request tickets on https://github.com/threaqile



http://draw.io
https://github.com/threagile
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Website:
- https://threagile.io

Playground:
- https://run.threagile.io

Q&A

Community (Support) Chat:
- https://gitter.im/threagile/community

Source:
- https://github.com/threagqile

PS8 J Questions?

. www.Christian-Schneider.net
Container: mail@Christian-Schneider.net

- https://hub.docker.com/r/threagile @cschneiderd711 on Twitter



