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APT “Happy Turtle”

« Targets Power Plants PP

« Wants to disrupt

« Knows Robby is an OT Op

* Knows PP uses certain tech

* Knows PP uses cool WebApp OT
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1. How We Attack: MITRE ATT&CK
Browser Bookmark Discovery

Goal 1.  Enumerate local browsers
2. Extract history
3. Extract passwords from browser
4. Identify often used OT control interfaces
5. Identify how the operator authenticates i.e. via SSO or local credentials
Method SharpWeb, Browserloot.ps1
Metasploit: post/multi/gather/firefox_creds
ATT&CK “This type of attack technique cannot be easily mitigated with preventive controls since it is

Defense based on the abuse of system features.”
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2. How Enterprises Can Defend: MITRE Engage

MITRE | Engage Getting Started ~ Matrix  Goals ~  Approaches ~  Activities

We welcome your feedback about MITRE Engage v0.9 Beta: Email us at engage@mitre.

Home > Activities

Decoy Artifacts and Systems

Introduce impersonations to expand the scope of a deceptive story.

Decoy Artifacts and Systems allow the defender to increase the attack surface of their environment to expose more of the deception story. Additionally, they can be used
to adjust the adversary’s sense of ambiguity to increase or decrease their level of uncertainty towards the environment. Investigation of these decoy artifacts may
introduce a resource cost on the adversary, enable or block the adversary's intended actions, encourage or discourage a specific action or response, etc.

Decoy artifacts can take a variety of forms including credentials, accounts, files/directories, BIOWSer extensions/bookmarks, system processes, etc. Decoy systems can
be real, virtual, or simulated. They can be presented as one of a variety of IT devices, including user workstations, servers, networking systems, IOT (embedded devices),
mobile devices, etc. Regardless of form, these decoy artifacts and systems provide a variety of opportunities for the defender. For example, decoy artifacts can be used
as tripwires to produce a high-fidelity alert when accessed.

Careful planning should guide the creation and deployment of these tripwires to ensure effectiveness. For example, understanding the adversary's known TTPs will
highlight which resources the adversary is likely to touch, and therefore where decoy artifacts should be placed. A thorough assessment of the defender's priority cyber
assets and intellectual property should guide the placement of decoy artifacts used as tripwires.

A decoy artifact can provide several means to influence adversary activity. The following examples illustrate the powerful effects decoy artifacts and systems can have
on the adversary. First, by planting decoy artifacts and systems that align with known adversary TTPs, the defender can influence adversary activities. For example, if a
target adversary has a capability against a specific application, the defender can place this vulnerable application in the environment to motivate the adversary to exploit
the decoy.

As a second example, a defender may install AV or some other security or monitoring tool in a way that is easy for the adversary to remove. If an adversary removes the
tool, they may be emboldened to act more openly believing they can't be monitored.

The defender can attempt to demotivate the adversary by strategically placing decoy artifacts. For example, a defender could place a selection of reverse engineering
tools or monitoring applications on a known vulnerable target. This may sow confusion and raise ambiguity, demotivating the adversary’s desire to go after that target
even if it is vulnerable

Decoy artifacts can take
a variety of forms
including credentials,
accounts,
files/directories,
browser
extensions/bookmarks,
system processes, etc.
Decoy systems can be
real, virtual, or
simulated.
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3. Adjusted Red Team Attack Playbooks
Browser Bookmark Discovery

Goal Enumerate local browsers

Extract history

Extract passwords from browser

|ldentify often used OT control interfaces

|ldentify how the operator authenticates i.e. via SSO or local credentials

U DN WDN =

Do not engage before:

Compare browsing history between browsers to identify honeypot URLs, i.e. a browser that
only surfs to two, three high impact websites is suspicious

Compare credentials from browsers against standard credentials: If they seem very different it
could be a honeypot

Method SharpWeb, Browserloot.ps1
Metasploit: post/multi/gather/firefox_creds

ATT&CK This type of attack technique cannot be easily mitigated with preventive controls since it is
Defense based on the abuse of system features.

Engage Decoy artifacts can take a variety of forms including credentials, accounts, files/directories,
browser extensions/bookmarks, system processes, etc.
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« History: ~ History:
e’ Heatingcontrols.kplant maintainance.kplant

Browser Credentials: Browser Credentials:
XN5896 / Nioij()/&* Kplant\Johnny.s / Start2021!

16



4. Key Takeaways



4. Key Takeaways

Use MITRE Engage to augment your Red Teaming TTPs

Understand the options the Blue Team has to defend, i.e. if a single security
control is not available, it does not mean there is not defense in place

|dentify Engage controls in place to derive further controls: If they have  honeypot
credentials in the browser, what about Active Directory?

Define Exit Criteria

Develop Threat

Align your results Model

We are now able to better advise on remediations by citing MITRE Engage and how it Perscia Eraatio
would have impacted the engagement

Strategic Goal

Storyboarding
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