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Underrated and critical aspect in #AzureAD security
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IDENTITY
SECURITY POSTURE



I D E N T I T Y  S E C U R I T Y  P O S T U R E

6

Insights of modern identity attacks

Source: Microsoft (“Identity is the new battle ground“)

https://docs.microsoft.com/en-us/security/ciso-workshop/ciso-workshop-module-3#part-2-zero-trust-definition-and-models-1537
https://news.microsoft.com/wp-content/uploads/prod/sites/626/2022/02/Cyber-Signals-E-1.pdf
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Security Default for Everyone

- Replacement of “Baseline”-Policies

- No extra costs or AAD license required
(available for all tenant, enabled by default)

- Minimal security baseline by enforced policies

- “Security defaults provide secure default settings that 
(Microsoft) manages on behalf of organizations to 
keep customers safe until they are ready to manage 
their own identity security story.”
Quote from Alex Weinert’s Blog post

https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults#policies-enforced
Introducing%20security%20defaults
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Insights of modern identity attacks

Source: Microsoft (“Identity is the new battle ground“)

Microsoft 365
Defender

Azure AD Identity
Governance/
Cloud Knox

Azure AD MFA
(WHfB/FIDO2)

Microsoft
Endpoint
Manager

Microsoft
Information
Protection

https://docs.microsoft.com/en-us/security/ciso-workshop/ciso-workshop-module-3#part-2-zero-trust-definition-and-models-1537
https://news.microsoft.com/wp-content/uploads/prod/sites/626/2022/02/Cyber-Signals-E-1.pdf
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Azure AD Identity Secure Score

Source: Microsoft (Overview “Microsoft Secure Score”)

https://docs.microsoft.com/en-us/security/ciso-workshop/ciso-workshop-module-3#part-2-zero-trust-definition-and-models-1537
https://docs.microsoft.com/en-us/microsoft-365/security/defender/microsoft-secure-score?view=o365-worldwide
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Operationalization of Identity Secure Score
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Azure Security Benchmark (V3)



L I V E  D E M O

Default security settings
and usage of strong authentication methods
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Attack surface in hybrid identity environments

Source: Microsoft (“Protecting Microsoft 365 from on-premises attacks“)

Protecting%20Microsoft%20365%20from%20on-premises%20attacks
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Attack surface by hybrid identity sync
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Domain (Services)
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Object Sync/
Password Hash Sync 

Azure AD
(Backend)

SQL Database Instance

AD DS 
Connector 
Account

AAD 
Connector 
AccountADSync Service
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Privilege Escalation from
AAD Connect to Azure AD
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CONDITIONAL ACCESS 
AND TOKEN SECURITY
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Conditional Access Overview
Image Source: Microsoft (“Zero Trust Definition and Models“)

Security & 

Compliance 

Policy Engine

Conditional Access App ControlConditional Access App Control

https://docs.microsoft.com/en-us/security/ciso-workshop/ciso-workshop-module-3#part-2-zero-trust-definition-and-models-1537
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/azure/azure-resource-manager/management/overview
https://docs.microsoft.com/cloud-app-security/proxy-intro-aad
https://docs.microsoft.com/microsoft-365/compliance/information-protection
https://docs.microsoft.com/mem/intune/protect/app-based-conditional-access-intune
https://docs.microsoft.com/azure/active-directory/app-proxy/application-proxy
https://docs.microsoft.com/azure/active-directory/authentication/tutorial-enable-sspr
https://docs.microsoft.com/azure/active-directory/conditional-access/concept-continuous-access-evaluation
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/microsoft-defender-advanced-threat-protection
https://docs.microsoft.com/mem/intune/protect/device-compliance-partners
https://docs.microsoft.com/mem/intune/
https://docs.microsoft.com/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-b2b-what-is-azure-ad-b2b
https://docs.microsoft.com/en-us/azure/active-directory/
https://docs.microsoft.com/en-us/azure/active-directory/authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-identityprotection
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://docs.microsoft.com/windows/security/identity-protection/hello-for-business/
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/
https://www.microsoft.com/en-us/cloud-platform/azure-information-protection
https://docs.microsoft.com/azure/active-directory/saas-apps/tutorial-list
https://docs.microsoft.com/azure/active-directory-b2c/
http://aka.ms/threatintelligence
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Strong baseline for Conditional Access

Ensure to protect every user and every app by minimal but strong baseline!
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Strong claims & efficient controls in Conditional Access



L I V E  D E M O

Conditional Access Baseline & CAE in action

Token Replay
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PRIVILEGED IDENTITY
AND ACCESS
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Authorized privileged and elevated paths

“End-to-end 
Session Security -
Establish explicit 
Zero Trust 
validation for 
privileged 
sessions, user 
sessions, and 
authorized 
elevation paths.”

Privileged

Access AccountDevices/Workstations

Intermediaries

Interface

Business Critical Assets

AccountDevices/Workstations

Intermediaries

Interface

Complete End-to-end approach

Required for meaningful security

Asset Protection also required

Security updates, DevSecOps, 

data at rest / in transit, etc. 

Asset Protection also required

Security updates, DevSecOps, 

data at rest / in transit, etc. 
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Foundation of Privileged Access

Just in Time
Access

Privileged
Admin

Workflow

Granular Task
Scoped Access
(Just Enough)

Access Request
and Review

CloudKnox Privileged Identity Management (PIM) Identity Governance
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Administrative Tier Model

Source: “Securing Azure environments with Azure Active Directory”

„To mitigate risk of identity compromise, or bad actors, 
implement tiered administration and ensure that you
follow principles of least privilege for Azure AD 
Administrator Roles.“

Source: „Securing Azure Environments with Azure AD (Architecture and Design Guide)“, Page 8

http://microsoft.com/en-us/resources/securing-azure-environments-with-azure-active-directory/
https://docs.microsoft.com/en-us/windows-server/identity/securing-privileged-access/securing-privileged-access-reference-material
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Sensitive RBAC and

Scoped Delegation
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APP INTEGRATION AND 
WORKLOAD IDENTITIES
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Types of identities
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Types of workload identities
Criteria Service Principal

(Key- or Certificate)

Managed Identity
(System- or User Assigned)

Service Principal
(Federated Credentials)

Supported use cases No limitation Limited to supported 
Azure Resources

Limited to supported Workload 
Identity Federation Provider

Security boundary Single- or multi-tenant Single-Tenant* Single- or multi-tenant*

Lifecycle management Managed by Admin Managed by Azure (System-) or 
Admin (User-Assigned)

Managed by Admin

Prevention of privilege escalation Service Principal and assigned 
permissions (Roles, Owner)

Secure storing of credentials

Detection of unusual creation of 
credentials (MDA, Sentinel)

Azure resource and delegation to 
manage them

Service Principal and assigned 
permissions (Roles, Owner)

Security of the Federated IdP

Restrict token acquisition Conditional Access (risk-based 
conditions on leaked cred. or 
suspicious sign-ins)

Not available Conditional Access (risk-based 
conditions on suspicious sign-ins), 
Entity (subject identifier)

Exfiltration/Token replay Yes, active monitoring required (incl. inventory and usage history)
IPC risk detections available 
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Types of workload identities
Criteria Service Principal

(Key- or Certificate)

Managed Identity
(System- or User Assigned)

Service Principal
(Federated Credentials)

Supported use cases No limitation Limited to supported 
Azure Resources

Limited to supported Workload 
Identity Federation Provider

Security boundary Single- or multi-tenant Single-Tenant* Single- or multi-tenant*

Lifecycle management Managed by Admin Managed by Azure (System-) or 
Admin (User-Assigned)

Managed by Admin

Prevention of privilege escalation Service Principal and assigned 
permissions (Roles, Owner)

Secure storing of credentials

Detection of unusual creation of 
credentials (MDA, Sentinel)

Azure resource with assignment 
to identity

Azure RBAC to resource object

Service Principal and assigned 
permissions (Roles, Owner)

Security of the Federated IdP and 
workload

Restrict token acquisition Conditional Access (risk-based 
conditions on leaked cred. or 
suspicious sign-ins)

Not available Conditional Access (risk-based 
conditions on suspicious sign-ins), 
Entity (subject identifier)

Exfiltration/Token replay Yes, active monitoring required (incl. inventory and usage history)
IPC risk detections available 
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Types of workload identities
Criteria Service Principal

(Key- or Certificate)

Managed Identity
(System- or User Assigned)

Service Principal
(Federated Credentials)

Supported use cases No limitation Limited to supported 
Azure Resources

Limited to supported Workload 
Identity Federation Provider

Security boundary Single- or multi-tenant Single-Tenant* Single- or multi-tenant*

Lifecycle management Managed by Admin Managed by Azure (System-) or 
Admin (User-Assigned)

Managed by Admin

Prevention of privilege escalation Service Principal and assigned 
permissions (Roles, Owner)

Secure storing of credentials

Detection of unusual creation of 
credentials (MDA, Sentinel)

Azure resource and delegation to 
manage them

Service Principal and assigned 
permissions (Roles, Owner)

Security of the Federated IdP

Restrict token acquisition Conditional Access (risk-based 
conditions on leaked cred. or 
suspicious sign-ins)

Not available Conditional Access (risk-based 
conditions on suspicious sign-ins), 
Entity (subject identifier)

Exfiltration/Token replay Active monitoring required (incl. inventory and usage history)
IPC risk detections available                                                                                 IPC risk detections available 



A P P  I N T E G R AT I O N  A N D  W O R K L O A D  I D E N T I T I E S

32

Security of App Integration

More details:
• Azure AD application registration 

security best practices

• Microsoft identity platform best 
practices and recommendations

https://docs.microsoft.com/en-us/azure/active-directory/develop/security-best-practices-for-app-registration
https://docs.microsoft.com/en-us/azure/active-directory/develop/identity-platform-integration-checklist
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App registration and consent grant

Image source: Introduction To 365-Stealer by Altered Security 

https://www.alteredsecurity.com/post/introduction-to-365-stealer
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Illicit Consent Grant Attack

Auditing and Monitoring of Service Principals



AZURE AD ATTACK
& DEFENSE PLAYBOOK

written by Sami Lamppu,  Joosua Santasalo and Thomas Naunheim



SECURING AZURE AD CALL FOR ACTIONS

Implement an active identity security posture management and review of (default) settings
Use cloud and phishing resistant authentication methods (PHS + FIDO2/WHfB)
Protect your Azure AD connect as Tier0 asset (of both worlds) incl. MDE and monitoring

Use clear and enriched signals as conditions in your Conditional Access Policies
Monitor and review your efficiency and coverage of policy configuration
Enforce strong controls for user access (device compliance, always MFA)

Enforce authorization paths for privileged access (incl. device filters for access from SAW/PAW only)
Consider access paths by directory-level roles, partner access delegation or other RBAC systems
Implement least-privileged RBAC design (Tiered Admin Model) with Identity Governance processes 

Disable user consent for (risky) permissions and implement admin approval flow
Replace owner permissions by scoped Azure AD roles, restrict access to sensitive delegated permissions
Implement a lifecycle model, inventory and active monitoring with IR for workload identities



THANK YOU

w w w. c l o u d - a r c h i t e k t . n e t

@Thomas_Live Thomas@Naunheim.net


