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ASK THE FOLLOWERS

Underrated and critical aspect in #AzureAD security

identity protection

https://twitter.com/Thomas_Live/status/1528011619179036672
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IDENTITY SECURITY POSTURE

Insights of modern identity attacks

The cybersecurity bell curve:
Basic security hygiene still protects
against 98% of attacks

98%
protection

Apply least En bl m Itf to ssssssss
privilege access

Source: Microsoft (“Identity is the new battle ground®)



https://docs.microsoft.com/en-us/security/ciso-workshop/ciso-workshop-module-3#part-2-zero-trust-definition-and-models-1537
https://news.microsoft.com/wp-content/uploads/prod/sites/626/2022/02/Cyber-Signals-E-1.pdf

Home » Contoso - Properties

Contoso - Properties

Azure Active Directory

E

Search (Ctri+/)

Overview

r:  Getting started

Manage

Users
Groups
Organizational relationships

Roles and administratars

I Enterprise applications

Devices

App registrations

J Identity Governance

"l Application proxy

Licenses

Azure AD Connect
Custom domain names
Mohbility (MDM and MAM)
Password reset

Company branding

User settings

‘1" Properties

Notifications settings

IDENTITY SECURITY POSTURE

Security Default for Everyone

H Save X Discard

Directory properties

Name ¥

| contoso

Country or region
United States

Location
United States datacenters

Notification language

| English

Directory ID

| 69997834-fad0-45da-bad8-382c3bdob6c3

Technical contact

| technical@contoso.com

Global privacy contact

| privacy@centoso.com

Privacy statement URL

Access management for Azure resources

balas@contoso.com Bala Sandhu (balas@contoso.com) can manage access to
management groups in this directory.Learn more
T

Yes MNo

I IManageSecwltydefaults I

Enable Security defaults

Security defaults is a set of basic identity security mechanisms
recommended by Microsoft. When enabled, these
recommendations will be automatically enforced in your
organization. Administrators and users will be better protected
from common identity related attacks.

Learn more

Enable Security defaults

Replacement of “Baseline”-Policies

4'1 Create your own policies and target specific conditions like Cloud apps, Sign-in risk, and Device platforms
with Azure AD Premium

POLICY NAME ENABLED
Baseline policy: Require MFA for admins
Baseline policy: End user protection (Preview)

Baseline policy: Block legacy authentication (Preview)

Baseline policy: Require MFA for Service Management (Preview)

No extra costs or AAD license required
(available for all tenant, enabled by default)

Minimal security baseline by enforced policies

“Security defaults provide secure default settings that
(Microsoft) manages on behalf of organizations to
keep customers safe until they are ready to manage
their own identity security story.”

Quote from Alex Weinert’s Blog post



https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults#policies-enforced
Introducing%20security%20defaults

IDENTITY SECURITY POSTURE

Insights of modern identity attacks

98%
protection

G

Utilize Apply least Enable multifactor Keep versions Protect data
antimalware privilege access authentication up to date
! I
1% Qutlier attacks 1% Qutlier attacks
v \4 4 v \4
Microsoft 365  Azure AD Identity Azure AD MFA Microsoft Microsoft
Defender Governance/ (WHfB/FIDO2) Endpoint Information
Cloud Knox Manager Protection

Source: Microsoft (“Identity is the new battle ground”)



https://docs.microsoft.com/en-us/security/ciso-workshop/ciso-workshop-module-3#part-2-zero-trust-definition-and-models-1537
https://news.microsoft.com/wp-content/uploads/prod/sites/626/2022/02/Cyber-Signals-E-1.pdf

IDENTITY SECURITY POSTURE

Azure AD Identity Secure Score

Overview Improvement actions  History  Metrics & trends

Microsoft Secure Score is a representation of your organization's security posture, and your opportunity to improve it.

Applied filters:

Your secure score Include -~

Secure Score: 46%

379/5820 points achieved

100%

Actions to review

Regressed @ To address Planned Risk accepted

0 63 3 3

Top improvement actions

Recently added @

0

Recently updated ®

0

Breakdown points by: Category s

Identity 63%
.|

Data No data to show
Device 43%
I

Apps 100%

Improvement action Score impact  Status Category
Turn on Microsoft Defender Application Guard managed mode +1.1% Risk accepted Device
Block credential stealing from the Windows local security authorit... =1.1% To address Device
Use advanced protection against ransomware =1.1% To address Device
Block execution of potentially obfuscated scripts =1.1% To address Device
Block Office applications from injecting code into other processes  =1.1% To address Device
Block executable content from email client and webmail =1.0% To address Device
Encrypt all BitLocker-supported drives +1.1% To address Device

Source: Microsoft (Overview “Microsoft Secure Score”)

5 Filter
Comparison
Your score 46%
I
Organizations like yours No data to show
Custom comparison 24%
I

Manage comparisons

Resources

Read about Secure Score capabilities
w# Learn about the improvement actions and how to improve
your scare.

," Do more with the Secure Score API
Learn how to use the API to take your monitoring and
reporting even further,

10


https://docs.microsoft.com/en-us/security/ciso-workshop/ciso-workshop-module-3#part-2-zero-trust-definition-and-models-1537
https://docs.microsoft.com/en-us/microsoft-365/security/defender/microsoft-secure-score?view=o365-worldwide

Microsoft Azure

>

S -

s @

IDENTITY SECURITY POSTURE

Operationalization of Identity Secure Score

B ® 6 0 gt G
Home » Microsoft Sentinel > Microsoft Sentinel >
Microsoft 365 Security Posture = X
lab-la-4d3e5b65-8a52-4b2f-b5cd-1670c700136b
O @ Auto refresh: Off
Subscription: Platform (MSDN) (TimeRange: )
Azure Security Center Microsoft 365  Defender for Endpoint Microsoft Cloud App Security
500
e
0 Category
All N
460
440 Microsoft 365 Secure Score Recommendations
RecommendationCategory T,  ControlName T Recommendation TJ  ImplementationStatus ™

420 /

fa) 400 Apps
@ Apps
280
o Identity
L3 | CurrentScore (Last)
Identity
o 1495
Identity
Identity

MecasCloudAppMNotification
TLSDeprecation
RoleQverlap
AATP_PathRisk
AATP_UnsecureAccount

AATP_HoneyToken

App discovery policies can notify you when new apps or ...
Review all your clients to check which ones use TLS 1.0/1....
Limited administrators are users who have more privilege...
Lateral movement paths are ways in which an attacker ca...
Every account in Active Directory has multiple attributes r...

Setting honeytoken accounts helps to trap malicious acto...

Policy in place: false.
Upgraded to TLS 1.2 or higher: True

You have 4 users with limited administrative roles.

Honeytoken account configured: false




Azure Security Benchmark (V3

o Please take time to answer a quick survey, click here.

Control Areas

IDENTITY SECURITY POSTURE

Azure Security Benchmark

| £ Search

E] Section ™
D Assessment

D Network Security (NS)

Identity Management (IM)

Privileged Access (PA)

Single vs Multi-Factor Authentication by Account

Welcome to the Azure Security Benchmark workbook. This workbook is designed to
enable Cloud Architects, Security Engineers, and Governance Risk Compliance

Professionals to gain situational awareness for cloud security posture and hardening.

Benchmark recommendations provide a starting point for selecting specific security
configuration settings and facilitate risk reduction. The Azure Security Benchmark
includes a collection of high-impact security recommendations for improving
posture. For more information, see the

. Azure Security Benchmark.

|/O Search
UserPrincipalName Ty AuthenticationRequirement TL  AppDisplayName Tl count Ty
,Q\ cloudadmin@c4a8ando.net 0 multiFactorAuthentication Azure Portal 3177 -
8 thomas@cloud-architekt.net (1] singleFactorAuthentication Microsoft App Access Panel 2600
8 thomas@cloud-architekt.net @ multiFactorAuthentication Microsoft App Access Panel 2360
8 thomas@cloud-architekt.net © singleFactorAuthentication WindowsDefenderATP E
IM-5: Monitor and Alert on Account Anomalies User Anomalies
A . . . |/O Search
zure Security Center - Regulatory Compliance - Azure Security
Benchmark UserPrincipalName ) Uncomm..T) Uncomm...T]  FirstTi

Recommended Logs

@ BehaviorAnalytics 4 SecurityAlert Azure Sentinel

(O\ thomas.naunheim@outlock.com

R Sync_ANDS1_bbcab499138c@c4a8ando.onmicrosoft.com

26 26
I |
23 44
I |



Default security settings
and usage of strong authentication methods
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IDENTITY SECURITY POSTURE

Attack surface in hybrid identity environments

Fully isolate Microsoft 365 p -
admin accounts . o :%
Other & .
i

Dedicated Cloud \ Cloud Apps g

Admin Accounts

Secure
bl -
“Workstation,

Manage device configuration
from Micosoft 365
Unprivileged
Accounts

On-Premises

Key Accounts w/ no
- Privileged Access cloud privileges P .
- | = |
sy Authentication e Kerberos, NTLM, LDAP_ _ __ _ _ > g2 W W,
sl (On-prem Symc -
Conditional Access On-Premises
Corporate AD Forests Apps

Source: Microsoft (“Protecting Microsoft 365 from on-premises attacks”)


Protecting%20Microsoft%20365%20from%20on-premises%20attacks

IDENTITY SECURITY POSTURE

Attack surface by hybrid identity sync

|
4 )\ \
Active Directory Azure AD Connect Sync Server :
1
Domain (Services) é Object Sync/ |
[l !
Controller Password Hash Sync
S AD DS AAD
Connector ] Connector
Account ADSync Service Account
L Y, |
* ) 1
[ SQL Database Instance :
J I

15



Privilege Escalation from
AAD Connect to Azure AD

?.a <
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% CONDITIONAL ACCESS
AND TOKEN SECURITY




Conditional Access Overview s~ e aces

Legend o
. _— === Risk Mitigati Remediation Path
Image Source: Microsoft (“Zero Trust Definition and Models”) Iskc Vitigation emediation Fa

Policy is evaluated when f__-_--_--_--_--_--—--—--——— Microsoft Applications
1
" 1 Lower Access i
¢y User Threat/ > Il;zur: AI: tocti — Initial Access + Token Refresh I Restricted session 1 Office 3_65
Risk Signals il — : : I > Dynamics 365
Leaked cred protection ) Change in security posture 1
4 Microsoft Defender B e e : / T L g Cloud Infrastructure
for Identity eee o 1 Manager (ARM)
= Organization I 7
(7)) - l Policy 1 IA Azure Portal L& Linux Login
.= o Microsoft Cloud &¢+> User/Session Risk 1
App Security 1 ..
S S —— ,_______________; Modern Applications
3 ] Increase Trust by I Monitor & aws
g onitor . s
: « Hello for Business requestlf\g MFA i Rest:ict Access penip SAML A
Lrmmrrrnmee Multi-Factor Conditional ' NN SaaS Applications
E Azure MFA Authentication Access Microsoft Cloud App Security e
4 Conditional Access App Control aws @ @ M
Microsoft Threat Intelligence Azure Active ! . (& ...
8+ Trillion signals per day of security N “" Directory (Azure AD) : Q m
context & Human Expertise # IsCompliant —> -
\ > Azure AD B2B & B2C | > Azure AD App Proxy Legacy Apps (Secure VPN Replacement )
Partner MDM Microsoft Intune v. @ cinix
airwwgﬁgb (ol | jamf n n E g g . 'éllls'ul:lc:' @
Remediate Leaked Credential -
=< n : H Sy 000 ) Microsoft Information
v . (Requires MFA) . _— )
omm Microsoft Defender - : . &3 Protection (MIP)
L for Endpoint > Device Threat/ . 3 sathy VPN
=T Risk Signals : and Remote i
Sl e zure e . Access Devices Tl oee
8 1% 9 Azure AD Self : i ol 3+ ] o A
omm © = # Service Password &= Microsoft Intune
q>) . . Reset (SSPR) — L (MAM functionality) Mobile Apps
ﬁ§ Active # IsManaged —
(a) WD Directory BY Approved Apps W | °°°
L] Signal % Decision < Enforcement

to make an informed decision based on organizational policy of policy across resources

18


https://docs.microsoft.com/en-us/security/ciso-workshop/ciso-workshop-module-3#part-2-zero-trust-definition-and-models-1537
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/azure/azure-resource-manager/management/overview
https://docs.microsoft.com/cloud-app-security/proxy-intro-aad
https://docs.microsoft.com/microsoft-365/compliance/information-protection
https://docs.microsoft.com/mem/intune/protect/app-based-conditional-access-intune
https://docs.microsoft.com/azure/active-directory/app-proxy/application-proxy
https://docs.microsoft.com/azure/active-directory/authentication/tutorial-enable-sspr
https://docs.microsoft.com/azure/active-directory/conditional-access/concept-continuous-access-evaluation
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/microsoft-defender-advanced-threat-protection
https://docs.microsoft.com/mem/intune/protect/device-compliance-partners
https://docs.microsoft.com/mem/intune/
https://docs.microsoft.com/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-b2b-what-is-azure-ad-b2b
https://docs.microsoft.com/en-us/azure/active-directory/
https://docs.microsoft.com/en-us/azure/active-directory/authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-identityprotection
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://docs.microsoft.com/windows/security/identity-protection/hello-for-business/
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/
https://www.microsoft.com/en-us/cloud-platform/azure-information-protection
https://docs.microsoft.com/azure/active-directory/saas-apps/tutorial-list
https://docs.microsoft.com/azure/active-directory-b2c/
http://aka.ms/threatintelligence

CONDITIONAL ACCESS AND TOKEN SECURITY

Strong baseline for Conditional Access

Ensure to protect every user and every app by minimal but strong baseline!

19



CONDITIONAL ACCESS AND TOKEN SECURITY

Strong claims & efficient controls in Conditional Access

- Triangulation |

_,Satellite'

A ‘|l‘ p*
x4 - _‘“‘.||l ’- - Y -
Xy "“. o i " 2 N

" P 1 -~ B -

_ Sate_llite ” _

4 ™
-~ or :
— / -

I -

'o’ |I ol -

Satellite
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PRIVILEGED IDENTITY
AND ACCESS




PRIVILEGED IDENTITY AND ACCESS

Authorized privileged and elevated paths

Asset Protection also required
Security updates, DevSecOps,
data at rest / in transit, etc.

Business Critical Assets “End-to-end
Across On-Premises, Cloud, OT, & loT Sess,on Securlt
!!- ,/E : E E E > # CYBERARK . . y
Devices/Workstations ,/' Account Interface A @saipoint okta Establish €Xp/ICIt
,/,, Intermediaries Identity Systems ZerO TrUSt
R A . .
Q> & - 24 Q A O "“.”‘.‘;‘”"’Z for
oS N5 ~o . . riviiege
A’ 7 Identity Systems gg‘i,.'oeq A3 A Cloud Service Admin P . g
N ‘;’\@'k Intermediaries sessions, user
TS ;e ©_ ABB Q@ Rt sessions, and
\\\ E E E [ = Honeywell @@4 eoe h . d
User !!! m Business Critical Systems GUt orize
Access Devices/Workstations Account Interface elevation paths. ”

~
A_,—76

Complete End-to-end approach

Required for meaningful security
23



SECURING PRIVILEGED ACCESS

Foundation of Privileged Access

H&

Granular Task
Scoped Access
(Just Enough)

CloudKnox

e

Just in Time Privileged Access Request
Access Admin and Review
Workflow

Privileged Identity Management (PIM) Identity Governance

24



PRIVILEGED IDENTITY AND ACCESS

Administrative Tier Model

Active Directory administrative tier

- : : : : model
,10 mitigate risk of identity compromise, or bad actors, R
implement tiered administration and ensure that you T -
fO"OW prInCIpIes Of IeaSt perIIege for Azure AD The purpose of this tier model is to protect identity systems using a set of buffer
Ad minist rator ROIES.” zones between full control of the Environment (Tier 0) and the high risk workstation

assets that attackers frequently compromise.

Source: ,Securing Azure Environments with Azure AD (Architecture and Design Guide)“, Page 8

Source: “Securing Azure environments with Azure Active Directory” 25



http://microsoft.com/en-us/resources/securing-azure-environments-with-azure-active-directory/
https://docs.microsoft.com/en-us/windows-server/identity/securing-privileged-access/securing-privileged-access-reference-material

Sensitive BAC and
Scoped Delegation

P «

-
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APP INTEGRATION AND WORKLOAD IDENTITIES

Types of identities

Human Identities

Machine Identities

Device Identities

« Mobile devices » Partners
« |oT/OT devices « Customers

» Desktop computers - Vendors
- Consultants

Workload Identities

» Containers

« Virtual Machines
» Applications

« Services

« Employees

28



APP INTEGRATION AND WORKLOAD IDENTITIES

Types of workload identities

Criteria Service Principal Managed Identity Service Principal
(Key- or Certificate) (System- or User Assigned) (Federated Credentials)
Supported use cases No limitation Limited to supported Limited to supported Workload
Azure Resources Identity Federation Provider

Security boundary Single- or multi-tenant Single-Tenant* Single- or multi-tenant*



APP INTEGRATION AND WORKLOAD IDENTITIES

Types of workload identities

Criteria

Service Principal
(Key- or Certificate)

Managed Identity

(System- or User Assigned)

Service Principal
(Federated Credentials)

Supported use cases

Security boundary

Lifecycle management

Prevention of privilege escalation

No limitation

Single- or multi-tenant

Managed by Admin

Service Principal and assigned
permissions (Roles, Owner)

Secure storing of credentials

Detection of unusual creation of
credentials (MDA, Sentinel)

Limited to supported
Azure Resources

Single-Tenant™

Managed by Azure (System-) or
Admin (User-Assigned)

Azure resource with assignment
to identity

Azure RBAC to resource object

Limited to supported Workload
Identity Federation Provider

Single- or multi-tenant*

Managed by Admin

Service Principal and assigned
permissions (Roles, Owner)

Security of the Federated IdP and
workload



APP INTEGRATION AND WORKLOAD IDENTITIES

Types of workload identities

Criteria

Service Principal
(Key- or Certificate)

Managed Identity
(System- or User Assigned)

Service Principal
(Federated Credentials)

Supported use cases

Security boundary

Lifecycle management

Prevention of privilege escalation

Restrict token acquisition

Exfiltration/Token replay

No limitation

Single- or multi-tenant

Managed by Admin

Service Principal and assigned
permissions (Roles, Owner)

Secure storing of credentials

Detection of unusual creation of
credentials (MDA, Sentinel)

Conditional Access (risk-based
conditions on leaked cred. or
suspicious sign-ins)

Limited to supported
Azure Resources

Single-Tenant™

Managed by Azure (System-) or
Admin (User-Assigned)

Azure resource and delegation to
manage them

Not available

Limited to supported Workload
Identity Federation Provider

Single- or multi-tenant*

Managed by Admin

Service Principal and assigned
permissions (Roles, Owner)

Security of the Federated IdP

Conditional Access (risk-based
conditions on suspicious sign-ins),
Entity (subject identifier)

Active monitoring required (incl. inventory and usage history)

IPC risk detections available

IPC risk detections available



APP INTEGRATION AND WORKLOAD IDENTITIES

Security of App Integration

Microsoft Azure £ Search resources, services, and docs (G+/) T‘V [9 @ @ ;'J\_J thOmaS@dOUd‘arngD{(;I-; o

” Home > Cloudlab > BusinessApp-Auth-WebAPI

T # BusinessApp-Auth-WebAPI | Integration assistant - X
ﬁ v
= 1] ‘/D Search (Ctrl+/) | « O Refresh ,0\1 Got feedback?

s .
i Overview

Here's the integration assistant for BusinessApp-Auth-WebAPI

& Quickstart

#" Integration assistant ‘.‘q Application type : Desktop App, Web API & Edit
,&) Calls APIs : Yes

Manage

B2 Branding & properties
Summary  Develop  Test  Release  Monitor
5) Authentication —_—

Certificates & secrets

b Recommended configurations

11l Token configuration
- Item Status

- APl permissions
B Configure a redirect URI for a desktop app by adding a platform A Action required /

@ Expose an AP g P app oy gap ’ q
LS - Configure APl permissions. A Action required e 0

U4 App roles More deta”S:
. 28 Owners Configure a valid credential. A\ Action required b . . . .
o ([ ]
& 2, Roles and administrators Configure a unique Application ID URI. A Action required e AZU re AD appllcatlon regIStratlon
® 0 Manifest If expecting API requests on behalf of users, define scopes your APl exposes. A\ Action required e secu ritv b e St p ra Ct i ces
@ If expecting API requests on behalf of apps directly, define app roles. A Action required e
L) Support + Troubleshooting

Assign users that should be able tc view and edit this application registration as owners. o Complete e
bleshooti . . .
@ & Toutleshooting * Microsoft identity platform best
&) & Newsupport request Discouraged configurations . .
practices and recommendations

Q Item Status \
= If you are using the authorization code flow, disable the implicit grant settings. o Complete

Q



https://docs.microsoft.com/en-us/azure/active-directory/develop/security-best-practices-for-app-registration
https://docs.microsoft.com/en-us/azure/active-directory/develop/identity-platform-integration-checklist

APP INTEGRATION AND WORKLOAD

IDENTITIES

App registration and consent grant

a8 Microsoft

() testuser@fourthcoffeetest.onmicrosoft.com

@ Permissions requested

Best Practices Demo (&)
N o microsof‘ti%t)antity,dev 20()

This application is not published by Microsoft or your
organization. @

This app would like to:
~ Maintain access to data you have given it access to -
A Signyou in and read your profile

Allows you to sign in to the app with your organizational account "—

and let the app read your profile. It also allows the app to read basic
@ company information.

This is a permission requested to access your data in Fourth Coffee. —

Accepting these permissions means that you allow this app to use your
data as speci’ried in their terms of service and privacy statement. You can

change these permissions at https://myapps.microsoft.com.

Only accept if you trust the publisher and if you selected this app from a
store or website you trust. Ask your admin.if youre.not sure. Microsoft is
not involved in licensing this app to you.iHide details;

Does this app look suspicious? Report it here @

P

8

Application

Attacker
Tenant

1. Attacker Controlled . . .

e ¥

N

2.5end

ot

y

Target Tenant

™~

6. Use
Access Token

\

AN

e

3. User grants
consent

Image source: Introduction To 365-Stealer by Altered Security



https://www.alteredsecurity.com/post/introduction-to-365-stealer

lllicit Consent Grant Attack

Auditing and Monitoring of Service Principals

. I oo ‘“"
-
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AZURE AD ATTACK
& DEFENSE PLAYBOOK

written by Sami Lamppu, Joosua Santasalo and Thomas Naunheim




SECURING AZURE AD CALL FOR ACTIONS

b 4
=
Ve

Implement an active identity security posture management and review of (default) settings
Use cloud and phishing resistant authentication methods (PHS + FIDO2/WHfB)
Protect your Azure AD connect as Tier0 asset (of both worlds) incl. MDE and monitoring

Use clear and enriched signals as conditions in your Conditional Access Policies
Monitor and review your efficiency and coverage of policy configuration
Enforce strong controls for user access (device compliance, always MFA)

Enforce authorization paths for privileged access (incl. device filters for access from SAW/PAW only)
Consider access paths by directory-level roles, partner access delegation or other RBAC systems
Implement least-privileged RBAC design (Tiered Admin Model) with Identity Governance processes

Disable user consent for (risky) permissions and implement admin approval flow
Replace owner permissions by scoped Azure AD roles, restrict access to sensitive delegated permissions
Implement a lifecycle model, inventory and active monitoring with IR for workload identities
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