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AZURE Important Dates
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1. Enterprise Scale



AZURE MS Cloud Adoption Framework

Ready

• Azure readiness guide
• First landing zone
• Expand the blueprint
• Best practice Validation

Plan

• Digital estate
• Initial organization alignment
• Skills readiness plan
• Cloud adoption plan

Adopt
Define Strategy

• Understand motivations
• Business outcomes
• Business justification
• Prioritize project

Manage
Business commitments
operations baseline •

Ops maturity

Govern
Methodology • Benchmark

initial best practice • 
Governance maturity

Migrate
• First workload migration
• Expanded scenarios
• Best practice validation
• Process improvements

Innovate
• Innovation guide
• Expanded scenarios
• Best practice validation
• Process improvements

https://azure.microsoft.com/en-us/cloud-adoption-framework/



AZURE Enterprise-Scale - Design Principles 

Autonomy for Innovation
(Subscription Democratization)

Security and Compliance “By-
Default”

(Azure Native Design/Platform 
Alignment)

Policy-Driven Governance
(Single Control/Management Plane)

Tenant Root Group

Build Clouds



AZURE GitHub Enterprise Scale Templates

GitHub - Azure/Enterprise-Scale: The Azure Landing Zones (Enterprise-Scale) architecture provides 
prescriptive guidance coupled with Azure best practices, and it follows design principles across the 

critical design areas for organizations to define their Azure architecture

Deploy Enterprise-Scale with Azure VWAN



AZURE Azure Tenant Design approach
Tenant Root Group

Build Clouds

Sub Connectivity

BC- Platform

BC- Connectivity

Sub Identity

BC- Identity

Sub vWAN Sub Connectivity

Sub Infrastructure

BC- Landing Zones

Sub AVD

Sub AVD



AZURE Well-architected Framework

Azure Well-
Architected
Framework

Cost
Manage

ment
Operatio

nal 
Excellenc
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Security



AZURE Demo

Dive into the Azure Portal
• Enterprise Scale
• Azure Advisor
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2. Hybrid Identity
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AZURE Identity Secure Score

Enable PHS 
and forgot

ADFS



AZURE Azure AD Cloud Connect Sync
Connect Sync Cloud Sync

Connect to multiple disconnected on-
premises AD forests

No Yes

Lightweight agent installation model No Yes

Multiple active agents for high availability No Yes

Connect to LDAP directories Yes No

Support for device objects Yes No

Support for device writeback Yes No

Support for group writeback Yes No

Support for Pass-Through Authentication Yes No



AZURE Temporary Access Pass

https://aka.ms/mysecurityinfo



AZURE Azure AD Recommendations

Block 
Legacy 
Auth

Go 
Passwor

d less

Regulary
Update 

AAD 
Connect

Evaluate
AAD 

Cloud 
Connect 

Sync

Use 
Conditon
al Access

Enable
PIM

Enabel
CAE

Use TAP 
for new

Employee
s

Use 
Hybrid 
Devices

Use 
Secure 

Score for
Identity 

to 
harden

AAD

Device 
Auth

Azure AD 
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3. Identity Secure Score

23



AZURE Identity Protection with Conditional Access

Corporate
Network

Geo-location

Microsoft
Cloud App SecurityMacOS

Android

iOS

Windows

Windows
Defender ATP

Client apps

Browser apps

Google ID

MSA

Azure AD

ADFS

Require
MFA

Allow/block
access

Block legacy
authentication

Force
password
reset******

Limited
access

Controls

Employee & Partner
Users and Roles

Trusted &
Compliant Devices

Physical &
Virtual Location

Client apps &
Auth Method

Conditions

Machin
e

learnin
g

Policies

Real time
Evaluation
Engine

Session
Risk

3

171TB

Effective
policy

• Enable CAE (Conditional Access Evaluation)
•To minimize lag in Token lifetime
•User termination or password change/reset 
revocation will be enforced in near real time



AZURE

Show following settings
• Identity Secure Score
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4. PAW



AZURE Privileged Access Devices

Why are privileged access devices important | Microsoft Learn



AZURE Privileged Admin Workstation
 Use dedicated VMs for manage 

Azure/Microsoft 365 environments
 Use this VMs only for Adminstration tasks
 Do not enable Internet- / Social media

access on this VMs
 Enforce Device compliance via Conditional

Access for this VMs
 Use AVD as PAW solution



AZURE

5. Network



AZURE Network Protection

Hub Network

DM
Z

Gateway Subnet

Azure Firewall 
Subnet

On-Prem Network

Spoke Backend

Spoke Frontend

SNET 
Apache

SNET SQL

Internet
Network 
WatcherAzure 

Bastion



AZURE Azure IaaS Recommendations
Segmentation of Virtual Networks

Define Subnets and use NSG at Subnet Level

Use a NVA or Azure Firewall at the Hub Network

Define UDR to Route traffic over the Hub Network and Firewall

Use Azure Web Application Firewall for Internetapplications

Use DDoS Protection for Web Applications

Use Azure Bastion for VM Management



AZURE Azure Firewall Editions

Azure Firewall Standard

Built-in high availability

Availability Zones

Application FQDN Filtering
Rules 

Unrestricted Cloud Scalability

Threat Intelligence

FQDN in Network rules

30GBps

901,24€ per month

Azure Firewall Premium

All from Standard + 
TLS Inspection

IDPS 

URL Filtering

Web categories

FQDN in Network rules

30GBps

1.262,29€ per month

Azure Firewall Basic

2 VMs fixed under the hood

Availability Zones

App FQDN Filtering Rules?

Fixed Scale

Threat Intelligence
(Alert Mode only)

FQDN in Network rules

250-500MBps

Around XXX€

New in Public  Preview 
(MS Ignite 2022)



AZURE

6. MS Defender for Cloud



AZURE Microsoft Defender for Cloud

Cosmos DB Container Web App Azure DNS Virtual 
Machines

Key Vault Ressources Storage 
Accounts

SQL Services



AZURE MS Defender for Cloud

New! New!

Azure Arc

New!



AZURE Defender for Servers Plans
Plan 1 Plan 2

Unified View Yes Yes

Automatic MDE provisioning Yes Yes

MS Threat and Vulnerability management Yes Yes

Security Policy and Regulatory Compliance No Yes

Integrated Vulnerability by Qualys No Yes

Log Analytics 500MB free data ingestion per day No Yes

Threat detection No Yes

Adaptive application control No Yes

File integrity monitoring No Yes

Just-in-Time VM access No Yes

Adaptive Network hardening No Yes

Docker host hardening No Yes

Fileless attack detection No Yes

Price 5$ per Server 15$ per Server



AZURE Demo

Dive into the Azure Portal
• Microsoft Defender for Cloud
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7. Microsoft Sentinel
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8. Azure Arc



AZURE Azure Arc



AZURE

Azure Arc: at a high level



AZURE Azure Automanage



AZURE Update Management Center 
(preview)

New solution for centrally Update Management accross different environments

No dependencys to Log Analytics Agent

Fully support for Azure Arc managed VMs

Support Windows and Linux Vms

Support automatic VM guest patching

Support Hot patching

Is in preview wait for production until release going to GA



AZURE Cloud Security Explorer 
(Preview)



AZURE Defender for DevOps

Join Our Security Community - Microsoft Community HubJoin Our Security Community - Microsoft Community Hub



AZURE Learning

Training | Microsoft Learn

Join Our Security Community - Microsoft Tech Community



AZURE Zero Trust architecture



AZURE



AZURE Top 5 Must have Settings

1. Enable Multifactor Authentication
2. Enable and Integrate Conditional Access 
3. Use Azure Advisor recommendations
4. Cloud Security Posture Management is needed



AZURE Conclusion

2. Identity Secure Score

4. Azure AD Cloud Sync

6. Network

8. Microsoft Sentinel

1. Enterprise Scale

3. Use WHfB and TAP

5. PAW

7. Defender for Cloud

9. Side Notes 10. Learning



AZURE Links

• Reimling.eu – Microsoft will disable Basic auth – What this means and what you have to do
• Block legacy authentication - Azure Active Directory - Microsoft Entra | Microsoft Docs
• Deprecation of Basic authentication in Exchange Online | Microsoft Docs

• Common Conditional Access policies - Azure Active Directory - Microsoft Entra | Microsoft Learn
• Configure a TAP in Azure AD to register Passwordless authentication - Microsoft Entra | Microsoft Docs
• Azure AD Connect: Version release history - Microsoft Entra | Microsoft Docs
• Zero Trust security in Azure | Microsoft Docs

• Enterprise-Scale/README.md at main · Azure/Enterprise-Scale · GitHub
• Azure Active Directory passwordless sign-in - Microsoft Entra | Microsoft Docs

• Azure Arc | Microsoft Learn
• Update management center (preview) overview | Microsoft Docs

• Microsoft Cybersecurity Reference Architectures - Security documentation | Microsoft Learn
• Join Our Security Community - Microsoft Tech Community

• Managed identities for Azure resources - Microsoft Entra | Microsoft Learn
• Microsoft Certified: Azure Security Engineer Associate - Certifications | Microsoft Learn
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