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ATURE Important Dates

Microsoft Azure £ Search resources, services, and docs (G+/) 0 &3 o Gru@skyminions.co

BUILD-CLOUD]

Dashboard > Builc = ' '~ ' C T

<p Security () Note

0 serchcul+) - Effective October 1, 2022, we will begin to permanently disable Basic Authentication for Exchange Online in all
7 Cetingstated - Nficrasoft 365 tenants regardless of usage, except for SMTP Authentication. Read more here

Frotect Secure Score for Identity Comparison Score history
& Conditional Access ’ 5 ( 7days 60days 90 days “w
q; 7 0 Build-Clouds 46.70% =
S Mentifpfintecison - 4 6 7 0 / ey )
. )
Q Security Center Typical 1-1000 person company 54.10% 5
moloiod o o B g | W )

B, Verifiable credentials (Preview)

g Retiring Azure AD Connect 1.x versions

. Identity Secure Score

4> Named locations

(D Important
» Authentication methods
© Multifactor authentication On August 31, 2022, all 1.x versions of Azure AD Connect will be retired because they include SQL Server 2012
§=l Certificate authorities components that will no longer be supported. Upgrade to the most recent version of Azure AD Connect (2.x
gt version) by that date or evaluate and switch to Azure AD cloud sync.
wa Risky users

Risky workload identities (preview)

°
Ma

. nable Password Hash Sync if hybrid 8.20% Low Low
23 Risky sign-ins

. . Enable policy to block legacy authentication 13.11% Moderate Moderate
A\ Risk detections

Ensure all users can complete multi-factor au... 14.75% High High

Troubleshooting + Support . i .
Require MFA for administrative roles 16.39%

& New support request

Do not expire passwords 13.11% Moderate Low
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URE MS Cloud Adoption Framework
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GitHub Enterprise Scale Templates

Deploy Enterprise-Scale with Azure VWAN
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GitHub - Azure/Enterprise-Scale: The Azure Landing Zones (Enterprise-Scale) architecture provides

prescriptive quidance coupled with Azure best practices, and it follows design principles across the

critical design areas for organizations to define their Azure architecture




URE Azure Tenant Design aEEroach
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TURE Well-architected Framework
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Dive into the Azure Portal
Enterprise Scale
Azure Advisor

Demo
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Identity Secure Score

R Search resources, services, and docs (G+/)

AZURE

Microsoft Azure

Dashboard > Build-Clouds | Overview > Security

«p Security | Identity Secure Score

|}3 Search (Ctrl+/) ‘ « (D) Learn more ,Qj Got feedback?

»  Getting started ) o . ) ) _
Microsoft Secure Score for Identity is a representation of your organization's security posture and your opportunity to improve it. Learn more.

Brotech Secure Score for Identity Comparison Score history

& Conditional Access (7 days 60days 90 days/)

{ 7 0 Build-Clouds 46.70% =
L i 46 70 / I
[ ° 0 @

@ Security Center Typical 1-1000 person company 54.10% @
» _ _ Last updated 8/12/2022, 2:00:00 AM © [ .
&, Verifiable credentials (Preview) View your Microsoft Secure Score. o
o July 17 July 24 July 31 August 7
~ Identity Secure Score
<> Named locations
/ ldentity and Access / Active Directory Federation Servicas / AD FS Overvisw / cation methods Improvement actions
' . . - “ T, {1 Download == Columns
What's new in Active Directory Federation “\gauthentication
SerViceS Sitise Name T Score Impact T, User Impact T Implementation Cost Ty
Article « 07/05/2022 + 19 minutes to read « 20 contributors Use least pl'iw\eged administrative roles 1.64% Low Low
. . . . . . Protect all users with a user risk polic 11.48% Moderate Moderate
What's new in Active Directory Federation Services peley )
1 Designate more than one global admin 1.64% Low Low
for Windows Server 2019 rkload identities (preview) ¢ J
) nable Password Hash Sync if hybrid 8.20% Low
Protected Logins 1-ins
The following is a brief summary of updates to protected logins available in AD FS 2019: ciaris Enable policy to block Jegacy authentication 1310% Moderate Moderate
Ensure all users can complete multi-factor au... 14.75% High High
Troubleshooting + Support . . .
Require MFA for administrative roles 16.39% Low Low
& New support request -
Enable self-service password reset 1.64% Moderate Moderate

Do not expire passwords 13.11% Moderate Low




URE Azure AD Cloud Connect Sync
T et syne | Cloud Syne

Connect to multiple disconnected on- No Yes
premises AD forests

Lightweight agent installation model No Yes
Multiple active agents for high availability No Yes
Connect to LDAP directories Yes No
Support for device objects Yes No
Support for device writeback Yes No
Support for group writeback Yes No

Support for Pass-Through Authentication Yes No




AZURE Temporary Access Pass

Temporary Access Pass --**-~-

Microsaft Azure Temporary Access Pass details x

Temporary Access Pass is a time-limited pass

strong credentials and allow enboarding of ¢ | I H
g Microsoft

. The Temporary Access Pass authentication m
Tempora ry ACCESS PaSS Sett! ng S the duration of the passes in the tenant betw

days. Learn more

Dashbeard » Security » Authentication methods »

Provide Pass
Provide this Temporary Access Pass o the user so they can set their strong credentials,

¢ tap@build-clouds.com o [ 5
Minimum lifetime 7| -

O Minutes @ Hours O Days Secure registration

i 11 S O Enter Tem p 0 ra ry Access pass S the wserean To register their credentials, have the user go to My Security Info.

ENABLE ‘ https://aka.ms/mysecurityinfo i
e Maximum lifetime Temporary A g 7
L. Yes NG O Minutes (8) Hours O Days : Additional information
I
USE FOR: il Valid from 7/31/2022, 10:05:51 PM
. N | | Show Temporary Access Pass N ’ . ”
« Onboarding and recovery Default lifetime Valid until 8/1/2022, 2:05:51 AM
O winutes @) Hours O Days Use your password instead | Created 7/31/2022, 10:05:52 PM
m— | 4 | hours
TARGET O
m Select users ‘:‘l .
————" Length (characters) Sign mn [i ] Remave lost devices from the user's account, This is-especially impartant for devices
Wi | = used for user authentication.

all users Require one-time use

https://aka.ms/mysecurityinfo




URE Azure AD Recommendations
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3. Identity Secure Score



dentity Protection with Conditional Access
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Show following settings
|dentity Secure Score
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4. PAW



URE Privileged Access Devices

User FIoW =mmmmmm——

Purchase
=  (Customer) System FIOW seseessseennnes
® Device Vendor Device Flow
® OEM, Reseller Delivery
\_> B Fu
¢ ) & Deliver
1 _.--"'. Conditional '
i L Access "o
Device . . “
Registration Windows 10 20H2+ Client
i L L ] L ] ;
1 < > < > Assignment
: Windows Microsoft Defender MDM client Device Intune Registration Azure AD
1 Autopilot for Endpoint Attestation
I A A
1 A . :
i i : I
: : : Secure Baseline :
i i : :
| | 0 =
I— ————————— ! - AUthentiCatiOn/lmage - - User Authentication =~ === = = e o o= o= o 4
Request -

Why are privileged access devices important | Microsoft Learn




AZURE

Privileged Admin Workstation

v Use dedicated VMs for manage
Azure/Microsoft 365 environments

v Use this VMs only for Adminstration tasks

v Do not enable Internet- / Social media
access on this VMs

v Enforce Device compliance via Conditional
Access for this VMSs

v Use AVD as PAW solution
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AZURE Network Protectio
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URE Azure laaS Recommendations

Segmentation of Virtual Networks

Define Subnets and use NSG at Subnet Level

Use a NVA or Azure Firewall at the Hub Network

Define UDR to Route traffic over the Hub Network and Firewall
Use Azure Web Application Firewall for Internetapplications
Use DDoS Protection for Web Applications

Use Azure Bastion for VM Management




AZURE Azure Firewall Editions

New in Public Preview

(MS Ignite 2022)

Azure Firewall Basic Azure Firewall Standard Azure Firewall Premium

2 VMs fixed under the hood Built-in high availability All from Standard +
Availability Zones Availability Zones TLS Inspection
App FQDN Filtering Rules? Application FQDN Filtering IDPS
Fixed Scale Rules URL Filtering

Unrestricted Cloud Scalability

Threat Intelligence Web categories

(Alert Mode only) Threat Intelligence FQDN in Network rules
FQDN in Network rules FQDN in Network rules 30GBps
250-500MBps 30GBps

1.262,29€ per month
Around XXX€ 901,24€ per month
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6. MS Defender for Clouad



\TURE Microsoft Defender for Cloud

&
(5= O

Continuously Assess Secure Defend

Know your security posture. Harden resources and services with Detect and resolve threats to

Identify and track vulnerabilities. Azure Security Benchmark and resources and services.
AWS Security Best Practices standard

+

Cosmos DB Container Web App Azure DNS Virtual Key Vault Ressources Storage SQL Services
Machines Accounts




AZURE MS Defender for Cloud

a) aws . A

Google Amazon . Microsoft
Cloud Web Services On-prem Azure
N N N
o
I ¥ -Azure Arc o
o Security posture Secure score Asset management Policy
& compliance
™ Server protection . e
4§ (Microsoft Defender for Cloud for VMs) Threat detection VA (power by Qualys) Application control
{;'H} Automation & Automation SIEM integration Export
management at scale




AZURE Defender for Servers Plans

Unified View

Automatic MDE provisioning Yes Yes
MS Threat and Vulnerability management Yes Yes
Security Policy and Regulatory Compliance No Yes
Integrated Vulnerability by Qualys No Yes
Log Analytics 500MB free data ingestion per day No Yes
Threat detection No Yes
Adaptive application control No Yes
File integrity monitoring No Yes
Just-in-Time VM access No Yes
Adaptive Network hardening No Yes
Docker host hardening No Yes
Fileless attack detection No Yes
Price 5$ per Server  15$% per Server
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Dive into the Azure Portal
Microsoft Defender for Cloud

Demo
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Dashboard > Update management center (Preview)

K2 Update management center (Preview) | Machines 3
Midoso
AZU RE & it Columns ) Refresh L Onestime @ s oo |7 browse mntenance configurations
@ o o oty or pistes. Enablenov >
* Getting started
Manage 0 Fitr by name Subscription :MLGBonn  Resource groupAll  Resourcetype:All  Locaton:All  OS:ANl  patchorchestraton s All
B vachines Periodicasessment All Satuss Al Tags: All
© tistory

Total machines () No up @ No upd: ilabl

Support + troubleshooting

2 NewSupport Request 9 Qe Oo Oe Oa

Showing 9 of 9 records

[ Selctall

Name Update satus Operating system s Resource type o period Status
[ 8 MIGWI0365lex.. @ Noupdstesdta  Windows Aaure Virtus Machine Actomsticby0S No ) WM deallocated
[7] B AVDPRODO! @ Noupdstesdita  Windows Azure Vitual Machine AutomaticbyOS  No ) WM deallocated
[[] B MiGLext ® Noupdates data  Windows Azure Virtual Machine  Unknown No - VM deallocated
[] B AZVMMLGMgmi1 @ No updates data  Windows Aaure Vil Machine Automatic by S  No - WM deallocated
[ & Msumpetv @ Noupdatesdata  Windows Arcensbled server /A No Expired

[] B MGhfsSy @ Noupdatesdata  Windows Arcenabled server  N/A No Comnected
] & wmaoc @ Noupdatesdata Windows Arcenabled server  N/A No Comnected
() B8 AVMMICOCT @ Noupdatesdata  Windows Azure Vit Machine ActomaticbyOS No WM running
[ & seviascx @ Noupdatesdata Linux Aure Virtua Machine Image Defat No WM runing

/. Microsoft Sentinel
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3. Azure Arc



AZURE Azure Arc

Azure Stack HCI
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AZURE

Azure Arc: at a high level

Bring Azure services and management to any infrastructure, anywhere

&£Dd &
a1 R \
Y | JUE ‘..B
Run Azure data Extend Azure management Adopt cloud Implement Azure
services anywhere across your environments practices on-premises security anywhere

Azure Arc is a set of technologies that extends Azure management and enables Azure
services to run across on-premises, multi-cloud, and edge



AZURE Azure Automanage

Boot diagnostics

ﬁ/<ﬁ]\““\ﬁ

v Machme beg Q > Security center
ta\"/_’i; 5 "
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Log analyticg\

\ & Azure

/,\2@ Automanage
Configuration / -
management ( ) %%LM'

a.r est
Machlneb = ,f"'"_‘"\\\\ S

Change tracklng e f;) K\{} j .
and lnventory (\ —— ® Automation
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AZURE Update Management Center

(preview)

New solution for centrally Update Management accross different environments

No dependencys to Log Analytics Agent

Fully support for Azure Arc managed VMs Remote Desitop Connctc
e ?h fthdt tq il dhascrtCC|.|F]r[r::'::IrJE ;

S u p po rt Wi n d OWS a n d Li n UX Vm S ';R':riz:toeulccll?epdtletlo EredSSP‘ encryption oracle remediation.

For more informaticon, see https://go.microsoft.com/fwlink/?linkid= 366660

Support automatic VM guest patching

Support Hot patching

Is in preview wait for production until release going to GA




AZURE

g= Microsoft Defender for Cloud | Cloud Security Explorer (Preview)

* Showing 6 subscriptions

Cloud Security Explorer

(D Defender CSPM plan was enabled recently on at least one of your subscriptions/accounts. It could take up to one day until all data will be available

il Clearall A

’,D Search ’ « 27 Guides & Feedback @ Share query link

General

O Overview

é Getting started N

4= 'Recommiendations Vo ey 4 » What would you like to search?
Sty

O Security alerts

4 Inventory

& Cloud Security Explorer (Preview) I Virtual machines ‘

& Workbooks

& Community — Has quInerablhtles v| Where ISeverity

Ve

Cloud Security

L
©

0
o
@

\/| Equals v I High v| I Remor

Diagnose and solve problems @@
Has I Insight vl Where ITitIe

\/l Equals v I exposed to the... \/I l Remor

Security posture 1
Regulatory compliance
Workload protections

Firewall Manager

DevOps Security (Preview) Scope : MVP BC LZ Infrastructure (c7ce5f8f—0180-4dd2-b44b-m)




AZURE Defender for DevOps

£ Search resources. senvices. and docs (G+/)

® Microsoft Defender for Cloud | DevOps Security

ription DD Testing' | PREVIE
Search (Cul+/) {+ Add environment ~+ () Refresh ) DevOps workbook A7 Guides and Feedback | () Configure

General
Security Overview
O overvew

& Getting started DevOps security vulnerabilities © Security results DevOps coverage

£ Facommenditons e A 512 01 =%
(1] Secunty alerts Code scanning vulnerabilites Exposed Seciets. Github Connectors ‘Azure DevOps Connectors
[ Medium
# inventory 44 % 44 EE 124 21 Total

@ viorkbocks Low
]

@ Community b Github repositories 18 | azure DevOps repositories 3
¢ Diagnose and solve problems
Cloud Security [ searen Subseripti.. == Microsoft Azura Sponsorthip 2, Contoso DD T... X Resource Typés == Github Repository, Asure DevOps Repository T add filter

O security posture
[®] Mame 7y Pull request status Total exposed secrets Ty OS5 vulnerabilities Ty Total code scanning vulnerabilities 7y
@ Aegulatory compliance
1A ® Unhealihy (1) | — 1
Q Workicad pretections
® Urhealthy (1) | —
5 Firewall Manager
® Urhealthy (1) 1 —
© DevOps Security
® Urhealtiny (1)
Management
® urheahy (1)
! Environment settings @ unheatthy (1)
i y sol
Security solutiens SUeR Y
& Workliow automati
€ Workfiow automaticn PE——
® Urhealthy (1)

® Urhealtiy (1)

® Unhealthy (1)
® Unhgalthy (1)

® Urhealthy (1)

Join Our Security Community - Microsoft Community Hub




AZURE Lea I‘nin

Popular learning paths and modules

LEARNING PATH LEARNING PATH MODULE

Microsoft Azure Fundamentals: Describe Microsoft Azure Data Fundam Explore

Discuss Azure fundamental concepts
data concepts

min min  dedeodedod 4.

& + Data Analys i \zure « Administrator « Beginner

MODULE MO JLE MODULE

Explore fundamentals of data visualization Introduction to Azure fundamental Describe core Azure architectural components

n dedokdok 47 (4,086) . 48 (202,694) 27 min Akdcdok 4

ministrator

@ Save @ Save

LEARNING PATH MODULE LEARNING PATH

Introduction to Mi Power Platform Microsoft Azure Data Fundamentals: Ex
non-relational data in Azure

Hedrdekok 4.

1 hr 13 min i D 1 hr9 mi
M Platform « Busini .
Beginner nalyst « Beginner

@ Save @® save

Training | Microsoft Learn

Join Our Security Community - Microsoft Tech Community
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Zero Trust architecture

Identities

Human

Non-human

Endpoints
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Personal l

Strong
authentication

Identity risk

Device
compliance

Device risk

Request
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asses:

sment

%
Organizational Policy
Business Optimization, Compliance, and Governance

ﬂl Telemetry/analytics/assessment

% Policy enhancement (-(}

I

Zero Trust
' Network
Policy enforcement
i 3 Public
&’ Policy Evaluation — e giﬁ;ﬂ:{;:ﬂn |
Private

a Control Enforcement

il
()
4

Threat Protection

@ Risk Assessment

Qﬂ Response Automation (? )

oz Threat Intelligence

— @

Classify, label,

encrypt,
prevent loss

Adaptive
Access

Runtime
control

Data
r‘ Emails & documents
£ Structured data
Applications

@ SaaS Apps

On-premises Apps

Infrastructure
o1 =1 s
S 8§ & 5 3
ol B2 ]
= o + c e
=Rl

E‘g Forensics (-(}

JIT and Version Control

Security posture assessment

User experience optimization

[ ]
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Microsoft Cybersecurity Reference Architectures (MCRA)

Capabilities People Zero Trust User Access
What cybersecurity capabilities does Microsoft have? How are roles & responsibilities How to validate trust of user/devices for
evolving with cloud and zero trust? all resources?

Build Slide

[

Managing Information\Cyber Risk
[EiS e

Azure Native Controls

What native security is available?

Security Operations

How to enable rapid incident response?

Multi-Cloud & Cross-Platform
What clouds & platforms does Microsoft protect?

Crom-claud and cmss-platferm "

Attack Chain Coverage

How does this map to insider and external attacks? | = i e e

R — =

aka.ms/MCRA

T w3

Secure Access Service Edge (SASE)

What is it? How does it compare to Zero Trust?

Traditianal networking madel

ana Operational Technology
¢ How to enable Zero Trust Security for OT?

B® Microsoft
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AZURE Top 5 Must have Settings

Enable Multifactor Authentication

Enable and Integrate Conditional Access

Use Azure Advisor recommendations

Cloud Security Posture Management is needed



Rt Conclusion

1. Enterprise Scale 2. |dentity Secure Score

3. Use WHfB and TAP 4. Azure AD Cloud Sync

Network

/. Defender for Cloud 8. Microsoft Sentinel

9. Side Notes 10. Learning



AZURE Li n kS

Reimling.eu — Microsoft will disable Basic auth — What this means and what you have to do

Block legacy authentication - Azure Active Directory - Microsoft Entra | Microsoft Docs

Deprecation of Basic authentication in Exchange Online | Microsoft Docs

Common Conditional Access policies - Azure Active Directory - Microsoft Entra | Microsoft Learn
Configure a TAP in Azure AD to register Passwordless authentication - Microsoft Entra | Microsoft Docs

Azure AD Connect: Version release history - Microsoft Entra | Microsoft Docs

Zero Trust security in Azure | Microsoft Docs

Enterprise-Scale/README.md at main - Azure/Enterprise-Scale - GitHub
Azure Active Directory passwordless sign-in - Microsoft Entra | Microsoft Docs

Azure Arc | Microsoft Learn
Update management center (preview) overview | Microsoft Docs

Microsoft Cybersecurity Reference Architectures - Security documentation | Microsoft Learn
Join Our Security Community - Microsoft Tech Community

Managed identities for Azure resources - Microsoft Entra | Microsoft Learn
Microsoft Certified: Azure Security Engineer Associate - Certifications | Microsoft Learn
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