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Red Team vs
Pentest

What is the difference?




Red Team vs Pentest

j peNeTRATION |

TESTING

Security testing of different Attack simulation against a
technologies / applications, e.g. company with objectives, stealth,
Web, Mobile, WIFI, Cloud, wide scope (including people),

Internal / External Network phishing, physical breach



EXECUTION

GOAL

STEALTH

OUTCOME

Objective-based
Penetration Test

External & internal focused on
technology

Assess resilience in terms of
technology

None

Identify & fix low-hanging fruit
Get a baseline in technical
security

Red Team — Similar exercises

moguoon
n, ol

Red Team &
TIBER

0l 01
moonoion

Simulation of a realistic attack
based on adversary TTPs along a
kill chain

Assess people, processes,
technology in terms of
prevention, detection & response

Yes

Determine the impact of a
realistic attack and identify
improvement areas

Purple Team
Exercise

Execution of selected TTPs,
possibly based on attack
scenarios and/or along a kill chain

Improve detection

None, cooperation with blue
team

Improved logging and detection
of selected use cases & TTPs
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Red Team — Unified Kill Chain

N\

YELLOW TIER*

Initial Network Action on
foothold propagation objectives
Pivoting
External server or cc E
ernaiserverol w Workstation admin o Crown Jewel
website compromise [ -
w (]
Credentials obtained via 9 E
o < Server admin Sensitive Data
phishing <
o
(@)
Command & control Domain Administrator Critical Asset

obtained via phishing

Rogue device connected
to network

Assume Breached



Red Team — Who is Who?

= Usually not (fully) aware of

= Executes an attack » Fully aware of the operation
scenario * |nvolved in all planning the attack o
= Has to find their way in, = Connection between Red and Blue " Supposed tq treat_lnmdents
either via physical or Team as real and |nvest|gatle ,
cyber intrusion » Frequent and direct communication : M.all<e the Red Teamer’s life
* Tries to reach one or with Red Team difficult
more objectives = Vital role for risk mitigation
= They attempt to operate » Act as if they are unaware of the
stealthily ongoing red team assessment when

blue team raises an incident
(eventually informing them)



Stories

Tool Trial




Stories — Tool Trial

High stakes, stressful red team, already detected once

Types of Headaches

Migraine Hypertension

L

Reaching objectives

Stress without gefting dotectod




Stories — Tool Trial

A good toolset is VERY important to red teamers!

A BAD

Red Teamer

ALWAYS
BLAMES

HIS TOOLS
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Stories — Tool Trial

Cobalt Strike is a command-and-
control framework commonly
used by threat actors.

Cobait Stike VieW Attacks Reporting Help
O O E=Ee BPU SwhD Pe B

Beacon 10.10.10.198@8040 X Processes 10.10.10.198@6984 X
Beacon 10,10.10.191@4844 X Beacon 10.10.10.198@6984 X

Beacon Object Files (BOFs) are
the current hype and very
useful during red teaming.
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Stories — Tool Trial

Kerberoasting v

Requesting service tickets for an Active Directory domain service instance (e.g.
MSSQL, Web server...). The service instance is running under a domain service
account to make it possible for domain users to authenticate to the service
using Kerberos authentication (Active Directory authentication protocol).
Service tickets are encrypted using the password hash of the account running
the service instance. Any domain user can request these tickets and attempt to

crack them to gain access to the service account's plaintext password.

"Have you tried Kerberoasting?"
- Firat Acar

"Kerberoasting" Is often abused by threat actors during the exploitation of an
Active Directory domain.

Moritz:"l got access to this account! Come check it out."

Firat: "Nice! Did you get that via Kerberoasting?"

by random December 2, 2009

Get the kerberoasting mug.

@ outflanknl / C2-Tool-Collection P

© Code @ lmves 1 TN Pullrequests 2

[rye— o

0 Propcs © Seawty L2 insights

Ve | P 0 abour
A collection of ool which mtegrate with
@ iz Kerteromtiog o 1 howrage (D16 com Cobalt Strike (and possibly other €2
frameworks) theough BOF and refiective
- oo DLL koading techniques.
W Otrer et o
O sovem @ o
= READMEmd Y97 torks
Outflank - C2 Tool Collection Languages
This repository contains a collection of ools which integrate with Cobat Strke (snd possbly other C2 frameworks) @ cuin 8 b
through BOF and reflective DLL loading techniques. . ket

part of our commer

and are written with the goal of contributing to the
eomtains  saction with BOF (Beacon Object Files) tools and a
Al these tools are written by our team members and are used
will be added or modified with new techniques or functicnabty.

ve cwe  lat. Cun
cther toals (expioits, refle
team assig

Oves time.
Toolset contents

The tookset currently consists of the following tool

Beacon Object Files (BOF)

https://github.com/outflanknl/C2-Tool-Collection/tree/main/BOF/Kerberoast
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Stories — Tool Trial

Suspicious LDAP queries commonly used to find Kerberoastable targets:

(&(objectClass=user)(objectCategory=person)(!(userAccountControl:1.2.840.113556.1.4.803:=2))(service
PrincipalName=*)(sAMAccountName=*))

(&(objectClass=user)(objectCategory=person) (! (userAccountControl:1.2.840.113556.1.4.803:=2))(service
PrincipalName=*)(sAMAccountName=svc_sql))

Suspicious LDAP query HEE Medium Unsupported alerttype @ Resolved Discovery EDR O wkstnd 2 abridg... Nov 28, 2022 6:13 PM Nov 28, 2022 6:23 PM

Alerts > Suspicious LDAP query

(D The MDE SIEM API deprecation date has been set to December 31, 2023. Please see the announcement to plan your migration to a supported AP,

@ Part of incident: Suspicious LDAP query on one endpaint View incident page

Suspicious LDAP query

£ whstn3 Risk level mmm High **" £, ECORP\abridges ﬁ
mmE Medum ® Detected ® Resolved

Windows10

& Managealert 5@ See in timeline  +++

Alert story & Maximize
Details  Recommendations
1147202 ~
Lo ¥ @ 15416 smasexe v
nsiGHT
53229PM v - @ [5484] winlogon.exe v
Quickly classify this and 1 similar alert
Llfféﬂzgij v @ [5952] explorer.exe WV Classify alerts to improve alert accuracy and get more insights
o about threats to your organization.
l‘ﬁ:ﬁ’ij @  [5168] WerFault.exe v
.t Classify alert View 1 similar alert ()
6:13:56 PM & explorer.exe ran an LDAP query ~
(BulobjectC! =P Alert state ~
LDAP Search query  ({(userAccountControl:1.2.840.113556.1.4.803:=2)(servicePrincipalName=") ®
(sAMAccountName=sve_sqh)
o Classification Assigned to
Distinguished name  DC=ecorp,DC=local ot bt SecurtyAdmin@aa-nvisobe
Mitre techniques  T1087.002: Domain Account Set Classification Unassign
| # Suspicious LDAP query mmm Medium ® Detected @ Resolved
Alert details ~

62326 PM a I LDAP

explorer.exe ran an query ™ Category MITRE ATT&CK Techniques

|  suspicious LoAP query mEE Medum @ Detected @ Resolved = u Piecoves T Remoe S w4 Moee



Stories — Tool Trial

Me not testing my tools during a red team:

BULLSHIT
GO/l

DON'T BE
A FOOL.

USE THE

PROPER

TOZL./,
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Stories

Credentials: How
not to store them
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Stories — Credentials: How not to store them

The age old debate of storing passwords, password managers

vs sticky notes vs password reuse...

Common Passwords to Avoid

123456789 Abc123 Soibes
123123 Aa123456 iloveyou
11111111 I@#$%NAE" monkey
66666666 P"“‘”‘d
21 sunshir;
Qwerty
qwerty123 welcome
zoxccvwbb
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Stories — Credentials:

During the reporting
phase of an assessment,
| noticed something
strange...

How not to store them
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Stories — Credentials: How not to store them

Sometimes it can be too good to be true...
and then it turns out that it was.

Not only honeypot users, also files!

B 1 & [ = nNeTLoGON

bome share view

« v 4 Ll » Network » dc > NETLOGON
Name - Date modified Type
5 Quick access
B Desktop . update-policies.pst 12/9/20228:3T AM Windows PowerS...
& Downloads ~ #
Documents EF Administrator: Windows PowerShell ISE
[&] Pictures *

File Edit View Tools Debug Add-ons Help
B systema2 CEeEH &2 E N 90 »pEE| | B|E

& This PC
= [updale-pnlicies.ps'l X

= Network Susername="serv-admin’
— Spassword="EcOrplsEvi]!"”

## Example code...
$t1s10 = "HKLM:\SYSTEM\CurrentControlSet\ControllSecurityProvider

## Example code...
$tlsi0check = (3$t1s10 | Test-Path) -notcontains §false

W W

10 ## Example code...
11 gif (St1silocheck -eg $True){

12 ## Updates four different DWORD registry values to either 0 ¢
13 Set-ItemProperty -Path "HKLM:\SYSTEM\CurrentControlSet\Contr¢
14 Set-TtemProperty -Path SYSTEM\CurrentControlSet \Contrc
15 Set-ItemProperty -Path " SYSTEM\CurrentControlSeti\Contrc
16 Set-ItemProperty -Path "HKLM:\SYSTEM\CurrentControlSet\Contr¢
17 F1} else { ## If at least one of the registry keys do not exist

18 ## Creates the missing registry keys skipping the confirmatic
19 New-Item 'HKLM:'\SYSTEM\CurrentControlSet\Control'SecurityProy
20 New-Item "HKLM:\SYSTEM\CurrentControlSet\Control'SecurityProy

p— i e m o E o IS e e (.o sl sl .




Stories

Traversing the Forest:
SQL Server Jumping
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Stories — Traversing the Forest: SQL Server Jumping

Backstory...

Reconnaissance

——

Assume breached

[ ]
Fxxx|

—

JFrog Artifactory _' . ' = ' ‘
Administrator Administrator access to

credentials found public web application
scenario Q in SQL script with large amount of

functionality (objective)

20



Stories — Traversing the Forest: SQL Server Jumping

Continue with new objectives, see where we can get via the web application.

SOL Se
Local file inclusion found, Found SQL Server
didn’t lead to RCE administration page...

21



Stories — Traversing the Forest: SQL Server Jumping

Access to SQL Server can provide a wide

range of opportunities during red teaming, Restriction: queries have to be in

not only in terms of data breaches (privesc, select X from Y format and no

local server access, lateral movement...) sysadmin privileges on local server

e

SELECT
FROM
WHERE

22



Stories — Traversing the Forest: SQL Server Jumping

With no sysadmin role access to local server, we headed for linked servers

SELECT * FROM sys.servers; Out of all linked servers, only one link
was configured with sysadmin privileges

70+ linked servers

23



Stories — Traversing the Forest: SQL Server Jumping

Time to abuse linked SQL Servers via the web UI...

select * from openquery(“SQL76", 'sp_configure ''show advanced

options'', 1; RECONFIGURE;")

select * from openquery(“SQL76", 'sp_configure ''xp_cmdshell'', 1;

RECONFIGURE; ")

L Not that easy, restrictions still apply!
Need to find another way

24



Stories — Traversing the Forest: SQL Server Jumping

More recon on the web application
provided a SQL batch query page,
which provides a way to execute big
gueries without restrictions

After activating xp_cmdshell on the linked
server, we could finally execute system
commands via the web Ul

Select * from openquery("SQL76", 'exec
xp_cmdshell '‘dir "c:\program files"'' with
result sets ( (a varchar(1000) ) )')

—
B u |
=
-<
E
()
l!!

L LR T s

AR s

:
i
£
i
&

25



Stories — Traversing the Forest: SQL Server Jumping

Time to spawn a Cobalt Strike beacon, should be easy

except that we faced restrictions again

No internet access This time however, we were not
entirely in the disadvantage!

)

No Antivirus No EDR

Hello pARKNESS

My ofo fRIEND
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Stories — Traversing the Forest: SQL Server Jumping

Despite the lack of internet, we could still communicate outbound via DNS

Pros: we get a beacon,
ask .COM . .
Root Server which can communicate
query for |shost|nmycacheV over DNS TXT reCOrdS,
1234 pfoﬁles Iosenolove com
answer o = ' — DNS AAAA records, or
: DNS A records

Compromised System Local DNS Ser

u askPROFILESLOSENOLOVECOM  Cons: quite slow, quite
A anomalous depending on
Snteddy's sonen) traffic inspection

’ answer

PROFILES.LOSENOLOVE.COM
(malwarec2.losenolove.com)
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Stories — Traversing the Forest: SQL Server Jumping

One problem solved, but how do we actually get the beacon executable on the server

Techniques from back in the days:
drop executables to disk using
base64 encoding

Step by step:

1.
2.
3.

Zip one or more executables

Base64 encode zip file via Powershell

Drop base64 encoded zip on linked server disk
via following command:

echo|set /p="<base64>" >>
C:\Windows\Temp\bin_dmp.txt

Decode from base64 and unzip files on linked
server disk
Execute binaries
Profit

28



Stories — Traversing the Forest: SQL Server Jumping

We finally got a DNS beacon running as SYSTEM in a new AD forest,
eventually leading to owning the whole forest. (detected in the end)

29



‘ Stories

Bring your own badge

30



Stories — Bring your own badge

Physical breach for multi-scenario red team

Mission: Reach highest floor of building and see if you
can find interesting objects (workstations, (un)plugged
network cables, documents, laptops...)

31



Stories — Bring your own badge

Threat intelligence briefing and equipment: what we
know and what we have

Fake badge Security guard absent Tailgating is not possible
after noon break

32
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Stories — Bring your own badge

Two steps needed to accomplish the mission

Buy food make hands Iook
full

Act like you belong

33



Stories — Bring your own badge

It was time to go in...

=

=
=5

Y
4
@

[OHINERTUN X
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Thank you!
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