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What You Think SAP Traffic Looks Like
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What it Actually Looks Like
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• 85 of the 100 largest companies in the world are SAP S/4HANA 

customers

• At the same time, approximately 80% of SAP’s customers are SMEs

• SAP provides solutions for

• enterprise applications software,

• supply chain management applications,

• Human resources software,

• and more...

Significance of SAP Security

https://www.sap.com/docs/download/2017/04/4666ecdd-b67c-0010-82c7-eda71af511fa.pdf



Attacker Goals
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• Data theft for financial gains (Darknet Marketplaces)

• Data theft for Industrial Espionage

• Disrupt Operation

• Ransomware

• Lateral Movement to other (SAP) Systems



Challenges in SAP Security

SAP From an Attacker's Perspective

• Proprietary software, restricted and limited access to 

information and documentation

• Usage of proprietary network protocols, e.g.: NI, DIAG, SNC, 

RFC

• Complex configuration with seemingly contradicting options

• SAP components and software not openly available

• Analysis requires Reverse Engineering

Securing SAP environments requires extensive domain 

knowledge and experience.
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THE ATTACKER PERSPECTIVE



Enumeration – Publicly Reachable SAP Services

SAP Services exposed to the Internet are an easy target for attackers
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"New" Technologies, „Old“ Vulnerabilities

Typical web application vulnerabilities (OWASP) apply to Fiori applications
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OData: HTTP-Based Protocol for Data Exchance

Data is transmitted in GET parameters of HTTP request:
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OData: HTTP-Based Protocol for Data Exchance

Data is transmitted in GET parameters of HTTP request:

SAP From an Attacker's Perspective21.09.2023 13

DEMO



Enumeration – SAP Router
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• SAP Routers are located between end users and SAP services

Router

SAP Application 
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Firewall

Pentest 
Professional



Enumeration – SAP Router
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• SAP Routers are located between end users and SAP services

• Misconfigurations can introduce new attack vectors!

• Portscanning via the SAP router

• Can allow attackers to gain access to restricted network segments

Router

SAP Application 
Server

Firewall

Pentest 
Professional
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Router Identification
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Portscanning via Router
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Enumeration: Port Scanning SAP Systems
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Enumeration: Port Scanning SAP Systems
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SAP Host Agent

RFC

Message Server

Application Server ABAP

Encrypted RFC

ICM & Message Server 
(HTTP)
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Application Server Java

Management Console
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COMMON VULNERABILITIES AND PITFALLS



Good Old Default Credentials...
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Default credentials, specifically for the SAP GUI or message server/RFC

Username Password

SAP* 19920706
Down1oad
Htods70334

DDIC 06071992
PASS

SAPCPIC ADMIN

TMSADM PASSWORD

EARLYWATCH SUPPORT



Remember?
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Encryption Checks with sncscan
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https://github.com/usdAG/sncscan
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Cryptic Names, Potentially Dangerous Behavior

• SAP Transaction codes grant access to system functionality

• The sheer number of existing codes makes a robust role management 

challenging

• Business needs can require access to certain transactions …

• … that can also be misused to gain significant access rights

• can require access to certain transactions …

• … that can also be misused to gain significant access rights



Example SM49: Code Execution as a Feature
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Predefined OS commands accessible in the transaction
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Example SM49: Code Execution as a Feature
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Addition of new OS commands
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Example SM49: Code Execution as a Feature
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Configuration of OS command parameters
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Example SM49: Code Execution as a Feature
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Command Execution

DEMO



Threats by Third Party Plugins and Software
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• Control-M (for SAP)

• CVE-2019-19215 – Remote Buffer Overflow

• CVE-2019-19216 – Insecure File Copy

• CVE-2019-19217 – OS Command Injection

• CVE-2019-19218 – Insecure Password Storage

• CVE-2019-19219 – Arbitrary File Download

• CVE-2019-19220 – OS Command Injection

https://herolab.usd.de/security-advisories/usd-2019-0061/

https://herolab.usd.de/security-advisories/usd-2019-0060/

https://herolab.usd.de/security-advisories/usd-2019-0059/

https://herolab.usd.de/security-advisories/usd-2019-0066/

https://herolab.usd.de/security-advisories/usd-2019-0065/

https://herolab.usd.de/security-advisories/usd-2019-0064/



Code Execution Impacts
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SE16 – How Secure are Your Password Hashes?
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SE16 – How Secure are Your Password Hashes?
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Data Extraction for Script Kiddies
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• Numerous known vulnerabilities are 

known for outdated SAP components

• One wide-spread example: 

XML External Entity Expansion in SAP IGS

• CVE-2018-2392 &

• CVE-2018-2393

• Metasploit module exists

https://github.com/Vladimir-Ivanov-Git/sap_igs_xxe



Data Extraction for Script Kiddies
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Almost Too Easy...

21.09.2023 SAP From an Attacker's Perspective 35



More Subtlety, Similar Impacts
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• During our pentest engagements, we located some previously unknown vulnerabilities

• Some exploits target core SAP components, while others target common auxiliary services

• CVE-2023-26457 – XSS in SAP content server

• http://<IP>:1090/sapcs?create&pVersion=%0aContent-

type%3atext/html%0a%0a<script>alert("usd%20AG")</script>



Misconfigurations
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• SAP system parameters are used to configure most aspects of SAP instances

• Some correspond to traditional aspects...

• Cryptographic algorithms used

• Password policies

• … others are more SAP specific

• Accessibility of management console webmethods (often >2GB log data accessible!)

• RFC security parameters

• Hashing algorithms for password storage

DEMO



Takeaways

There's more than meets the immediate eye when it 
comes to securing SAP landscapes

Attacks against SAP systems are lucrative, and the 
threats are real!

Proprietary technologies require dedicated 
tooling, but are not sufficient as protection

Limit access to SAP services, update systems 
and configure them according to best practices

Protection

Approaches & 
Tooling

Threats

Complexity



THANK
YOU
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