
ChatGPT as a Cyber Security CoPilot
OWASP FFM #64

28.02.2024, Alexander Steinbrecher



Disclaimer

– The following examples should be considered as experimental and not ready for a production use
– Examples, which were checked with ChatGPT have been anonymized and cannot be assigned to 

the original entity/owner
– Attack samples are not related to DZ BANK AG
– Analysis have been conducted with ChatGPT Plus
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– Alexander
– IT since 2003
– Finance since 2010
– Full-time Cyber Security since 2015

– „Cyber Security Specialist“ @ DZ BANK AG
– Blue Teamer

– DFIR
– Threat Hunting
– Threat Intel

ChatGPT as a Cyber Security CoPilot

Who is talking?
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Let‘s start

Facts
– Everybody talks about LLMs/GPTs like ChatGPT
– Technology evolves fast

The question
– How can we use GPTs in the field of Cyber Security, specifically Blue Teaming / SecOps?
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GenAI, LLMs, GPTs

– Generative AI
– This is a subset of AI that focuses on creating new content
– It uses machine learning algorithms to generate data that is similar to the data 

it has been trained on
– This can include a wide array of content types, like visuals, music, and text

– (Large) Language Models (LMs)
– These are algorithms (NNets) trained to understand, generate, or 

complete text 
– A language model is trained on a large corpus of text and then can predict the 

next word in a sequence, complete a sentence, or even generate a whole 
paragraph 

– GPT is an example of a language model
– GPT (Generative Pretrained Transformer)

– Language Processing AI: GPT is an AI model developed by OpenAI for 
understanding and generating human-like text

– Training Method: It uses a two-stage training process involving pre-training on 
large text datasets and fine-tuning for specific tasks
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ChatGPT
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– Extensions for existing ChatGPT using 
"Plugins", "Agents", or GPTs

– Custom GPT models are better suited to 
understand and utilize specialized industry-
specific knowledge, as well as to provide 
personalized responses.

– They enable a more precise contextualization 
of information and offer more control and 
security by allowing specific adjustments for 
certain applications or organizations.

ChatGPT as a Cyber Security CoPilot

ChatGPT – Custom GPTs (Agents)
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Threat Intelligence with ChatGPT



– “Threat intelligence is data that is collected, 
processed, and analyzed to understand a threat 
actor’s motives, targets, and attack behaviors”

– Who is your adversary/threat actor, what is their 
motivation?

– What techniques are they using?
– What to focus on?
– Better decisions (management and security 

department)

Threat Intelligence



Threat Landscape with custom GPT

ChatGPT as a Cyber Security CoPilot28.02.2024Seite 11

ChatGPT with Threat 
Intel Bot provides a 

good overview of the 
German financial 

sector and is 
comparable to some 
professional Threat 

Intel reports



Indicator of Compromise

– IOCs are indicators of artifacts used in attacks
– e.g. Hash Value of a file

– vanilla ChatGPT: no
– IoC Analyzer (custom GPT): yes!
– RecordedFuture AI (spec. LLM): yes!

Specialized LLM for 
Threat Intelligence
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Threat Hunting



– “Threat hunting is the practice of proactively 
searching for cyber threats that are lurking 
undetected in a network.”

– No standardized definition
– Threat Hunting is an approach to find 

proactively threats in your organization
– Types of Hunting

– Structured hunting (hypothesis based)
– Unstructured hunting (data-driven hunting)

– TH Frameworks exists: e.g. TaHITI

Threat Hunting



Detection Engineering



– “Detection engineering is the process of identifying threats 
before they can do significant damage. [...] a process of 
developing, evolving, and tuning detections to defend 
against current threats.”

– Evolution of Use-Case Engineering to Detection 
Engineering

– Detection Engineering is threat (actor) focused
– Leveraging telemetry to identified suspicious/malicious 

activities
– Understand how the attacker behaves to have a proper 

detection
– Goal is to reduce mean time to detect and respond to a 

threat
– Creating (technology-agnostic) detection to identify 

and/or stop threats

Detection Engineering



Case Study – OneNote Malware 2023
„Using ChatGPT to hunt OneNote Malware and build detection rules for it“



Threat Hunting / Detection Engineering Process

Research Hunt Refine Automate Document
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Starting point
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Overview of what 
happened and what 

action to take



Further resources
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References provided 
to dig deeper on your 

own



Threat Hunting
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Guided information to 
follow to conduct a 

Threat Hunt for 
OneNote malware



Detection Engineering
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Splunk Query
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index=windows_logs 
(ProcessName="*\\OneNote.exe" OR ParentProcessName="*\\OneNote.exe") 
[search index=windows_logs (CommandLine="*.bat" OR CommandLine="*.vbs" OR 
CommandLine="*.ps1" OR CommandLine="*.js" OR CommandLine="*.wsh") 
| fields CommandLine, ProcessId, ParentProcessId | format]
| table _time, Host, UserName, ProcessName, ParentProcessName, CommandLine

Generated Splunk 
query by ChatGPT



Splunk Query
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index=windows_logs 
(ProcessName="*\\OneNote.exe" OR ParentProcessName="*\\OneNote.exe") 
[search index=windows_logs (CommandLine="*.bat" OR CommandLine="*.vbs" OR 
CommandLine="*.ps1" OR CommandLine="*.js" OR CommandLine="*.wsh") 
| fields CommandLine, ProcessId, ParentProcessId | format]
| table _time, Host, UserName, ProcessName, ParentProcessName, CommandLine

can be removed – 
decent Splunk query



Sigma Rule
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Good basis for a sigma rule
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Malware Analysis



Targeted Malware Attack as an Example

VBScript
<redacted>.vbs

PowerShell
URL Callback

step=0

Image

Decode

Save

Open

PowerShell
URL Callback

step=1

encoded
EXE

Decode

Save
<redacted>.exe

PowerShell
URL Callback

step=2

decoded
EXE

Sleep

Execute

PowerShell
URL Callback

step=3

<redacted>.exe
Loader

URL Callback

Process Injection

„<redacted>
.html“

C2

Analysis of this two artifacts with ChatGPT

E-Mail with attachment 
(targeted)
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VBScript



Targeted Malware Attack as an Example
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VBScript 2

3

sensitive data was removed
-> potential Threat Intel attribution
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VBScript Analysis
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2

1

3

Good analysis and explaination 
by ChatGPT



PE File



Targeted Malware Attack as an Example

VBScript
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Decode

Save

Open

PowerShell
URL Callback

step=1

encoded
EXE

Decode

Save
<redacted>.exe

PowerShell
URL Callback
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EXE
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Execute
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URL Callback

step=3
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URL Callback

Process Injection
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C2

E-Mail with attachment 
(targeted)
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<redacted>.exe

ChatGPT as a Cyber Security CoPilot28.02.2024Seite 35



<redacted>.exe
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<redacted>.exe
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<redacted>.exe
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decompiled C# code with ILSpy



<redacted>.exe Analysis with ChatGPT
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1 2

3

Good analysis by ChatGPT



JavaScript Malware
(not related to the targeted malware attack example)



– Filename: Unterlagen_Koenig-
Betonsteine_040151_27022024_PDF.js

– SHA256:  
bcf2c01915db718787bd4c024bdc55a05
38f2749a169f25b4effc99cfa24f253

– https://www.joesandbox.com/analysis/14
02356/0/html

– Obfuscted JS code
– Strings/Comments removed from file for 

ChatGPT analysis (filesize too big)

ChatGPT as a Cyber Security CoPilot

JavaScript Malware
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https://www.joesandbox.com/analysis/1402356/0/html
https://www.joesandbox.com/analysis/1402356/0/html


ChatGPT as a Cyber Security CoPilot

JavaScript Malware
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Good analysis by ChatGPT



– Script analysis worked with ChatGPT in 
provided examples

– Sample VBS/JS obfuscated scripts has been 
analyzed correctly as malicious

– Decompiled code worked as well

– Assembly code in ChatGPT provides only basic 
insights

– ChatGPT is (currently) no replacement for a 
real Malware analysis

ChatGPT as a Cyber Security CoPilot

Malware Analysis – Limitation 
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Outlook / Verdict
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ChatGPT as a Cyber Security CoPilot

Outlook
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A lot news around GPTs and LLMs



ChatGPT as a Cyber Security CoPilot

Outlook – GPTs in Commerical Products
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Orca Security with ChatGPT

RecordedFuture AI



– ChatGPT is a useful assistant for common analyses 
in the cyber security sector

– Confident results, but still subject to errors
– Its just the beginning – we should be open to the new 

technology but not blindly trust it
– Automation of Cyber Security processes with LLMs

– e.g. SOAR pipelines
– Implementation of similar methods (such as 

ChatGPT) in commercial products is imminent and 
will expand 
– (RecFuture, MS Security CoPilot, PaloAlto)

– Analyst jobs can probably be saved/automated in the 
medium to long term

– Exciting outlook on the technology

ChatGPT as a Cyber Security CoPilot

Conclusion
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