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Lack of Security Hygiene Crown Jewels Gold Mine



SAP Complexity…

Is it a blessing or curse?!



SAP Complexity – Application Level

9,5 12 40 44 50 67 84

SAP Business Suite 319 Million Lines of Code (!) 



SAP Complexity – Network Level
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SAP Goes to Cloud



SAP Goes to AI



72% of beer production in the world depends on SAP!



72% of beer production in the world depends on SAP!



SAP Security Myths



Project Goals

• Provide a security standard to secure SAP systems

• Provide the necessary tools to verify security measures 

• Provide a single point of trusted security advisors

• Enabling regulators and auditors to assess enterprise business solutions







SAP Security Verification Standard



SAP Security Verification Standard





SAP Security Verification Standard



SAP Security Verification Standard

Support Areas:

• Updating, enhancing, and adding security controls

• Creation of a standard document

• Update Wiki

• Improve and simplify usability
• Support teams in tracking and monitoring their progress



SAP Attack Surface Discovery



SAP Attack Surface Discovery

• Identification and discovery of SAP services

• Identify exposed ports

• Fingerprint services

• Demonstrate the risk of exposed SAP applications

• Provide visibility to non-SAP researchers and other



Where are we?

• Containerized environment

• Nuclei Templates

• Wiki section per service

• Collaboration with hunter.how

• Inclusion of Shodan queries

Services added so far:
• SAPRouter
• SAP Cloud Connector
• SAP Message Server
• SAP Dispatcher
• SAP Web Dispatcher
• SAP Start Service
• SAP RFC Gateway
• SAP Internet Graphics Server
• SAP ASE (DB)



Roadmap

• Add more service i.e. SAP HANA, Web Services, SAP JAVA P4, etc

• Add more tools & references to the services

• Extend intergations with hunter.how

• Create integration with Pysap & SAPKiln projects



Pysap



Features

• Dissection and crafting of the following network protocols:

• SAP Network Interface (NI)

• SAP Diag

• SAP Enqueue

• SAP Router

• SAP Message Server (MS)

• SAP Secure Network Connection (SNC)

• SAP Internet Graphic Server (IGS)

• SAP Remote Function Call (RFC)

• SAP HANA SQL Command Network (HDB)

• Client interfaces for handling the following file formats:

• SAP SAR archive files

• SAP Personal Security Environment (PSE) files

• SAP SSO Credential (Credv2) files

• SAP Secure Storage in File System (SSFS) files

• Library implementing SAP’s LZH and LZC compression 
algorithms.

• Automatic compression/decompression of payloads 
with SAP’s algorithms.

• Client, proxy and server classes implemented for some 
of the protocols.

• Example scripts to illustrate the use of the different 
modules and protocols.

https://www.iana.org/assignments/media-types/application/vnd.sar


HoneySAP



Features

• Low-interaction honeypot for SAP services

• YAML and JSON-based configuration

• Pluggable datastore backend

• Modular services system

• Modular feeds system

• Console logging



Mitre ATT&CK mapping of SAP SAL*

*SAL: Security Audit Log



SAP and SOC Facts

• SAP Speaks its own language

• Often times ran by dedicated IT Department

• Often monitored by a SAP Unit but only 9 - 5

• Often no to limited communication between cooperate SOC and SAP Security

• „Holistic Security“ often, sadly, excludes SAP Applications

SAPanese



Detecting Attack
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SAP SAL data out of SOC perspective

What is an TCode/Transaction?
▪ SU01?
▪ SM20?

Was SRODRIGUES 
legitimately created?

What changed on 
SRODRIGUES after 

creation?



SAP SAL data out of SOC perspective
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Attack Example: Malicious RFC Callback

▪ Event DUI is triggered for each RFC Callback execution

▪ In Standard classified non-critical event

▪ Usable as lateral movement. (Hosting your own mini sap)

▪ Hard to judge with no SAP background

Using destination "BACK" when 
calling function modules in ABAP to 

link back the execution to the 
originally calling system



SAP on Mitre ATT&CK

Always:

• T1078 - Valid Accounts

Contextual:

• Almost any tactic depending 
on called function module

• E.g. T1021 - Remote Services

SAL Event ID AUK –
Successful RFC call

In the standard there are over 49.000 Remote procedure calls…



SOC Perspective on SAP with Mitre ATT&CK

User &B Locked in Client &A 
After Erroneous Password 
Checks

Contextual:

▪ Credential Access:
Brute Force T1110.001 
Password guessing

▪ Impact:
Account Access Removal T1531

SAL Event ID AUM

or PEBCAK …

▪ Overcoming SAP Lingo

▪ Zero Trust / Assume breach

▪ Examples of cases given in Mitre DB

▪ Directly clear what would be worst case
scenario

SAPanese 101



SOC Perspective on SAP with Mitre ATT&CK

User &B Locked in Client &A 
After Erroneous Password 
Checks 

Contextual:

▪ Credential Access:
Brute Force T1110.001 
Password guessing

▪ Impact:
Account Access Removal T1531

SAL Event ID AUM

or PEBCAK …



Keypoints on SAP and Mitre ATT&CK

Multiple events can have the same ATT&CK ID‘s

A single event can have multiple ATT&CK ID‘s

Threat Modeling needs to be done cross department

Mapping needs to be done manually… currently…

No OOTB mapping available.. To be released soon!



Want to have your own SAP?

• Deployment of:

oSAPRouter

oSAP Cloud Connector

oSAP System (S/4HANA)



Next Steps



Roadmap

Webpage OpenSSF Combine Endorsement



Supporters



Supporters



Contributors



Q&A



Q&A
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