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Case 1 - URL Leaks via Security Tools

Popular malware/URL analysis tools like urlscan.io, Hybrid Analysis, and 
Cloudflare Radar URL Scanner store vast amounts of links for intelligence gathering.

However, it's less known that these services also store a significant number of private and 
sensitive links due to:

● Sensitive links mistakenly submitted by users unaware of public exposure.
● Misconfigured scanners and extensions submitting private links from emails as public 

data.

https://urlscan.io/
https://urlscan.io/
https://www.hybrid-analysis.com/
https://www.hybrid-analysis.com/
https://radar.cloudflare.com/scan
https://radar.cloudflare.com/scan


These services are widely used, and their single private links with random identifiers can grant 
access. Some are password-protected, but many are not, leading to data exposure.

Cloud Storage Files

Files shared via Dropbox, iCloud, Sync, Egnyte, Ionos 
Hidrive, AWS S3, and NAS tools like Western Digital 
Mycloud.

Corporate Communications

Links from Slido,, Zoom, OneDrive, and Airtable, often 
containing internal discussions or documents.

Authentication Links

Password reset links and OAuth sign-in links, which can grant unauthorized access.

Types of Exposed Sensitive Links



Real-World Examples of Leaked Data
Screenshots from urlscan.io and Hybrid Analysis show various sensitive content:

Many submissions originated from automated tools like falconsandbox.

https://urlscan.io/search/#task.tags:%22falconsandbox%22
https://urlscan.io/search/#task.tags:%22falconsandbox%22














Categories of Sensitive Content Found

Private Documents

Including tax documents, invoices, photos, and 
business communications.

Payment info and Secrets

Credit card photos, Content shared using 
services like onetimesecret.

Recordings

Smart home device recordings and meeting 
recordings stored in the cloud.

https://onetimesecret.com/
https://onetimesecret.com/




Who is Responsible?

"Hybrid Analysis analyses, 
publishes, and shares Submitted 
Content from users... and is not 
responsible for the content or 
information which may incidentally 
appear..."

- Hybrid Analysis Terms and 
Conditions

"You specifically acknowledge that 
urlscan shall not be liable for any 
user content or conduct. You are 
responsible for all content posted 
and activity that occurs under your 
account."

- urlscan.io Terms

There's no clear mechanism to review or remove sensitive links automatically.



Who is Responsible?



Threat Hunters and Unlisted Scans

urlscan Pro allows paid users access to "Unlisted" scans, which are not public but visible to vetted security 
researchers and reputable corporations.

An example is Cortex-Analyzers from TheHive, which explicitly uses `public: on` for urlscan.io scans, making 
links appear as `unlisted` even if an account's visibility is set to Private.

This exposes sensitive information to urlscan Pro users. As of a recent 24-hour period, urlscan.io had:

● 398,563 Public scans
● 328,147 Unlisted scans
● 955,432 Private scans

Canary tokens confirmed unlisted/API submitted links were accessed multiple times within an hour.

https://urlscan.io/pricing/urlscanpro/
https://github.com/TheHive-Project/Cortex/blob/master/README.md
https://github.com/TheHive-Project/Cortex/blob/master/README.md
https://thehive-project.org/
https://thehive-project.org/


Case 2 – How are cyber criminals earning an easy living in 2025

Government web domains, university web infrastructure and small businesses provide free content hosting for 
malicious actors.

 ⚠️ Exploitation Paths:

● Outdated CMS/plugins (e.g., WordPress, Drupal)
● Subdomain takeovers via dangling DNS records
● Cache poisoning through “search my site” 

features
● Credential stuffing due to weak auth controls
● Insecure forms used for content submission 

requests

In effect: Foundational neglect + common vulnerabilities = large attack surface for even low-effort attackers.



Exploiting Government Domains

Government departments, despite their critical role, often have vulnerable cybersecurity postures. 
This makes them unwitting hosts for illicit content.



Universities & Schools: Unexpected Hosts

Universities and schools, with numerous 
web-facing services, can also be exploited. 
Despite teaching cybersecurity, their systems 
may not be fully secure.















Common Illicit Content

The content hosted on these compromised sites primarily revolves around popular online 
interests:

● Onlyfans accounts / account generators
● Robux (Roblox virtual currency)
● Amazon gift cards
● Free movies
● Fake numbers for customer support (Coinbase, Robinhood)



Does this actually work for crime?



Does this actually work for crime?



Does this actually work for crime?





Enterprise Security Tools: A False Sense of Safety?

Surprisingly, many enterprise security tools, including antivirus and VPNs, fail to flag these malicious links as unsafe.

Trusted by Security Tools

Norton, Kaspersky, Zscaler, F-secure, 
NordVPN, Virustotal, and Palo Alto all 
marked these links as safe.

SOAR Tools Also Fail

Even SOAR tools like URLscan did 
not flag these links.







Pre-Approved Domains: Still Vulnerable

Even restricting access to a pre-approved list of domains doesn't guarantee safety. Attackers 
exploit trusted domains like Google's Looker Studio.



The Motivation: Affiliate Networks & Phishing

These files are often not malware but lead 
users through a chain of websites, generating 
small amounts of money via affiliate networks. 
Some links are also phishing attempts, 
targeting children seeking "Robux."



Final Thoughts & References

Ongoing abuse of these trusted domains is widespread globally and shows a clear lack of secure development 
practices. Once reported, the responsible departments take the content down but a lack of transparency exists in 
these closed ecosystems and does not encourage open research.

 📚 Sources:

● URL Leak Blog (Mar 2024)
● State Cybersecurity Blog (May 2025)
● HN Thread 1 | HN Thread 2
● https://pastebin.com/tW7nwFxq

https://vin01.github.io/piptagole/security-tools/soar/urlscan/hybrid-analysis/data-leaks/urlscan.io/cloudflare-radar%22/2024/03/07/url-database-leaks-private-urls.html
https://vin01.github.io/piptagole/cybcecrime/security/cybersecurity/2025/05/05/state-cyber-security.html
https://news.ycombinator.com/item?id=39630985
https://news.ycombinator.com/item?id=43896188


Techniker ist informiert
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