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The Portable Document Format
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“De facto standard for electronic exchange of documents” -- Adobe

1993
PDF-2.0

COMPANIES AND GOVERNMENTAL 

INSTITUTIONS WORLDWIDE

FIRST VERSION RELEASED IN

250 BILLION
PDF DOCUMENTS OPENED IN 2018

RELEASED IN 2017,

LATEST VERSION BY ISO

BY ADOBE

~99%
USED BY
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• Standard feature used for various purposes
– Open hyperlink, go to a certain page, etc. 
– Even JavaScript is an action

• Various events that trigger actions
– on open/close/print, etc.

• Target of actions: PDF File Specification

Basics: PDF Actions
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• Victim opens malicious PDF document
• Bad things happen (attack-dependent)
• No user interaction required

Attacker Model

17



1. PDF Basics

2. Denial of Service
 Infinite Loop, Deflate Bomb

3. Information Disclosure

4. Data Manipulation

5. Code Execution

6. Evaluation

Overview

18



DoS Evaluation Results
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2 0 obj
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>>
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Infinite Loop
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2 0 obj

<< /Type /Pages
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>>
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/Pages 2 0 R
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Action loop – PDF actions allow to specify a /Next action.

More Variants
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ObjStm loop – Object streams may extend other ObjStms.

More Variants
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Outline loop – PDF outline entries can refer to each other.

More Variants
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Calculations – PDF defines PS/Type 4 calculator functions.

More Variants
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JavaScript – Scripting can be used to create endless loops.

More Variants
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DoS Evaluation Results
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Deflate Bomb



• Zip bombs are well known
• Streams can be compressed
• Viewers must decompress

to display the content

Deflate Bomb
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Deflate Bomb
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Deflate Bomb

4 0 obj
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>>
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----------------

ratio:
1:1
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Deflate Bomb
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Deflate Bomb
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DoS Evaluation Results
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DoS Evaluation Results
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Form Data Leakage



• Idea: victim obtains
modified PDF form

• Attacker silently
exfiltrates data

Form Data Leakage
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DoS Evaluation Results
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Local File Leakage



• Goal: exfiltrate arbitrary files on disk
to attacker by chaining PDF features

Local File Leakage
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DoS Evaluation Results
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Credential Theft



• Offline cracking
– NTLMv2: modern GPU requires 2,5h for eight chars
– NTLMv1, LM: considered broken [Marlinspike2012]

• Pass-the-hash or relay attacks
– Compare [Ochoa2008, Hummel2009]
– Depending on Windows security policy

Credential Theft
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Credential Theft
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DoS Evaluation Results
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Form Modification



• Idea: victim obtains
modified PDF form

• Attacker silently
manipulares data
(e.g., on printing)
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Content Masking
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Content Masking
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Content Masking
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DoS Evaluation Results
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Launch Action



• Launch Action:

• PDF has “code execution by design”

Code Execution
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• Eliminating specification ambiguities
• Resource limitation and sandboxing
• Removing or restricting JavaScript
• Identification of dangerous paths

Countermeasures
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• PDF is a complex format
• Standard is full of pitfalls
• Logic chain RCE in 2020 :)

Conclusion
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Exploits: https://github.com/RUB-NDS/PDF101


