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Agenda
Teil 1 – Einleitung / Motivation

Teil 2 – Live Coding
• Implementierung einer HTTP Library

● Tooling
– Tests
– Dokumentation
– Debugging

● Features
– Ownership & Borrowing
– Algebraische Datentypen
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Eckdaten
• Entstanden bei Mozilla Research

• Stabil

• Kompiliert (LLVM)
• High-performance
• Platform support

• Features
• Ownership & Borrowing (Speichersicherheit)
• Algebraische Datentypen
• ...

• Community-Projekt
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fn equals(&self, other: &Digest) -> bool {
if other.len != self.len {

return false;
}

return memcmp(self.as_ref(), self.as_ref());
}
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Memory Safety (Intuition)
Spatial
• {Stack,Heap}-based buffer overflows
• Out-of-bounds {read,write}

Temporal
• Using uninitialized memory
• Use-after-free
• Double-free
• NULL-pointer dereference
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Memory Safety (Intuition)
Spatial
• {Stack,Heap}-based buffer overflows --> bounds checking
• Out-of-bounds {read,write} --> bounds checking

Temporal
• Using uninitialized memory --> not allowed
• Use-after-free --> Ownership
• Double-free --> Ownership
• NULL-pointer dereference --> Option<T>
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Rust
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Alternativen
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Überblick
Sichere C Dialekte
● Cyclone, Deputy, MISRA-C, ...

Sichere C Implementierungen
● MSVC RTC Compiler, Fail-Safe C, Ccured, FORTIFY_SOURCE, …

Statische Code Analyse
● CodeSonar, Coverity Static Analysis, ...

Testing
● Asan, AFL, libFuzzer, …

Mitigations
● DEP, Stack Canaries, ASLR, CFI, ...



16



17



18



19https://security.googleblog.com/2021/04/rust-in-android-platform.html
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BACKUP
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struct {
  ProposalOrRefType type;
  select (ProposalOrRef.type) {
    case proposal:  Proposal proposal;
    case reference: ProposalRef reference;
  };
} ProposalOrRef;

struct {
  ProposalType proposal_type;
  select (Proposal.proposal_type) {
    case add:    Add;
    case update: Update;
    case remove: Remove;
    case psk:    PreSharedKey;
    ...
  };
} Proposal;

enum ProposalOrRef {
  Proposal(Proposal),
  ProposalRef(ProposalRef),
}

enum Proposal {
  Add(Add),
  Update(Update),
  Remove(Remove),
  Psk(Psk),
  ...
}

Messaging Layer Security Rust Code
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