
Dirk Wetter, 24.4.2025

Testssl.sh: what’s new?
Good things take a while .  
And: what the heck is a KEM and do I need it?
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Agenda

• What the heck is he talking about??? ;-)


• New stuff


• Cool new stuff


• Short Demo


• Future
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One thing upfront 

• testssl.sh is not an OWASP project 
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Whatis . . .

• Testssl.sh is (just) a shell script (25k lines) 

• Checks server side TLS encryption of any service 

• Runs oob everywhere: Linux, macOS/BSDs, WSL 

• Almost zero dependencies 

• Except regular Linux/BSDish system tools 

• Uses bash sockets + OpenSSL/LibreSSL  

•                              , main:  me, David @ NIST 
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News / Changes

• This Tuesday new release (3.2.0), finally!  🎉 

• Old version still used in distros 

• Changelog’s major features:   66   

• ~1628 commits since 3.0      
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https://github.com/testssl/testssl.sh/releases


(copyleft) Dirk Wetter   @  OWASP Hamburg 24.4.2025

New stuff
•  Rating (SSLlabs)  
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New stuff

• Order ciphers +  
    prefs by protocol
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Cool new stuff

• Checks for PQ KEMs (Post-Quantum Key Encapsulation Mechanisms) 

• Now: Mostly DH(E), ECDH(E) (formerly used also RSA) 

• "Forward secrecy": save now, decrypt later 

• Shor algorithm 

• KEM = Public/Private key encapsulated  
• ML KEMs (Kyber with different lengths): MLKEM512 ++ 
• Hybrid Key Agreement KEMs: X25519MLKEM768, SecP256r1MLKEM768 etc
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Cool new stuff
need to wake up again ;)
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https://radar.cloudflare.com/adoption-and-usage?dateRange=52w : 
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https://radar.cloudflare.com/adoption-and-usage?dateRange=52w
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Test your browser @ https://pq.cloudflareresearch.com/ 
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• Firefox  

• Chrome-Derivate 

• Safari

https://pq.cloudflareresearch.com/
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Further stuff

•  Added some vulnerability checks 

• Winshock (very old one) 

• STARTTLS injection (the new one) *) 

• STARTTLS 

• XMPP server 

• LDAP / AD support 

• Sieve 

• TN 3270/telnet (!)
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*) Damian, Fabian, Hanno & Sebastian: https://www.usenix.org/conference/usenixsecurity21/presentation/poddebniak)

https://www.usenix.org/conference/usenixsecurity21/presentation/poddebniak
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Count down to demo -1 ;-)

• Detection of wildcard certificates (+warning) 

• Expiration + bad OCSP status for intermediate certificates 

• TLS 1.3 decrypting server response 

• More new ciphers to test 

• Server signature algorithms list 

• EdDSA (ed25519 + ed448) 

• ML-DSA

14



(copyleft) Dirk Wetter   @  OWASP Hamburg 24.4.2025

Demo
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Outlook (no, not that…)

• Important: 

• Faster 

• QUIC / HTTP/3 (possible?) 

• Pluggable compliance scans 
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Outlook (no, not that…)

• Features 

• DNS HTTP RR (RFC 9460) 

• PR pending 

• MTA STS (RFC 8461), PR pending but WIP 

• DANE / TLSA (DNS-based Authentication of Named Entities) 

• Query Hanno’s badkeys (https://badkeys.info/) 

• IPv6 handling  

• …
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https://badkeys.info/


(copyleft) Dirk Wetter   @  OWASP Hamburg 24.4.2025

Danke

• Contact: dirk at owasp dot org or at testssl dot org, linked.in 


• https://github.com/testssl/testssl.sh/,   mastodon / bluesky


• Slides are CC-BY-SA 4.0                    will be uploaded later

18

Ei
ge

ne
s 

Bi
ld

. W
eg

w
ei

se
r i

n 
Py

re
nä

en
.  

 C
C

-B
Y-

SA
 4

.0
 

http://linked.in
https://github.com/testssl/testssl.sh/
https://infosec.exchange/@testssl
https://bsky.app/profile/testssl.bsky.social
https://www.pexels.com/de-de/foto/kondom-neben-orangenfrucht-5187879/
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