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Short Facts

• Findings: Single Sign-On (SSO) may leak the identity to various 
parties 

• Large-scale study: Hidden privacy leaks are widespread in SSO

• Countermeasures: How to mitigate privacy leaks
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It‘s n
ot a bug, it‘s 

a 

feature!



What is Single Sign-On?

Identity Provider

(IdP)

Relying Party(RP)
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Browser



Initial Context

No session at RP
No login process at RP

Valid session at IdP
Logged in into RP using IdP at least once in the past
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Limitation – Logged in once
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SSO Hidden Logins
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SSO Hidden Logins

• Automatic request to Facebook 

• Automatic response (w/o user's notice) with user's identity

• Single Sign-On was executed!

• More IdPs affected?
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SSO Privacy Leaks
Klassen und Aufbau
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SSO Privacy Leaks

• 3 classes of privacy leaks
• Partial Leak (PL)
• Full Leak (FL)
• Escalated Leak (El)
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Partial 
Leak

Full Leak

Escalated 
Leak

These leaks build up on 

each other



PL: rp.com,

SSO Privacy Leaks

Partial Leak (PL):
• RP identifier
• User's identity

(Cookies, IP, etc.)

Relying Party
(RP)

Identity Provider
(IdP)

User

visits
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PL: rp.com,

SSO Privacy Leaks

Partial Leak (PL):
• RP identifier
• User's identity

(Cookies, IP, etc.)

Relying Party
(RP)

Identity Provider
(IdP)

User

visits
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The IdP learns, which RP the user is visiting



SSO Hidden Login Request Example
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PL: rp.com,

SSO Privacy Leaks

Full Leak (FL):

Identity Provider
(IdP)
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Relying Party
(RP)



PL: rp.com,

SSO Privacy Leaks

Full Leak (FL):
• User's identity
• Personally identifiable 

information (PII)

Identity Provider
(IdP)

FL: 

Relying Party
(RP)
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PL: rp.com,

SSO Privacy Leaks

Full Leak (FL):
• User's identity
• Personally identifiable 

information (PII)

Identity Provider
(IdP)

FL: 

The RP learns the user's identity!
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Relying Party
(RP)



SSO Hidden Login Request Example
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PL: rp.com,

SSO Privacy Leaks

Escalated Leak (EL):

Relying Party
(RP)

Identity Provider
(IdP)

FL: 
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PL: rp.com,

SSO Privacy Leaks

Escalated Leak (EL):
• User's identity

Relying Party
(RP)

Identity Provider
(IdP)

FL: 

Third Parties

EL: 

Third parties learn the user's identity!
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Methodik und Ergebnisse
Wie sind wir vorgegangen?
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Methodology

1. Partial Leaks
• Top 1M Tranco domains
• Searching for hidden SSO requests¹

¹ 11 well known IdPs and generic pattern

PL: rp.com,

20

Index.html

Scan execution:
• Cookie banners have neither been accepted 

nor declined
• Only the start page was analyzed 



Methodology

2.   Full Leaks
• Created fresh IdP accounts
• Scanned all websites with PLs again with

an active IdP session profile

EL: 
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FL: 

3. Escalated Leaks
• Analyzed the HTTP traffic to find privacy

leaks to third parties



Results – Partial Leaks

Facebook: 
43%

Google: 36%

Microsoft: 
2%

WeChat: 0% Others: 19%

Partial leaks
• ~11k partial leaks in total
• ~1k previously unknown IdPs

• shop.app
• auth0.com
• q4inc.com
• newscorpaustralia.com

PL: rp.com,

SDKs are the main reason for 
privacy leaks in SSO
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Results – Partial Leak Categories

13,26%

12,73%

7,05%

6,65%

6,12%

4,64%

4,27%

1,53%

0,60%
0,42%

Online Shopping
Business
Entertainment
General News
Travel
Internet Services
Marketing
Health
Pornography
Dating

PL: rp.com,
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Leak Categories
• Categories vary widely
• Privacy sensible categories

These categories may reveal much 
about problems, fears, needs, and 

attitudes of users. 



Results – Full Leaks

• In total, we analyzed 1,666 RPs and found 922 FLs

FL: 
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Results – Escalated Leaks

Escalated Leaks
• Only 6 websites leaked their tokens to a third party
• Facebook: 4
• Google: 2

EL: 

25

https://example.com?token=secureToken



Countermeasures: How to fix it?

• Opt Out:
• Depends on the implementation of the social login feature

• SSO-Guard
• Browser extension that detects and prevents all SSO privacy leaks
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Countermeasures: How to fix it?
• Opt Out:
• Depends on the implementation of the social login feature

• SSO-Guard
• Browser extension that detects and prevents all SSO privacy leaks

• Federated Credential Management API (FedCM)
• New browser API that enables privacy-preserving SSO
• Fixed 3,379 of 4,023 PLs for Google
• Currently only available in Chromium-based browsers and as an 

experimental feature in Firefox
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Responsible Disclosure
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"We have carefully reviewed your submission 
with the relevant product and engineering teams 
and have determined that it does not qualify as a 

privacy or security concern."

- Facebook

"We've investigated your submission and made the decision 
not to track it as an abuse bug. These requests are essential in 

facilitating users with one-tap sign-in experience."

- Google



Thanks for your attention!

Paper Artifacts
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https://sso-privacy.me

https://sso-privacy.me
https://sso-privacy.me
https://sso-privacy.me


Results – Partial Leaks vs. Tranco
PL: rp.com,
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