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YOU are an Appsec

What is your daily routine

Repositories
Domains
Libraries
Vulnerabilities
Developers

Simply you are Running Scanners and Validating Vuls

e Scanners:
SAST
DAST
SCA
Secrets
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YOU are an Appsec

What is your daily routine

e Repositories = 8000 -
e Domains - 1000 \--—
e Libraries - 10000 ‘ ;
e Vulnerabilities = 10000 j )
e Developers - 300 %; rake your shovel,
e Scanners Findings \?Jé??fork and go for a
SAST - 3000 1
DAST - 2000
SCA - 2000

Secrets = 1000
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Let’s put it everything together
Into one system



Initially we developed it ourselves vl
d OWASP

= Scan Center <> Projects fa Domains @ Hosts ,,/\\ ——
¥ Moscow

R U 2018

Domains W DOMAIN

sovest|

B2 Domains @ Hosts

= Scan Center

Missing Headers . External IP

sovest-test.sovest.com - 195.189.100.20, 195.189.101.20 Scan Center

Projects

<> Projects fa Domains @ Hosts

api-test.sovest.ru - 195.189.101.22, 195.189.100.22

api-partner-test.sovest.ru - 195.189.100.32, 195.189.101.32

. Secure . Medium High
api-test.sovest.com - 195.189.101.22, 195.189.100.22

Wallarm Monitoring Wallarm Block Internal IP External IP

sovest.ru-195.189.101.16, 195.189.100.16

afapi_java - java 2018-02-24 0  afapi.qiwi.com - $3499.qiwi.com - 10.11.43.115

oauth-test.sovest.com - 195.189.100.21, 195.189.101.21 Wallarm: default:monitoring custom:no
! Y External IP: 10.250.32.11

afapi.qiwi.com - $3498.qiwi.com - 10.8.43.127

Nallarm: default:monitoring custom:no
External IP: 10.2
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The main problem - you need to have
programming skills
to support the code, finding bugs, fixing it

.. SO yet another Job



FiInding a better live In
open source 3¢
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What kind of VM tools do you know?

OWASP Li

OOOOOO

DefectDojo — github.com/DefectDojo/django-DefectDojo

Faraday - github.com/infobyte/faraday

Vulnwhisper — github.com/HASecuritySolutions/VulnWhisperer?tab=readme-ov-file
Archery — github.com/archerysec/archerysec

OWASP VM Center - owasp.org/www-project-vulnerability-management-center/

T A
- 00,0 Q /)\>¥ F

31/05/2024


http://github.com/DefectDojo/django-DefectDojo
https://github.com/infobyte/faraday
https://github.com/HASecuritySolutions/VulnWhisperer?tab=readme-ov-file
https://github.com/archerysec/archerysec
https://owasp.org/www-project-vulnerability-management-center/

Problems we faced

® 3 B % D ii ©

E

Very specific and not customizable

B e

B

Not Scanned in 3 Months

- We need own kind of entities

- We need own metrics and dashboards

- We need custom integrations (scanners)
- Writing integrations is a pain

-]
™y
&
P
©

UX is not so useful

pentest_vulnweb

-

- From Engineers to Engineers
- You have to click 5 times just to mark one
vulnerability as a False Positive

Filter By

80

4 Add Vulnerability

Copy Link

Copy Api Call Link

SQL injection Edit JI Open

Cleartext submission of password </span> Tag Web Ul Open
Severity B critical

Status 3 High

Some of them is not highload

saL injection

Cleartext submission of password
Add Comment Medium

B @ i B ol &

- Horizontal scaling not working

Cross-site scripting (reflected) Add Evidence LW
Create Templats Informational

Cross-site scripting (reflected) feate lempuate; nformational
Unclassified

Delete
Cross-site scripting (reflected)

Flash cross-domain policy ttp J Open

®
= - O - IO - - - IO - I - IO -

SQL injection ) eb Ul Open

OWASP Limassol 31/05/2024 Password field with autocomplete enabled

Password field with autocomplete enabled



One day we found d
Unicorn &
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ANd It's name ASPM

Connectors

Explore more connectors

w AppSpiter DAST % Checkmarx Dep Scan SCA

Asoet (2112)

" Snyk SCA o TrivylaC

Dashhboard

Champion Leader Board Control Coverage
Triaged
Defocts

URLs Tested Risk impact

SAST weekly scheduled scan = £ ) (¥ ) Uear

: JUp— FYe
PRI o:

> @ Runscan
/ P oG

0
2

Angolina Vidal (- 16

Pty gt oG

Covered Assets  — Policy

Send Siack Message
Defects Trend
A
SLAViolation Average SLA

Y6
- JO

~science

[v iI@1m |3 |= |

tity
rramework

front-end
Critical Medium

/ASP Lim




nventory of any kind of Assets

Webh Assets Values

Q search ® @ Il columns

Asset (2112) Open Tasks Defects Controls Class Assignee

Observe whole
system

> @ https://jaeger-collectorenso.am 23items 798 @ 43)( 8 4 ( )1 B2 ’\ o

> https//_dccea9f60chaca3s 12 items e 102

Tagging assets by
criticality

> (¥ [enso-emails/:static_file G7items @ 43) 8

@ https://oapi.enso.io 102items @ Member | +1
%ID @ [sfx[track/:number/electronic 3items e 4 4 Dev See totol riSkS
> € nhttps://desklensoio 11items Account | API

@ EnsoTTD 23items

@ ALTerraform ssitems Dev | Seller +1

@ https://studio.enso-records.io 21items Product ' +3

@ account.sample-clientl2.com 900items Product | +3

©
®
=)
®
®
©
®
®
®
o
®

@ https:/joapi.ensoio 102items Dev | Product +3

ASP Lima




for each kind of asset

Web Assets Values

https:/[/jaeger-collectorartlistm/ T &

Q search
Discovered: 02/11/2021 Last scan: 28/11/2021

Asset (2112)

Defects Events Attributes Results of each scan

@ account.sample-clientl2.com 900 itei

All | ThisAsset = Child Assets (ﬁ Export] (+ Atlchcfcct)

€ service 12items

Details of
Defect Asset Source Status Ticket Severity Created V u | n e ra b i I iti e S

Generic Secret det... @ https://desk.artlist.io ” =+ Add Ticket HIGH Vv Dec 30,2019

[emails/:static_file 67items

https://oapi.class.co

Logdj2 RCE throu.. @) httpss//jaeger-collect... TSV-2001 T E (@ Sy access to an y
session 3items G S Set

Azure takeover de... https://_4cce49f6079... D Add Ticket MEDIUM Vv Dec 4, 2019
O JEmailTemplate

Appspec YmI Disc... https://oapi.artgrid.io \/D\SNHSSED v \ TSV-2112 MEDIUM Vv Mar 20,2019
O Jlink/ref/:number/icon s9items

WordPress Core ... https://em4038.artgri.. 4 TSV-1010 Feh 2,2019
0 Japi/User/isEmailExists 54 items

Generic API Key de... & https://_4cce49f6079... CLOSED Vv TSV-1001 MEDIUM Vv Mar 20, 2019
https://desk.bj.io 11items

OAuth token detec... https://em4038.artgri... ) Add Ticket Dec 7,2019
poc.terraform 5sitem:

Insecure directobj.. @) https://studio.art-list.io Add Ticket MEDIUM Vv Feb 2,2019

https://lab.scp.com 21item:




Automate through workflows

Cl Automation - SCA scans for new
PRs on Class A repositories

Generate weekly email report on
SCA Critical defects with SLA
violation

SAST weekly scheduled scan

"New Asset" Slack notification and
security review task assignment

Weekly per-team auto assignment
of top impact tasks

SAST weekly scheduled scan »

|=

"

[m iI@i fu |

IF Active First New Rule

PT scoping and auto-assignment
for a 2-week sprint

Values

No-code automation
- run scans
- change stats

Event triggers




Nice CUSTOM Dashboards!

Values

(28 Dashhoard

Asset Breakdown SAST Control Coverage 5t SLA Trend T & =

Amount

. _— Metrics for
1 - Coverage
- AppSec team
- Dev teams

1,256 "

Repositories
Month

@ Covered @ Non-Covered

Top assets with defects Defect Breakdown with Drill-down i ¢ =

Type Amount

® Add Widget

400 0 = i
v > ritical High Medium

Amount Severity

@ critical O High O Medium O Low
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Pros, Cons, Kudos

- Made by good engineers and specifically AppSecs for AppSec

- Many new features that it will rise day by day
- Startup with $16.5M on 2nd round of investments

- PoC Pilot went very good even with Highload (Hybrid installation)

- Fair price as we are one of the first big customers
- Good support (slack, often meetings, quick response)
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Security tools Never works
out-of-the-box, but it's not a problem

- Spend 100+ m/h to resolve some issues

- created 60+ issues to support

Let me tell a short story..



short fairy tale about Fails

or how to hack yourself =
ﬁml

2. Spend 100+ hours to integrate
unicorn on-prem e

1. Find cyber-unicorn &

3. Create 60+ issues to unicorn-support

4. Believe that in the end unicorn will solve all your
problems!

5. Receive news that cyber-wolves
ate your unicorn @&

OWASP Limassol 31/05/2024



SO, what happened?

Ql - We started integrating ASPM
Q3 - Big company bought ASPM startup

Q4 - Big company discontinued ASPM
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SO, | have to say to wolves




Unexpected solution
and follow the €

OWASP Limassol 31/05/2024
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User: | need something to visualize tables in database
change data on a flight
ouild charts and dashboard
and it should be open source..

../ minutes after...

Al Use Headless-CMS

OWASP Limassol 31/05/2024



NO-Code Headless CMS solutions

Monospace
&, Customers Q
Articles

First Name Last Name Visits Date Created
Customers

Keri Guzman 636 just now

Languages

ations Heather Robles n

Mailing List Olie Padilla Welcome

e making ) Ir projec

Marina Numbers L e are giving our best to improve the prc

Metrics

Services Enrique Numbers

Support Tickets Leonor Prefix

Read the documentation Join the community

SO TataTer
Dorothy Suffix
My Draft Articles

SEE OUR ROAD MAP [

Code example
earn by testing real projec ped b ommunit OGimuh ) piscord

@ Reddit W Twitter
Tutorial Bl siog D Forum
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No-code Headless CMS

* strapi
g. BUdibase githUb.Com/strapi/stropi

github.com/budibase/budibase
github.com/appsmithorg/appsmith

github.com/directus/directus



http://github.com/appsmithorg/appsmith

ASPM based on Headless CMS

€ Data Model Q @ °

Data Model

Access Control X
repository

Flows
Schema

¥ defect @ Defects (repository)

Settings Relationship

@ web_assets Field
Appearance

Interface This Collection Related Collection
Bookmarks @ containers

Display
Translations
-O- commits Validation

Marketplace Beta Conditions - repository
§ developer

Extensions

Sort Field

Report Bug

Request Feature

Relational Triggers
On Deselect of defect...

Nullify the repository field

On Delete of repository...

Nullify the repository field




Customizable assets

% SAST Vuln R c Views and bookmar

EI Repository

Active Filters

Source Severity Status Summary
fg Trust.env

& Defect shiftleft © open Weak Hash: Usage of Weak Cryptographic Hash Function in “CacheHandler] BGtCh u pdote

@ laC shiftleft © open Weak Hash: Usage of Weak Cryptographic Hash Function in “create_mock_

[F] oss vuln

shiftleft ® open Invalid Certificate Validation: Certificate Validation is Disabled in "newDB"
SAST Vuln

\ill Secrets shiftleft © open Invalid Certificate Validation: Certificate Validation is Disabled in "getJWTP4
@ web

shiftleft © open Log Forging: Attacker-controlled Data is Written Directly to Log via 't in "Ad
@ Web Assets

C\ Last Created shiftleft © open Log Forging: Attacker-controlled Data is Written Directly to Log via
@ Containers
) shiftleft © open Log Forging: Attacker-controlled Data is Written Directly to Log via ‘r’ i
G} Last created

-O- Commits shiftleft ® open Log Forging: Attacker-controlled Data is Written Directly to Log via

G} Last commits : . s . . R
. shiftleft © open Log Forging: Attacker-controlled Data is Written Directly to Log via

25 Developer

i ccans shiftleft © open Log Forging: Attacker-controlled Data is Written Directly to Log via *
i

shiftleft © open Log Forging: Attacker-controlled Data is Written Directly to Log via ‘r’ i

shiftleft © open Log Forging: Attacker-controlled Data is Written Directly to Log via *




Dashboards - yes, they are custom!

P ASPM

[il] AppSec

@ AppSec M D ag’'n'Drop widgets
]

'_91 Trust.env @ Vulns in last 7 days 0SS Vulns Repositories Secrets Comnmitters last 90 days

9,941 3,718 5,745 742 PR AQgregations

Defects 0SS Vulns SAST Vulns

Filters

& New vulnerabilities Last scans

_—

@ Last 10 discovered domains #| Last 10 discovered containers

about 23 hours ago | www.extechtrade.com 3 months ago | registr 2/csi-node-driver-registrar

about 23 hours ago | www.extechstation.com 3 months ago | registr 2-tools:v0.1.88

about 23 hours ago } www.extechsite.tech 3 months ago \ registr rrored-k8s-dns-node-cache

about 23 hours ago | www.extechsite.com 3 months ago | registr rrored-coreos-etcd:v3.5.4

# New Vulnerabilities

| Cnr Anvn ss ot iaibnd: ennid atrnnm sone ko siamcanminoousniniecssa 1 IOVIE-ANDD_A A A0 bt llavid amiiannan anminidlaua AND2_2099E




Workflows

CRON and Webhooks

Data Model

Access Control

Name Description Dr(]g'n'd I’Op ﬂOW

Active CRON - Aggregate Develop...

1 . i
SEHIER 5 Active CRON - Containers Loader Loads list of deployed containers through Sp... C u Sto m J S eXte n SIO n s

Appearance

Flows

Active CRON - Gitlab Loader Loads Gitlab repos by cron
Bookmarks

Translations ¥ Active CRON - Shiftleft Loader Loads ShiftLeft scan results

Marketplace Beta Active CRON - Webassets

< Test Webhook ¢

Extensions Active Manual - Container Loader

Report Bug Active Manual - Gitlab Loader
® Trigger =% Condit G3 Log to Console

Request Feature
Active Manual - Shiftleft Loader Webhook (® Check Auth ® Allowed

Method Condition Rules Message
Active Manual - Webassets
URL
Active Update - Shiftleft hook

Active Webhook - Gitleaks

Active Webhook - Nuclei ® Active

Active Webhook - Trivy

Active Webhook - Trufflehog Denied

Message
Active Webhook-trufflehog2

@
5
8
£
3

ASP Lima




Extensions

. [ ai-release-summary-loader
do Extensions Y

[ defect-writer
Data Model T i
[ display-multiline
Access Control 33: Bundles [) example-loader-template

flow-scripts
Flows

directus-extension-asmp-bundle 0.0.18 [ gitlab-loader
@ api.ts
@ app.ts
@ gitlab-client.ts

Bookmarks & models.ts

Settings

Appearance web-assets-loader

table-selector [ nuclei-loader
Translations - . <
[ repository-display
[ repository-url-to-name
| shiftleft-loader
[ splunk-loader
defect-writer [ table-selector

[ web-assets-loader

Marketplace Beta display-multiline

Extensions

Report Bug

Request Feature gitlab-loader

splunk-loader

shiftleft-loader

repository-url-to-name

repository-display

ai-release-summary-loader




Fven Custom styles

Using Built-in styles Writing custom component

Custom CSS <templates
<div class="text-multiline" v-html="formattedValue"></div>
.metric-bar { </template>

min-width:
<script>

}
.v-list-item-content .render-template { 1+ us Ivan Elkin *
white-space: pre-wrap!important; export default {

}
.links .v-list-item-content { preps: &
X L K value: {

height: initial!important; ;
X type: String,
I X . . default: null,
.v-list-item-content .datetime { }

color: var(--theme--primary); }

computed: {
formattedvalue() {
return this.value.replace(
ue: /([A-Z]+-\d+) /g,
replaceValue: '<a href="https://jira.exness.io/browse/$1" target="_blank">$1</a>"

</script>

[ display-multiline
¥ display.vue

@ index.ts
@& shims.d.ts
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Profit comparison

Self developed Open Source Vendor Headless CMS
Time to first start | Very Slow Fast Fast / Slow Medium
Customization | 100% 50% Very Low ? 80%
Customization speed | Slow Slow Medium ? Very Fast
Support | Slow Very Slow Very Fast Fast
Integrations | Any Any but Limited Limited Any

*In My humble opinion
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PS.  Hacking the marketing
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Google

N CrowdStrike

https://www.crowdstrike.com » cloud-security » applicati...

What is Application Security Posture Management (ASPM)?

ASPM is the holistic process of evaluating, managing, and enhancing the security stance of an

P.S Hacking the marketing

organization's custom applications.

G Gartner

https://www.gartner.com » reviews » market » applicati...

Application Security Posture Management (ASPM) Tools
Application security posture management (ASPM) tools continuously manage application risk
through collection, analysis and prioritization of security issues ...

ArmorCode
https://www.armorcode.com » learning-center » what-is...

. What is Application Security Posture Management (ASPM)?
Wh Ot IS G n AS M P? ASPM unifies testing, ticketing, CI/CD, and other development tools to create holistic visibility

J ust yet G nother Buzzword that COSt Ii ke O n O i rplO ne into the security posture of applications, prioritize findings ...

u Synopsys
https://www.synopsys.com > glossary » what-is-applicati...
Application Security Posture Management

Application security posture management (ASPM) is a holistic approach to application
security (AppSec) that provides a single source of truth to identify, ...

. Check Point Software
https://www.checkpoint.com » Secure The Cloud

What is Application Security Posture Management (ASPM)?

Application security posture management (ASPM) helps to scale and enhance AppSec programs
through automation. ASPM solutions automatically identify applications ...

Cycode
@ Y

https://cycode.com » blog » application-security-posture-...

What Is Application Security Posture Management (ASPM)?

OWASP Limassol 31/05/2024
fos/ 2 Nov 2023 — Application Security Posture Management (ASPM) detects, correlates,

prioritizes, and remediates security vulnerabilities across the SDLC.




1. What we achieved
N General

ApplieaﬂonSecuﬂty
| e g o e tort 7 Essential Components for ASPM ==
k SS? Iscovery an . kRedl-time monitoring (App]ication Security Posture -
inventory Management) Jit
2. Risk assessment 6. No-Code Automation
Traditional
Category AppSec

Manage and scale an :;;:Ztions Orchestrate and mz:iatiftahzd

3. Scanners Orchestration 7. Compliance Monitoring Pupose  hopsesprograw 2% against e U™ securityof cloud
vulnerabilities environments
Provides holistic visibility Siigarilies
into the app environment Enhances app . Identifies and
, . . Benefits to enable effective risk security against secum}y d mitigates cloud

4. ReportS Ond DOSthO rdS 8. It S nOt JUSt a SeCurlty tOO| management and threats operations an security risks

S responses
remediation

. Embedded in app _ Cloud
. On-premises and cloud- Organization- X
Integrations X development i infrastructure and
based environments K wide deployment R
lifecycle services
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2. De-duplication is not a feature

Project: RiskAssessment @

= Scans 2] Imports FY Vulnerabilities [ Asvs (] Files B Images ) SBOM {& Setting
Dashboard

Vulnerabilities are already de-duplicated so
that you can start to triage!

AppSe AppSec Duplicates (K ChangeView: B ‘= =

Products m
Total: 721 n PerPage: 15 m

Projects & Products ~

Projects
Project Mgmt. Issue D Vulnerability Name Branch Status Scanner Severity cvss First Seen &
Scans i eec3e  Blocklisted import crypto/md5: weak cryptographic primitive master Recurrent ] 802 17 May 2023 )
Vuinerabilities ° 778fa Blocklisted import crypto/md5: weak cryptographic primitive master Recurrent X 6.0 2 17 May 2023 B
SBOM 2 = [

3 eec3c  Use of weak cryptographic primitive master Recurrent ¥ Critical Vv 100 2 17 May 2023 (]
Users & Teams - i

o 778f8 Blocklisted import crypto/mdS: weak cryptographic primitive master Recurrent T 6.0 2 17 May 2023 B
Automation .

o 4203d Use of weak cryptographic primitive master Recurrent ¥ 6.0 2 17 May 2023 B
Integrations

o ba664  GHSA-x4jg-mjrx-434g | node-forge:0.10.0 master New ( 302 16 May 2023 B
Demo Hub

o ba662 CVE-2022-24771 | node-forge:0.10.0 master New ( 1002 16 May 2023 B]

) Suppression Requests o 38393  CVE-2022-24773 | node-forge:0.10.0 master New G 302 16May 2023 [

Documentation o 38391 GHSA-cfm4-qjh2-4765 | node-forge:0.10.0 master New ( 752 16 May 2023 B]



2. De-duplication is not a feature

In most cases de-duplication can be done by
creating unique ID, based on Vulnerability
META-information

sha256 ( + + + ) [0:31]

( "tfg " + sha256( + + )) [0:31]

( "dast " + sha256( + + )) [0:31]
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3. Feature requests & Support

Sometimes is easier to help yourself Csre

[ ai-release-summary-loader
[ defect-writer
[ display-multiline
[ example-loader-template
[ flow-scripts
[ gitlab-loader

No need to wait several month until vendor will add a requested © api.ts

feature to product. ® app.ts
& gitlab-client.ts

i models.ts
[ nuclei-loader

You can write a feature by your hands,

. - [ repository-display
even if you are not a professional developer [ repository-url-to-name
[ shiftleft-loader

[ splunk-loader
[ table-selector
[ web-assets-loader
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4. \We have Al

Also is a kind of marketing to sell you an Al

Breaking news!

May 28, 2024 4:51PM - Payments-Platform - Ethereum - Ethereum-Approver
1. Devtools (uv + ruff) updated under NOTASK.

Su mmad r|Z|ng of 2. Pydantic upgraded from version 1 to version 2 for CRYPTO-4806.
yesterdqy Comm|ts to get May 28, 2024 4:51PM - Payments-Platform - Crypto - Crypto-Addresses

. 1. Implemented support for different corporate addresses based on countries (CRYPTO-4656).
IOteSt Nnews per prOJeCt 2. Upgraded Pydantic from version 1to 2 (CRYPTO-4615).

3. Added a new load balancer IP address for the production environment cluster (RE-2654).

4. Introduced a new bff key for handling GET requests to /assigned-addresses (CEX-7149).

Everyone have own Al ;)

May 29, 2024 11:00AM - Payments-Platform - Crypto - Crypto-Addresses
1. Added bff key for GET /assigned-addresses in payments-platform/crypto/crypto-addresses.

May 28, 2024 4:51PM - Payments-Platform - Tron - Tron-Approver
1. Implemented check and sign functionality for TRX outgoing transfer in payments-platform/tron/tron-approver to address
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] README

0. POC for you

Directus-ASPM-PoC

- Linked models (Defects, Repositories...)
- Dashboard
- Workflows and Extensions

- Github Loader

- Nuclei

- SemGrep

- Trufflehog

github.com/vankyver/directus-aspm-poc

Proof of Concept for building Application Security Posture Management (ASPM) based on Directus Headless-
CMS.

% Running

docker-compose up

use following credentials to login to Directus:

OWASP Limassol 31/05/2024 email: admin@example.com
password: dlr3ctu5




The END - Morale

Sec tools won’t work out-of-the-box
- All the companies are unique (because of technology stack)

You need ability to develop it by yourself
- You have to adjust security tools to your needs [ team | company

Think out of the box
- Don't use only what market gives you

Use new technologies
- No Code
- Al
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PPS Remember!

There are a lot of cool
Open Source tools nowadays

But there is a Big Company
lbehind the each Big Open Source
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ivan.elkin@exness.com

Thank you!

@vankyver

exXNessS


mailto:ivan.elkin@exness.com

