
DSOMM from Theory 
to Enforcement
OWASP DevSecOps Maturity Model 

Raz Probstein, Solution Engineer at Jit
August 3rd, 2023



I’m Raz Probstein

Solution Engineer at Jit 
Continuous Security Platform for Developers

Developer, Tech, Security, BioTech Advocate



DSOMM from Theory to Enforcement

● Security Maturity Models - Overview and 
Background

● What is DSOMM?
● Operationalizing DSOMM
● Automated Continuous Security Approach 
● Q/A

OWASP Devsecops Maturity Model
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Leading Security Maturity Models
Why we like DSOMM at Jit?

Automation & Tooling

DSOMM can be integrated 
with technology and tools 
to support automated 
assessment and tracking

Stakeholder Value

DSOMM provides value to 
company across leadership, 
team leads, developers and 
external stakeholders 

`

Open Source

We value open source tools 
and processes and Jit as a 
source for consistently 
maintained and independent 
resources

Developer Owned

As an elite / high performing 
development team, we need 
a maturity framework that 
aligns with our  
organizational approach



What is DSOMM?

Focused on Security & DevOps 
Strategies

Based on need for Security 
Prioritization for Developers

OWASP DevSecOps Maturity Model

Developed by Timo Pagel in 2017
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What is DSOMM?
OWASP Devsecops Maturity Model

Dimensions

Build & Deployment

Culture & Organization

Implementation

Information Gathering

Test & Verification



What is DSOMM?
OWASP Devsecops Maturity Model

Provides mapping to 
ISO 27001 controls 
and requirements 



What is DSOMM?

Each Dimension provides a 
sub-dimension with (up to) four 
distinct maturity levels to assess 
and track maturity across your 
DevSecOps lifecycle

OWASP Devsecops Maturity Model



What is DSOMM?

Alive?

OWASP Devsecops Maturity Model



Operationalizing DSOMM
Automation focus areas from DSOMM

With the excellent open source 
tooling available today  the 
following technical dimensions 
of DSOMM can be practically 
enabled and even automated 
quickly

Dimension Sub-Dimension

Implementation Application Hardening

Implementation Development & Source Control

Test & Verification Application Tests

Test & Verification Consolidation



Operationalizing DSOMM
Implementation - Application Hardening

DSOMM provides the following maturity levels for application 
hardening both for software development and supplier security:
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Operationalizing DSOMM

Maturity Level 1 - Consider security explicitly during the 
software requirements process

Functional & Organization Security Requirements:
1. Scan Code Dependencies for Vulnerabilities:

Implementation - Application Hardening

Risk
Security 

Requirements
Security

Tools Tests



Operationalizing DSOMM

Let’s automate 
implementation of 
DSOMM maturity 
levels using OSS 
security tools! 
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Trivy

Bandit

Gosec

Kubescape
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Maturity Level 1 - Consider security explicitly during the 
software requirements process

a. OSV-Scanner: Python, PHP
b. Nancy: Go
c. npm-audit: Javascript, Typescript, Node JS
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Risk
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Operationalizing DSOMM

Maturity Level 1 - Consider security explicitly during the 
software requirements process

Scan Code for Hard-Coded Secrets: 
a. GitLeaks: Supports multiple languages

Implementation - Application Hardening

Risk
Security 

Requirements
Security

Tools Tests
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Maturity Level 2

Increase granularity of security requirements derived from 
business logic and known risks
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Maturity Level 2

Increase granularity of security requirements derived from 
business logic and known risks

Software Requirements: Structured security requirements are available and 
utilized by developer teams

Supplier Requirements: Build security into supplier agreements in order to 
ensure compliance with organizational requirements 

Implementation - Application Hardening

Risk
Security 
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Operationalizing DSOMM

Maturity Level 3

Mandate security requirements for all software projects and third 
party dependencies

Software Requirements: Build a requirements framework for product teams 
to utilize 
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Operationalizing DSOMM

Maturity Level 3

Mandate security requirements for all software projects and third 
party dependencies

Software Requirements: Build a requirements framework for product teams 
to utilize 

Supplier Requirements: Ensure proper security coverage for external 
suppliers by providing clear objectives

  

Implementation - Application Hardening

Risk
Security 

Requirements
Security

Tools Tests



Operationalizing DSOMM

Yayyy! 
Our first sub-dimension is 

completed!



Operationalizing DSOMM

Maturity Level 1 - Source Control Protection & Versioning

● SCM implementation through GitHub 

Maturity Level 2 & 3 - Pre-Commit checks and validations

● Enable code scans from Application Hardening sub-domain and enable / 
enforce Branch Protection

Maturity Level 4 - Local development linting & style checks performed

● Require developers to install and run linter on local IDE 
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Maturity Level 4 - Local development 
linting & style checks performed

Implementation - Development & Source Control
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Operationalizing DSOMM

Scan Your Infrastructure: 

a. Containers / Kubernetes: Trivy / Kubescape
b. Cloud + Infrastructure as Code: Prowler / Kics

Implementation - Infrastructure Hardening

Risk
Security 

Requirements
Security

Tools Tests



Operationalizing DSOMM

Maturity Level 1 - N/A

Maturity Level 2  - Security unit tests 
for important components

Tests & Verification - Application Tests
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Operationalizing DSOMM

Maturity Level 1 - N/A

Maturity Level 2  - Security unit tests 
for important components

Maturity Level 3 - Security 
integration tests for important 
components

Maturity Level 4 - High coverage of 
security related module and 
integration tests, smoke test

Tests & Verification - Application Tests
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defects with severity high or higher
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Operationalizing DSOMM

Definition of quality gates, Simple false 
positive treatment, Treatment of 
defects with severity high or higher

● Implement and enforce code, 
infrastructure, pipeline and 3rd party scans 
for each PR (Pull Request)

● Implement Branch Protection to require 
approvals prior to PR merge

● False positive review process
● Triage of all “highs”

Tests & Verification - Consolidation

Maturity Level 1 



Operationalizing DSOMM

Simple visualization of defects

Dashboard and reports of 
vulnerability backlog and 
vulnerabilities per PR

Tests & Verification - Consolidation

Maturity Level 1 

Maturity Level 2 
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Integration of vulnerability issues into 
the development process, Treatment of 
defects with moderate severity, Usage 
of a vulnerability management system

● Triage of all “moderates” and “highs”
● Tracking, managing and reporting on 

vulnerabilities 
● Vulnerabilities as part of the development 

process
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Reproducible defect tickets, Treatment 
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Advanced visualization of defects, 
Reproducible defect tickets, Treatment 
of all defects

● Detailed vulnerability metrics w/ root 
causes 

● Triage of all “lows”, “moderates” and “highs”

Operationalizing DSOMM
Tests & Verification - Consolidation

Maturity Level 4

Maturity Level 1 

Maturity Level 2 

Maturity Level 3 

ACHIEVEMENT UNLOCKED
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What’s Next?



Taking it to the next level: Jit

Dev-native experience using PR comments

Automating security plans using OSS security tools orchestration 

Prioritize findings per PR to tackle the most 
pressing issues “Just in Time”!



Thank you
Intrigued? Available now at jit.io

Questions? Contact me at raz@jit.io



https://forms.gle/uMZXPejZHcPW2j
jQA 

Scan This !

Win Airpods 3!!!

RAFFLE!

RAFFLE!


