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https://www.owasp.org/index.php/London#Thursday.2C_28th_July_2016_.28Central_London.29

Typical discussions...
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Same problem in 2018! . .
. ' Security requirements appear (dark

magic!) when project is almost finished

No clear view on the security risk of a specific build or
release

Security testing tools!
Lots of tools!! And reports!!!

Short memory! Tools get easily forgotten or abandoned...
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Security Testing Tools
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Velnerabuly Scanners

Link HERE

SAST list HERE

DAST list HERE

Dependency Checking
Tools list HERE

Container Security tools
HERE

Google list HERE

Others HERE
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http://apps.testinsane.com/mindmaps/Tag/hacking%20tools
https://www.owasp.org/index.php/Source_Code_Analysis_Tools
https://www.owasp.org/index.php/Category:Vulnerability_Scanning_Tools
https://www.peerlyst.com/posts/a-list-of-tools-used-to-manage-third-party-library-dependencies-and-vulnerability-identification-peerlyst
https://sysdig.com/blog/20-docker-security-tools/
http://maps.google.co.nz/intl/en/about/appsecurity/tools/
https://xebialabs.com/the-ultimate-devops-tool-chest/security/
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|Automation & centralisation of application security testing

|Risk based approach to application delivery & deployment

|Security Champions process and responsibilities




Lots!!!

OWASP AppSec Pipeline OWASP OWTF OWASP Defect Dojo

c— OWASP Israel
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https://www.owasp.org/index.php/OWASP_AppSec_Pipeline
https://www.owasp.org/index.php/OWASP_OWTF#tab=Main
https://www.owasp.org/index.php/OWASP_DefectDojo_Project
http://files.asset.microfocus.com/4aa6-8302/en/4aa6-8302.pdf
https://www.sans.org/reading-room/whitepapers/critical/continuous-security-implementing-critical-controls-devops-environment-36552
http://mattboegner.com/secure_cicd_pipeline_2/
https://docs.microsoft.com/en-us/vsts/articles/security-validation-cicd-pipeline?view=vsts
https://www.ncsc.gov.uk/guidance/continually-test-your-security
https://www.securify.nl/blog/SFY20150303/automating-security-tests-using-owasp-zap-and-jenkins.html
https://www.owasp.org/images/e/ea/OWASPIL-2017-04-03_Automated-tests-ZAP-Webdriverio_OmerLeviHevroni.pdf
https://www.continuumsecurity.net/bdd-security/
https://denimgroup.com/resources/blog/2016/12/effective-application-security-testing-in-devops-pipelines/
https://2015.appsec.eu/wp-content/uploads/2015/09/owasp-appseceu2015-schneider.pdf
http://cdn2.hubspot.net/hubfs/203759/docs/WPhandbook0616.pdf
http://shop.oreilly.com/product/0636920045106.do
https://www.youtube.com/watch?v=fPdYBoW4g9Q
https://www.youtube.com/watch?v=3k922FTnGb8
https://www.owasp.org/index.php/OWASP_AppSec_Pipeline
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direct-debit-manager £ )

. - #912triggered by remote trigger changes by Nikos Savvidis started 5 days ago
- Total build time: 10 min 52 sec

Changes:
1698e456796d8be2e 1e43M0dedae6463358e19df  Nikos Sawvidis  Turning onboarding creditor verification flow off again.

BUILD DEV QA
build deploy oS deploy
S days ago S min 22 sec S days ago 1 min 47 sec
Total Fallures Ski
bped DDM Security Testing
740 O 3

DDM Threadfix Security Policy Check
Wamings  High Normal Low

Checkstyle
FindBugs
PMD
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Execute ThreadFix Scan Agent scan

Application: Payments-BankingPayments - direct-debit-manager

Scan Type: OWASP Zed Attack Proxy

2. How does Threadfix receive results
Publish ThreadFix Scan

4. How we inform

Slack Notifications
. _ Teams and Applications  Payments-BankingPayments - direct-debit-manager
Notify Build Start U
The available teams with their applications on the ThreadFix server
Notify Aborted O .
3. Check my policy
Notify Failure 4 @ Joning N 1744 Build
fortify-direct-debit-manager - 8436 Success after 30
Notify Not Built O min {Open) R
Job running all applicable security tests. URL VR R TERY BOORC 0N/ 1 POR Y STa0SES Tagey =
If successful then moving to ThreadFix security policy
Notify Success v check for this project. HTTP Mo oET
fortify-direct-debit-manager- Kprone S8l Sors? Yes o No
Nonfy Unstable O threadfixsecuritypolicycheck - 8370 Success after 0.58
sec (Open)
. i Check if your build is complant with the ThreadFix
Notify Regression U security policy foe this project
If yes, then you're good 1o 2o, if no then a Security

Notify Back To Normal () CORMUFOR S Chch Fmncri e, D l_lJ H S p

Dpan Wed Rpplcation
Security Project




authserver Acton~
Policy Status

Name

CHLM

XSS

CHLW

CSRF

SQL Ingection
Injection

CH

C O | D /threadfix/rest/applications/15/policyStatuses?apiKey

~ {Tmessage”:"T,"success"true, "responseCode”: -1, "object™: [{"id":30, "passing”:true,"statusl
service”,"lastEvaluated™ 1521221063000, “policy™ :{"name™: "CHLM" , "filterName™ : "OLM™ , "id":1
service”,"lastEvaluated™: 1521221063000, “policy™ : {"name™: "X55", “filterName ™ : “XSS-filter™,~
{Tid":37, "passing” :true, "statuslastChanged™: 1511952021000, "name" : "integration-service”,"1
{"1d":52,"passing”true, "statusLastChanged™: 1503393905002, "name" : "integration-service”,"1
{"1d":84,"passing”:true, “statusLastChanged™: 1503394302000, “name” : “integration-service” "1
Injection”,"§d™:5}},{"id":68, " passing”:true,"statuslastChanged™: 1503394233000, "name™ : " int
{"name"”:"Injection™,"filterName" :"Injection”,"id":6}},{"1d":135, passing” :true, “statusLas
service”,"lastEvaluated™:15232385615000, “policy” : {"name": "CH" ,“filterName" : "CH","1d":8}}]})

Filter Name Status

CHLM
XSS-filter
CHLW PASS

CSRF
SQL Injection
Injection
CH
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“ What is best for you and your businesses’ appetite?

Get a DevSecOps team to build and maintain toolz&stuff for you £££

OWASP project (Pipelines?) to support all free tool inputs into one central repo

(Somehow) work with commercial tool providers to support that

Inspire and empower your Security Champions
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$¥ DEVELOPERS MAINLY - SINCE THEY WERE THE
ONES WHO CREATED THE BUGS IN THE FIRST PLACE
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