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 Networking, pizza and beer

* Welcome and OWASP Update - Sam Stepanyan & Sherif Mansour
e OWASP ZAP Jenkins Plugin Demo & Walkthrough - Goran Sarenkapa

* PCl-The View From The Bridge - Jeremy King

. break —— beer—pizza -
 JSON Hijacking - Gareth Hayes

 myBBC Security Council - What It Means To You - Shane
Kelly

* Networking & Beer



London Chapter
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The Open Web Application Security Project

Chapter Leaders:

* Sam Stepanyan (@securestep9)

e Sherif Mansour (@kerberosmansour)

Keeping In Touch:

» Join the OWASP London mailing list

» Follow @OWASPLondon on Twitter

» “Like” OWASPLondon on Facebook

» Subscribe to OWASPLondon Channel on YouTube
» Chat with #chapter-london team owasp.Slack.com



http://owasp.slack.com

OWASP

The Open Web Application Security Project

* We are a Global not-for-profit charitable
organisation

* Focused on improving the security of software
 VVendor-Neutral Community

* Collective Wisdom of the Best Minds in
Application Security Worldwide

* Provide free tools, guidance, documentation
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We are all VOLUNTEERS! (45,000 worldwide)
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Membership

Home
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% [ global strategic group

fiware powers the workd, but Insecure sofware threatens safety, trust. and economic growth. The Open Web Appication Security Project (OWAS
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community 10 remain vendor neutral with the collecive wisdom of the best ndvidual minds In AP PICIC

Your individual and corporate membership powers the organization and helps us serve the mission @, Please consider becoming an OWASP member today!
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Not sure If you are a current member? Member Direclory &
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Questions about OWASP Membership? MEMBERSHIP FAQ
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Care to se¢ our global membership demographics? Membership Demographks as o
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Thanks to our sponsors! It is Thanksgiving!

Chapter Sponsors

The following are the list of OWASP Corporate Members who have generously aligned themselves with the London chapter, therefore contributing funds 1o our
chapter:

@ DIGITALS AM w ﬂetsparker

ent

VERACODE ThoughtWorks @ 1vironment:

Interact in the Digital World

Meeting Sponsors

The following is the list of organisations who have generously provided us with space for London chapter meetings:

Skype

% Expedia‘”‘ eMIric
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Contributing Members

OWASP Corporate Members

These corporate members support OWASP at the $5,000 USD level annually

Mmacunetix G

() BLackouck leckhat
oenimmiGroup () edpescan
GoSecure @H0OTHAM
G ment Johnson ))I('
Controls
@ £ oneconsult’
@ prevoty  protiviti
@Secur‘rty Compass :5§§ SCSK
a \
N7 Synack SYIOPSYS
VERACODE )\ WhlteHat

. SECURITY

R ASTECH

--------

ASPECT)

P e R ]

ac DNetWOﬂ(S

dagon

@ el.zarnSecunty EY -

(|sc)

scran MO::}I\PP
e oemiv
W@ ORakuten
\S CHUBERG ¢ ﬂ -
PHILIS o
ThoughtWorks: 'A Trustwave

mart secunty on cemand

{\ AUTODESK

J4 CHECKMARX

FICO

® IMIPERWVA

nOISPf

= Sonatype
y

F:ERTINET

Infarmation
Builders

T\ NETSUITE

Panasonic
sfore

v Symantec.

s



Premier I\/IemberAs
OWASP

The Open Web Application Security Project

Premier members
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AppSec Europe 20A17
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& https /2017 . appsec.ou

OWRSP
Applec TU
Belfast
May 2007

Register Sponsors « Submit « Belfast
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KEY CONFERENCE

TRAININGS AND CONFERENCE VENUE
Discover the capital of Northern Ireland OWASP AppSec Europe is the leading gathering in

Combine exceptional trainings in application
web application security.

security topics with a great conference

8-12 May 2017, Belfast
Northern Ireland
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C (@ visitbelfast.com/corporat

VISt
BelfaSt AppSecEurope 2017

- Call For Papers is

proposals!

Visit Belfast » Corporate » News » Cyber Security Experts Choose Belfast for 2017 Conference

Cyber Security Experts Choose Belfast for 2017
Conference

4 July 2016

OUIRASKH
AppSec EU

F Belfast

May 2017
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OWASP:MiddleEast 3-4 May 2047

OWASP
1e Open Web Application Security Project -

C @ 2017.owasp.me

) OWASP
HOME DUBAI1 CONFERENCE & TRAININGS VISIT EXHIBIT SPON
DMIDDLE EAST 7

03 )4 OWASP Middle East
Cyber Security Conference 2017/
b MAY 20]7 Dubai, United Arab Emirates

R % RN
M|ddle East S Largest Ever Cyber Security Conference

1000 \ [ 30 50+

~ PARTICIPANTS SPEAKERS EXHIBITORS
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BeNeLux OWASP Day 2016-2

| : ! —J—N

BeNol.lJ ‘;‘--
ny

OWASP
Day 2016

Iiormaon Mopntrator Verve Trasrsrgday Corderercedey Soowl Evert

Confirmed speakers Conference

Ban Prerwel » Qogry sryrde. The Future of Secusty

Yorich Moster - The State of Secumty of WordPrems (phugns)

Qarvel Kater > Mardiing of Securty Negurements n Sofware Developmens Lifecycle
Setwesian Loy » Saxiorryg Arguas JS Aqin aturs

Zalcaria Rachid > Tap )

Qw0 ircalza > Secturing Androwd Apphcetions

Crarcat) Pelegree » Comgresson Bovdm Save Raca

Tom Van Goetherr > Swalng Secrets Srough Browser-based Sce-chamel Alacka

OWASP BeNelux conference Is free, but registration Is required!

OWASP BeNelLux Days
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Fead View sowrte View

November 24-25, 2016

Leuven, Belgium



28-29 November Darmstadit
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German OWASP Day 2016

frecte)

1 Restplitre worden Gber dess Wartelste vergeben
2 Ceman OWASP Day 2016 / Deutschar OWASP-Tag 2016
3 Call For Presectations
4 Unsane Sponsonen
5 Sponscnng
8 Wann « Wo

6.1 Konferenzon

6.2 Vorabendveransiaitung
7 Programm
8 Talks und Abstracts

8.1 Koynote: CariT Secusty: Facng informaton Security Throats
9 Onine-Regarierung / Entrmsprese

0.1 Es and rur noch Restplatze UDer Sese Wianelste veriigbar
10 Organsason
11 Hash Iag
12 Scoal Meoda Reaponse

Restplitze werden Uber diese Warteliste » vergeben.

German OWASP Day 2016 / Deutscher OWASP-Tag 2016

Auch dieses Jahr richiet das German Chapler des Open Web Appication Security Project (OWASP) wieder ihee nationale
OWASP-Konferenz aus - zum achien Mal. Der German OWASP Day ist die wichtigste, unabhdngige und nicht-kommaerziele Konderenz in Deutschland zur Sicherheit von Anwendungen. Er findet am
29. November.2016 in Darmstact statt. Am Vorabend sind alle Tedlnehmer und Sprecher in die Weststadtbar (www.westsiadt de #) zum Networken und fachichen Austausch eingeladen

Die Konteronz richiet sich primér an ein doutschsprachiges Publicum; de Kontorenzsprache ist Deutsch. Die Zieigruppe sind Emwicider, [T-Sicherheitsverantwortiche, DV-Letar und die idassische "security crowd”. Der

German OWASP Day 2016 ist eine Security-Konlorenz mit Fachvortrgen zu sicherer Ertwicklung. Botriod, Tost und Managoement im Umfeld von webbasierten Anwondungen. Auch fachibergroifende, nichi-technische
Themen sind wilkommen. OWASP und OWASP-Konterenzen sind herstellemeutral und chne Marketingvoririge

Wir freven uns, das wie in diesem Jahe mit CAST o V. # sine der wichtigsten Institutionen ir angewandie Sicherbeit in Deutschiand als Partrer fir die Konderonz gewinnen konmen. CAST ist sett 2015 Academic Supporter
wvon OWASP



Hackathon
S @ ownsp
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CTF

28th November 2016 - Secure Development Workshop & Hackathon

29th November 2016 - CTF Competition (with Prizes!) nccgrOUpe
ThoughtWorks’ —~—_
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Owasp-DevSecCon-Summit

DevSecCon Summit Planned

Owasp-DevSecCon Summit, England, April 2017

OWASRP is joining forces with DevSecCon to create a Summit focused on the collaboration between Developers and Application
Security.

This is not a conference with uni-directional presentations, this is a working summit with working sessions on areas like:

Secure Coding,
Security Testing/TDD
DevOps,

Threat Modeling
Mobile Security

loT

Risk & Governance
Privacy & CTO/CISO requirements
Secure Design
Bug-bounties

Browser Security

Al for Attack & Defence
DDoS

Cyber Warfare

AppSec Standards;

... and of course, working sessions on popular OWASP projects (lead by its leaders) such as:
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OWASP VBScan Project

Main Acknowledgements Road Map and Getting Involved

RSP

Open Web Application
Security Project

\V/BScan Projects

Minimum Viable Product Project About

(edit)

J—
Sharethis: (L 1F & D L

OWASP VBScan Project

OWASP VBScan (short for [VB]ulletin
Vulnerability [Scan)ner) is an opensource
project in perl programming language to detect
VBulletin CMS vulnerabilities and analyses
them.

Why VBScan ?

Quick Download
Github Page. &
[Download Page.]

o .2ip file. ?
¢ .19z file. &

Project Leader

Mohammad Reza Espargham &

News and
Events

e VBScan 0.1.7.1
- "Larry Wall*
Released

« VBScan 0.1.7 -
“Larry Wall
Released

« OWASP
VBScan has



OWASP Mobile AppSec

Standard ‘

Mobile AppSec
Verification
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OWASP Mobile Top 10 2016 - Release Candidate
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- Dependency Check
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& LOg In Mequest acco

Page Discussion Read View source View history

OWASP Dependency Check

Ho Main Acknowledgements Road Map and Getting Involved [odk
me

About OWASP

Acknowledgements

Advertising t - t
et FLAGSHIP mature projects
Books

Brand Resources

Chaplers

Donate 10 OWASP .

S—— OWASP Dependency-Check Quick Download
Funding Dependency-Check is a utility that identifies project dependencies and checks if Version 1.4.3

Govemnance . . -

R there are any known publicly dg;closod. vulnerabilities. Currently Java and .NET « Command Line &

Mailing Lists are supported; additional experimental support has been added for Ruby, o Ant Task®

Membership Node.js, Python, and limited support for C/C++ build systems (autocon! and « Maven Plugin &
Merchandise cmake). The tool can be part of a solution to the OWASP Top 10 2013 A9 - « Jenkins Plugin &

News Using Components with Known Vulnerabilities . o Mac Homebrow &

Cor nal '
pmz‘::;:ﬂo: . brew update && brew
Press |nt|'0dUCt|0n install dependency-
Projects The OWASP Top 10 2013 contains a new entry: A9 - Using Components with check

Video Known Vuinerabilities #. Dependency-check can currently be used to scan Other Plugins

LY N T —



e OWASP ZAP

OWASP Zed Attack Proxy Project

Main Sc

Get Involved

FLAGSHIP ature projects .

Review this

The OWASP Zed Attack Proxy (ZAP) is one of the world's most
popular free security tools and is actively maintained by hundreds of
international volunteers®. It can help you automatically find security

reenshots

project. &

Talks News ZAP Gear Supporters Functionality Features Languages Roadmap [

Quick Download (eq
Download OWASP ZAP! &

News and Events [ediy

vulnerabilities in your web applications while you are developing and

testing your applications. Its also a great tool for experienced pentesters to use for
manual security testing.

Please see the News & and Talks & tabs

Change Log (edi)

Download ZAP e zaproxy &

 zap-extensions

Please help us to make ZAP even better for you by answering the ZAP User
Questionnaire#! [edit) Code Repo (edn)

For a quick overview of ZAP and an introduction to version 2.4.0 see these tutorial

U |
IOWASP Zed Attack Pr

AR -—_A

axv Proiect¥Main

* zaproxy &
» zap-extensions ?



Staying in Touch

OWASP London
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Keep in Touch — get informed about future events:

Join The OWASP London Mailing List

http://lists.owasp.org/mailman/listinfo/owasp-london

Follow us on Twitter “Like” us on Facebook

@owasplondon https://www.facebook.com/OWASPLondon
( )

owasp.slack.com #chapter-london OWASP London

Save The Dates of Future
meetings:

Visit OWASP London Chapter webpage

https://www.owasp.org/index.php/London 26th January 2017

\— _/



http://owasp.slack.com
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Present Your Talk

The Open Web Application Security Project

Call For Speakers For Future Events

Do you have a great Web Application Security Related Talk?

3 Tracks:

*Breakers
Submit the abstract of your talk and your bio to:

*Defenders
owasplondon @ owasp .org

*Builders
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Speakers:

Jeremy King

e Gareth Hayes

e Goran Sarenkapa
Shane Kelly

Hosts for this event
* Empiric

e Attendees (you!)



